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2.7 Sustainability and Transition Plan
PACS sustainment includes maintenance of twoe main components:

1. IT infrastructure

a. Hardware Server and network

b. Computer workstations

¢. Barcode equipment and peripherals
2.  PACS Software Application

Maintenance of PACS will require availability of on-site IT services, refresh/repair of equipment {if
necessary) and regular procurement (after initially provided package is used) of the following materials:

- Barcode consumables

- Cartridges for document printers
- Paper for document printers

- Antivirus annual renewal

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1
to 3 years {depending on type of equipment), COTS software licenses and supplies sufficient for at least

2 years of system operations.

PACS software license will be provided with no expiration date and for unlimited number of
workstations within fb)(3)10] Support of current version of PACS application will be provided at least

LIS
through 2021.

Black & Veatch will supply {%{g}:m all decumentation required for successful maintenance of PACS.

During project implementaticn CBEP ancﬁé{g)f??o(:will agree on mutually acceptable date when ﬁ%{g}?gm

fully takes over the maintenance of PACS capability components.
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3 Roles & Responsibilities

Matrix below defines Roles & Responsihilities of the project participants

Task / Responsible Party

IECVM
Leadership

IECVM WG

IECVM IT

CBEP

B&V
B&V Sub

Preparation & Planning

Review & Approve Implementation Plan

MoU between CBEP &hﬁ’%{f@)fgm

| =

Identify Working Group

Define PACS locations

Identify PACS trainees/users

>

Identify additional requirements

X ==

Certification & Attestation

Develop technical assignment for PACS attestation / certification

Conduct tender and identify local licensed company to perform
PACS attestation / certification

Develop detailed schedule and plan for PACS attestation /
certification

Implement PACS attestation / certification plan

>

>

Achieve attestation/certification of PACS

>

Survey, Procurement & Deployment

Conduct Site Survey

Document AS-1S Business Process

Develop Site-Specific Design

Develop HW/SW specification

Conduct HW/SW procurement

Deploy SCS

Deploy COTS HW/SW

>

Deploy PACS

Prepare “As-built”

X X | X |X | X=X |x|X

Training

Define training schedule

>

Conduct training and user examination

>

Conduct initial customization, data entry and import

Commissioning

Initial customization, start trial use

>

>

Document TO-BE business-process

>

Fully customize to local requirements
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Develop SOPs / Instructions

Start real PACS operations

Conduct TOP

Support & Maintenance

Provide S&M
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5 Deliverables
b)(3):10

List of deliverables for PACS Implementation atf;5 ncludes:
e As-built Documentation

= PACS Maintenance Plan

e Standard Operation Procedures {(SOPs) for PACS atﬁ’)s{g)'f?%c
s  PACS User Manuals

e PACS Training Materials

Page 11 of 11
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PACS Implementation at the

Phase 2 On-the-Job Training Report, Septembrer 25 = 27, 2018

Executive Sununary

PACS on-the-job training was conducted for users of the[P)3)10 USC 130c

|{b){3}:10 USC 130C

on September 25

27, 2018 under Phase 2 implementation activities;

—  PACS existing configuration and customization were checked jointly with the on-site PACS Working
Group (‘WG

— Phase | implementation activities, including progress and current status were reviewed; issues and problems
discussed and resolved.

- PACS Maintcnance and Support Plan was discussed in detail with representatives of] j’g@fg’ml IT
Department.
QJT Participants
B&V:
b)(6)
L ]
-
Eb)(3}110
b)(6) —
@ - 1 Head of the Laboratory of Virology)
. | 4 ldvate of Department of Molecular Diagnostics and Control)
. |(b}(6) [_B;{\A'rarcher of Pig Diseases Research Laboratory)
. |(b)(6) r I Scientist of the Laboratory of Virology)
D)6 : .
. |( A __ |of the Sector of Department of Avian Diseases)
o [06) ”)r Researcher of Department of Avian Diseases)

o |00 | of the Laboratory for Biosafety, Quality Management)

b)(e) hetrology Engineer of the Laboratory for Biosafety, Quality Management)

. |{b){6) of the Laboratory of Biotechnology)

o [0 _ larcher of the Laboratory of Biotechnology)

o [0XE) ﬂad of the of the Brucellosis Laboratory)

o (DO ior Researcher of the Brucellosis Laboratory)

. [P ng Head of the Department of Molecular Diagnostics and Control)
e (0O th Tuberculosis Laboratory)

o [D)E) esearcher of Tuberculosis Laboratory)

N barcher of the Laboratory of Virology)

BLACK &VEATCH
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b){4)

Future activities

—  PACS users to continue with material registration, moving and destruction operations.
- PACS users to reflect the process of Subculturing in PACS;

- B&YV to update Standard Operating Procedure (SOP) to include the Subculturing operation process;

OCITOUSC o perform check of PACS interface and provide feedback (if any);

—  Phase 3 implementation activities agreed for December 201 8.

BLACK &VEATCH
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PACS Implementation at T

Phasc 3 On-the-Job Training Report, December 19-21, 2018

Executive Summary

= B&V has completed the final stage of PACS implementation at the Institute of FExperimental and Clinical
Veterinary Medicine of the of the National Academy of Agrarian Sciences (NAAS) of Ukraine. The site has
been ftully commissioned in all operations of PACS functionality.

- PACS on-the-job (raining and on-site activilies were conducted for users on December 19-21, 2018 under
Phase 3 implementation activities;

—  PACS existing configuration and customization were checked jointly with the on-site PACS Working Group

(WG,

- Phase 2 implementation activilies were reviewed; issues and lems discussed and resolved;
—  Standard Operating Procedure (5OP) for PACS use at l?g;[(?i)'m wis updated to include the Diagnostic

Operation process  the updated SOP submuitted to the on-site Working Group,

I N
B&V:
« D))

. E’)(G) |(Acn‘ng Head of the Laboratory of Virology)
(Postgraduate of the Department of Molecular Diagnostics and Control)
(Lead Rescarcher of the Pig Discases Rescarch Laboratory)
[Lead Seientist of the Labaratory of Viralagy)
Ilcad ot the Department of Avian Discases)
(Senior Rescarcher of the Departinent of the Avian Discases)

[ Head of the Laboratory of Biolechnology)

- (Rescarcher of the Laboratory of Biotechnology)

. (Hcad of the Brucellosis Labotatory)

« [D)E) {Junior Researcher of the Brucellosis Laboratory)

. 1(b)(5) 1lcad of the Tuberculosis Laboratory)

+ [B®) [(Lead Researcher of Tuberculosis Laboratory)
R

BLACK 8 VEATCH
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Future activities

= PACS users to continue with material registration, moving, destruction and subculturing operations.

PACS uscrs to reflect the process of Diagnostic Operations in PACS;

- B&V (o provide access (o PACS lelpdesk to PACS users;

- D&V to continue support PACS uscrs of 'E'b?))ém:m usc

BLACK 8 VEATCH
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The Equipmaent Vandor shall check the following:

= EQUIPMENT AND MATERIALS SPECIFICATION

1. Integnty of the ist, and make sure that different pieces of eguipment integrate with each other (especially iIn case of any replacements).
2. Determine Part Numbers (F/N) from the cescription of the itlems in case these items do not have coresponding PN shown in the kst
3. Specified warranty represents the required minimum, which shall be extended if standard (default) warranty provided by an OEM is longer

Table C.1.1: Specification - Server

| Tape C 2.1 Speaficanon C-2-1 - Server Cqupment

(b)(4)

Table C.1.2: Specification - Workstation

GRAND TOTAL: b)(d)

(b)(4)

1 |Table C.3.1 Specification C-3-1 - All-p-ane Workstalion Fguipmenl and Soflware 8
2 |Table C 3.2 Specification G-3-2 - Barcode Printor 12

Table C.3.3 Spacification C-3-3 - Barcode Scanne 4
A |Table C.34. Spécificsion C-3-4 - P | Brinlar 13

Attachment C - Specification - C-1 - Summary Spec

GRAND TOTAL [O1@)

[TOTAL: |§ 62355.00

1of4
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Table €.2.1: Specification C-2-1 - Server Equipment

Itemn # Bundle P{N Description Warranty
1. Server
755262-B21 Proliant DL360 Gen9 E5-2630v3 Rack({1U)YXeon8C 3 years
11 2.4GHz{20Mb)/1x16GbR2D_2133/P440arFBWC{2Gb/RAID
’ 0M/A10/5/50/6/60)noHDD{8)SFFMoDVD/iLOstdidx1GhEth/EasyRK/1x50
OwFPlati2up’
12 755384-B21 HP DL360 Gen? Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/B5W) 3 years
) Processor Kit
13 Server 726718-B21 HP 8GB (1x8GB) Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years
: Memory Kit
1.4 764632-B21 HP DL360 Gen& SFF DVD-RW 3 years
15 785069-B21 HP 200GB 12G SAS 10K rpm SFF(2.5-inch} SC 3yr Warranty Hard 3 years
) Drive
1.6 720478-B21 HP 500W Flex Slot Platinum Hot Plug Power Supply Kit 3 years
1.7 Backup B7BG9A HP RDX1000 USB3.0 External Disk Backup System 3 years
1.8 Subsystemn  |Q2044A HP RDX 1TB Removable Disk Cartridge 3 years
2. Server Support
2.1 Monitor FAMOTAA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years
2.2 UPS SMX1500RMIZU APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years
2.3 |Server Console| 638214-B21 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year

3. Networking and Communications

3.1 Netwarking [J9782A HP 2530-24 Switch Lifetime Limited
3.2 N/A UTP Category 5 Patch Cord 2 m.
33 Grbies N/A UTP Category 5 Patch Cord 1 m.
4. Software
4.1 Microsaft  |2EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic
4.2 Software 228-10817 S5QLServerStandardEdition 2016 Sngl OLF 1License NolLevel
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GRAND TOTAL:I $ 14,248.00 |
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Table C.3.1: Specification C-3-1 - All-in-one Workstation Equipment and Software

Item # Bundie B Description Yarranty
HP ProQne 600 All-in«One 21,5 1920x1080WLED IPS Cori 5+ @)
: 45008 AGE DDRI-1600 (1x4E2),500GB HDD 7200 SATA,DVD+/-
11 Alin- JTDATEA 3 vor 1
rane R weboam, cardreader, GigEth, Wi-Fi,usb Kbuimse, WinTPro(B4: L
AU+ WINEF rof6a -k} 2003 WY
1.2 u®s BRABILI APC Bapk-UPSE a5 2 yadrs 1
' —— Win&yrCAaL 2016 SNGL OLP NL DveCAL ¢
Mirroseh
Soft 1 OLP i -
» Software HERBaa4S SALCAL 2016 Sngl OLP 1License Aol ovel DveGAL 3
15 MS Office  [MIA Microsoll Office 2013 Home and Business 1
1.6 Catles A UTP Categary 5 Patch Card 2m 1
GRAND TOTAL:| § 1,825.00 |
Table C.3.2: Specification C-3-2 < Barcode Printer
i & A Bt GC4201 Zebra GC4201 Deskiop Barcode Pinta 1 year 1 (b)(4)
I I 7Y USB printer cable, 3 meters 1
(LI Thermal Transter Tags, Dimensions: 1.5° « 0,57 Gap. 0,125% Cormen B
Radius: 0125 Carnegr Width: 1 625% Core Diameler 1" Wind: Face Quif
%'y (A et Lanals Quler Diameler: 4'/ Perforations: Nol Labels per Rolt: 2,480/ Service
Temperatura fom <196 *C 1o 86 °C
14 | Barnacia Ribkan i Thgrrral Tm}ns!m Rns.',: R'ihhnn. R_lhhnnr -:\l.lntennl. Resin/ Color: Blank/ 1

Table C.1.3: Specilication C-3-3 - Barcode Scanner

item #

Bundie

Barcods

Scannar

Pin
1.§2208-USHK

Dascription
| 52208 LISR Kit, While with USE Cable and Quick Start Guide (P/Ns if buy
saparately. LS2208-5R20007R, CBA KO1-S0TEAR)

A

Warranty
1 yeat

GRAND TOTAL:[$  774.00

Frice

L I () C)]

Toral

USH extension cable (temale=>male) | 5 melers

Table €.3.4: Specification C-2-4 - Personal Printer

llem #

Bundle

Description

1
GRAND TOTAL:[§  210.00]]

Warranty

i1 ereer |CEGS1A HP LaserJal Pro F1102 (Ad, 1200dpl, 18ppm, 2Mb. Tiray 150, USB) 1 |]J)4)

12 by CES518A HP USE Cahle. Ao B. 2 meters 1

(3 CE2085A HP Lasartal QE285A Black Primt Cartvidge far HP Laserdat Pra P1102 |
Consumablog wiet

1.4 A Ad Paper 50K neges a

Attachment C - Specification - C-3 - Workstation

GRAND TOTAL:l 3 233.00 |ﬂ

4of 4
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Cooperative Biological Engagement Program (CBEP)

Pathogen Asset Control System (PACS)
Site Specific Design for

(0)(3).10 USC 130C

SSD-IECVM-001

Revision # 0.1

Prepared by: Black & Veatch

BLACK & VEATCH Page 2 of 14 SSD-[ECVM-PO1 Title
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PACS Site Specific Design for

D)3)10 USC 1300

0)(3).10
SSD{is¢ 130¢

001

This document contains site specific design information required for the following
site deployment:

D)E)10 USC 1300

Actual for:

Confirmed by:

2022/03/27

BLACK & VEATCH

Building a warld of difference.

(Black & Veatch) 2022/03/27
IECVM Directar 2022/03/27
IECVM Representative 2022/03/27

Page 3 of 14 SSD-{[ECVM-DO1 Title



Obtained via FOIA by Judicial Watch Inc.

Introduction

This document provides details of Site Specific Design (SS5D} for the Pathogen Access Control

System (PACS) 3{®IBFT0USC 130

SSD and

Deployment Guide provide required information for PACS deployment at

Referenced Documents

PACYOL) 1S Bpecification

BLACK & VEATCH Page 4 of 14

Building a warld of difference.

0)(3).10
USC 130c
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Revision {lssue Date

SCR

Comments

0.1 2017/02/13

N/A

Initial Document

Definitions, Acronyms, Abbreviations

Definition Value
CBEP Cooperative Biological Engagement Program
PACS Pathogen Asset Control System
DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service
IP Internet Protacol
SsSD Site Specific Design
UPS Uninterruptible Power Source
BLACK &VEATCH

Building a warld of difference.

Page 5 of 14
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Physical Conditions

Information shown in following table is collected during Site Survey. This Survey
{observation) may not be full, and cannot be considered as a part of specialized assessment.

Subcontractor shall assure that issues listed in following table are resolved prior to equipment
installation.

# Location Description Possible impact |Required activities Photo
BLACK &VEATCH (b)(3):10 : G
Building 3 world of difference. Page 7 of 14 SSDHusc 1 Physical Conditions
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Structured Cabling System and Equipment Placement

Subcontractor shall prepare and coordinate Structured Cabling System and
Equipment placement plans with in-country Black & Veatch representative.

Equipment Placement Plan

(0)(4)

BLACK & VEATCH

Building a world of differenca.
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Building a world of differenca.
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Building a world of differenca.
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Building a world of differenca.
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Building a world of differenca.
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' . (B)(3).10 USC 130c
PACS Implementation at the

Phase 2 On-the-Job Training Report, December 11 = 13/ December 26, 2018

SXECHve Sumnigy

- PACS on-the-job training was conducted for users ol theP)(3):10 USC 130c

Hb}(3}110 UsSC 130c }n December 11 = 13 under Phase 2

implementation activitics, Anthrax Laboratory activities were conducted on December 26, 2018;

= PACS existing configuration and customization were checked jointly with the on-site PACS Working Group

(WG);

—  Phase | implementation activities, including progress and current status were reviewed: issues and problems

discussed and resolved, IE

—  Standard Operating Procedure (SOP) for PACS uscayqg ) was updated to include the Subeulturing Operation

process — (he updated SOP submitted to the on-site Workimg Group.

QST Participants

B&V:

. [P)E)
(]

B)3)10

USC
« [b)6) k Senior Rescarcher, Laboratory of Anacrobic Infections)
s |b)6 Leading Rescarcher. Laboratory of Anacrobic Infections)
« 1D)(B) (Semior Researcher, Laboratory of Anaerobie Infections)
o [P)6) (Researcher, Laboratory of Anaerobic Inlections)
e |b)(6 Leading Veterinarian, Laboratory of Anacrobic Infections)
 [b)(6) Senior Rescarcher, Laboratory of Bacterial Animal Discages)
{b)(6) | Leading Veterinarian, Laboratory of the Bacterial Animal Diseases)
o [hi6) J1lead of the Anthrax Laboratory)
= [b)6) Researcher, Authrax Laboratory)

Scnior Rescarch Scientist, Laboratory of Mycotoxicology)
(Leading Velerinarian, Laboratory of Mycoloxicology)

. (Junior Researcher, Laboratory of Leptospirosis)
o [b)(6) {Laboratory Assistant, Neurointection Laboratory)
o [D)B) |{Rcscarch Scicntist, Scetor of International Relationships and Geoinformation

AYSIEmMs)

B

BLACK 8 VEATCH
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(0)(3).10 USC 130C

(0)(5)

Future activities

—  PACS users to continue with material registration, moving and destruction operations;
- _PACS uscrs to refleet the process of Subculturing in PACS;
ﬂ(b)ﬁ}i

to perform check ol PACS interface and provide {pedback (if anv);

—  Phase 3 implementation activitics agreed tor March 2019,

BLACK 8 VEATCH
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PACS Implementation at the [P/®/10USC130¢

Phasc 3 On-the-Job Training Report, April 3-5, 2019

b){4)

()

BLACK 8 VEATCH
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b)(4)

Future activities:

PACS uscrs to continuc with matcrial registration, moving, destruction and subculturing operations.
PACS users 1o reflect the process ol Diagnostic Operations in PACS.
B&V to provide access to PACS lelpdesk to PACS users;

B&V (o continue support PACS users of
n

2

BLACK 8 VEATCH
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Cooperative Biological Engagement Program (CBEP)

Biological Safety & Security {BS&S)

Pathogen Asset Control System

Implementation Plan
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Revision 1.0
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PACS Implementation Plan at 1%](3)'-
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PACS Implementation Plan ath)(3)l1 I

| S |

2.7 Sustainability and Transition PLan
PACS sustainment includes maintenance of twe main companents:

1. ITinfrastructure

a. Hardware Server and network

b. Computer workstations

c. Barcode equipment and peripherals
2. PACS Software Application

Maintenance of PACS will require availability of on-site IT services, refresh/repalr of equipment (if
necessary) and regular procurement {after initially provided package is used) of the following materials:

- Barcode consumables
Cartridges for document printers

- Paper for document printers
Antivirus annua| renewal

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1
to 3 years (depending on type of equipment}, COTS software licenses and supplies sufficient for at least
2 years of system operations.

PACS software license will be provided with no expiration date and for unlimited number of
workstations within|D)(3 Bupport of current version of PACS application will be provided at least
through 2021,

Black & Veatch will supp! all documentation required for successful maintenance of PACS,

During project implementation CBEP an(b)ﬂ? il agree on mutually acceptable date whe ,%{3) ully
takes over the maintenance of PACS capability components,

Page 7 of 11
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PACS Implementation Plan at|(D)(3)1

3 Roles & Responsibilities
Matrix below defines Roles & Responsibilities of the project participants

Task / Responsible Party

VM
Leadership

VM WG

VMIT

CBEP

B&V
B&Y Sub

Preparation & Planning

Review & Approve Implementation Plan

=

MoU between CBEP & Jb)(3):
Identify Working Grou

Define PACS locations

Identify PACS trainees/users

>

|dentify additional requirements

2| XK %€ | ¢ |

Certification & Attestation

Develop technical assignment for PACS attestation / certification

Conduct tender and identify local licensed company to perform
PACS attestation / certification

Develop detailed schedule and plan for PACS attestation /
certification

Implement PACS attestation / certification plan
Achieve attestation/certification of PACS

»x >

=

Survey, Procurement & Deployment

Conduct Site Survey

Document AS-1S Business Process

Develop Site-Specific Design

Develop HW/SW specification

Conduct HW/SW procurement

Deploy SCS

Deploy COTS HW/SW
Deploy PACS

=

Prepare “As-built”

| X | X | XX | |x|=

-

raining

Define training schedule
Conduct training and user examination

>

Conduct initial customization, data entry and import

Commissioning

Initial customization, start trial use

>

b3

Document TO-BE business-process

>

Fully customize to local requirements

Page 8 of 11
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PACS Implementation Plan at 1%)(3)3
Develop SOPs / Instructions X X X
Start real PACS operations X
Conduct TOP X X X
Support & Maintenance
Provide S&M X | X |

Page 9 of 11
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PACS Implementation Flan at E{Jb){S}:i

(0)(4)
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PACS Implementation Plan at .%{3)

5 Deliverables

List of deliverables for PACS Implementation at D)3 frcludes:
; : )10
e As-built Documentation

* PACS Maintenance Plan

* Standard Operation Procedures (SOPs) for PACS a
e PACS User Manuals

e PACS Training Materials

0)3) 10
Usc

Page 11 of 11
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EQUIPMENT AND MATERIALS SPECIFICATION

The Equipment Vendor shall check the tollowing:
1. Integnty of the ist, and make sure that different pieces of eqguipment integrate with each clher (especially in case of any replacements}.

2, Determine Part Numbers (P/N) from the description of the tems in case these ilems do not have corresponding P/N shown in the list,
3. Specified warranty represents the required minimum, which shall be extended if standard (default) waranty provided by an QEM is longer.

Tahle C.1.1: Specification - Server

ltem # Speciticstion

Taple C 2.1

Anan C-2-1 - Server Equipment

Table C.1.2: Specification - Workstation

e &  Specification

Qiy Prige fotal

Taple C.3.1. Specification C-3-1 - All-in-ana Werhstalion Fquipmenl and Soflware E (D)(4)
2 |Table C.3.2. Spevification C-3-2 - Barcode Printer 19
3 Taule C.3.3 Specification C-3-3 - Barcode Scanne E=]
4 |Table C.3.4: Spécification C-3-4 - Personal Prinlar 4
GRAND TOTAL: | § [P)4) |

[TOTAL: [§ 70,881.00

Attachment C - Specification - C-1 - Summary Spec 10f4
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Table €.2.1: Specification C-2-1 - Server Equipment

Itemn # Bundle P{N Description Warranty
1. Server
755262-B21 Proliant DL360 Gen9 E5-2630v3 Rack({1U)YXeon8C 3 years
11 2.4GHz{20Mb)/1x16GbR2D_2133/P440arFBWC{2Gb/RAID
’ 0M/A10/5/50/6/60)noHDD{8)SFFMoDVD/iLOstdidx1GhEth/EasyRK/1x50
OwFPlati2up’
12 755384-B21 HP DL360 Gen? Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/B5W) 3 years
) Processor Kit
13 Server 726718-B21 HP 8GB (1x8GB) Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years
: Memory Kit
1.4 764632-B21 HP DL360 Gen& SFF DVD-RW 3 years
15 785069-B21 HP 200GB 12G SAS 10K rpm SFF(2.5-inch} SC 3yr Warranty Hard 3 years
) Drive
1.6 720478-B21 HP 500W Flex Slot Platinum Hot Plug Power Supply Kit 3 years
1.7 Backup B7BG9A HP RDX1000 USB3.0 External Disk Backup System 3 years
1.8 Subsystemn  |Q2044A HP RDX 1TB Removable Disk Cartridge 3 years
2. Server Support
2.1 Monitor FAMOTAA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years
2.2 UPS SMX1500RMIZU APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years
2.3 |Server Console| 638214-B21 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year

3. Networking and Communications

3.1 Netwarking [J9782A HP 2530-24 Switch Lifetime Limited
3.2 N/A UTP Category 5 Patch Cord 2 m.
33 Grbies N/A UTP Category 5 Patch Cord 1 m.
4. Software
4.1 Microsaft  |2EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic
4.2 Software 228-10817 S5QLServerStandardEdition 2016 Sngl OLF 1License NolLevel
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Table C.3.1: Specification C-3-1 - All-in-one Workstation Equipment and Software

lem #

Bundle

Pin Description

Warranty

Price

b){4)

HP ProQne 600 All-in«0One 21,5 1920x1080WLED IPS Cori 5+
: 45908 AGE DDRI-1600 (1x4G2),500GB HDD 7200 SATA DVD+/-
11 Alkin JTORTEA 3 1
AR RV webesm, cardreader, GIgEN Wi-Fi usb Kbdimse, Win7P1o(6d: i
DU+ WINEF rof6a -kt 232 Wiy
12 UFS BRABILI APC Back-URS® 630 2 yaars 1
14 —— WinSyrCAL 2016 SNGL OLP NL DveCAL .
Mirrasoh
Tl 1OLP 1hicy 3
» Software HERBaa4S SALCAL 2016 Sngl OLP 1License Mol ovel DveGAL g
15 MS Office  |WIA Micrasoll Ofice 2013 Home and Business 1
1.6 Cages BLA, TP Category 5 Pateh Ciard 2 m

Table C.3.2: Specification C-3-2 < Barcode Printer

Iem # Bundle

Uescrplian

Warranty

1
GRAND TOTAL" $ 1,825.00 |

i 204; 5

11 a 28 b GC4Z0 Zebra GC4201 Deskiop Baroude Prter
(7 - — N/, USB printer cable, 3 meters
i Thermal Transter Tags, Dimensions: 1.5° « 0,57 Gap: 0,125% Corne
Radius: 0.125% Carner Width: * 625" Coe Diameter 1" Wind: Face Out/
%'y (A et Lanals Quler Diameler: 4'/ Perforations: No/ Labels per Roll: 2,480/ Service b
Temparat 987G 1o 8 G
14 | Barnacis Ribban A Thur@al Transfer Rosin Ribbon, R_lhhnn Muterial, Resin/ Color: Blank/ 1 A

Table C.1.3: Specilication C-3-3 - Barcode Scanner

Irem # Bundle Pim Description

Warranty

Price

Toral

Table €.3.4: Specification C-2-4 - Persenal Printer

llem #

Bundle

Description

Wi ity

i Sarcods | VS720B-USBKR || 52208 LIGR Kil, Whilo wilh USB Cable and Quick Ster Guide (P/Na if buy | 1 year 1 [[D)XD)
R separaiely. LSZ208.5R20007R, CBA K01-S07FAR) '
T2 S (Y77 USE extension cable (lemale>male) , 5 melers T [®
GRAND TOTAL:[ S 210.00 |

11 T CEGS1A HP Laserlel Pro P1102 (A4, 1200dpd, 10ppm, 2Mb. Ytray 150, USE) 1 5

12 by CES518A HP USE Cahle. Ao B. 2 meters 1 B

13 CE285A HP Lagartal CE205A Black Print Cartidge far HP Larer)at Bro F1102 V ¥
Consumablog st

1.4 LA Ad Paper 50K neges 3 %

Attachment C - Specification - C-3 - Workstation

GRAND TOTAL:[ 8

233.00 ||
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Cooperative Biological Engagement Program (CBEP)

Pathogen Asset Control System (PACS)
Site Specific Design for

(0}(3).10 USC 130C

SSD

0)(3).10
Usc
130c

001

Revision # 0.1

Prepared by: Black & Veatch

BLACK & VEATCH Page 2 of 14

Building a warld of difference.
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PACS Site Specific Design for

DI@).10 USC 1300

SSD-{c '°po1

This document contains site specific design information required for the following
site deployment:

D)3)10 USC 1300

Actual for: 2022/03/28
Confirmed by: (Black & Veatch) 2022/03/28
b)(3):10 USC 130c 2022/03/28
2022/03/28
BLACK & VEATCH {b}{3) X
Building a world of difference. Page 3 Of 14 55D ch b01 TItlE
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This document provides details of Site Specific Design (SSD} for the Pathogen Access Control

System {PACS} at

b)3)10 USC 1300

G010 |

information for PACS deployment atjsc |

Referenced Documents
PACS|P)O) bpecification

BLACK & VEATCH

Building a warld of difference.

Page 4 of 14

$SD and Deployment Guide provide required
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Revision History
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Revision {lssue Date

SCR

Comments

0.1 2017/02/13

N/A

Initial Document

Definitions, Acronyms, Abbreviations

Definition Value
CBEP Cooperative Biological Engagement Program
PACS Pathogen Asset Control System
DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service
IP Internet Protacol
SsSD Site Specific Design
UPS Uninterruptible Power Source
BLACK &VEATCH

Building a warld of difference.

Page 5 of 14
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(0)(4)

BLACK & VEATCH

Building a world of differenca.

Page 6 of 14

SSD;

b)(3):10
USC
130c

D1 Site Info




Obtained via FOIA by Judicial Watch Inc.

Physical Conditions
Information shown in following table is collected during Site Survey. This Survey

{observation) may not be full, and cannot be considered as a part of specialized assessment.

Subcontractor shall assure that issues listed in following table are resolved prior to equipment
installation.

# Location Description Possible impact |Required activities Photo

b)(3):1
BLACK &VEATCH Page 7 of 14 SSDp 1 Physical Conditions
Lsc |

Building a wor|d of difference.
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Structured Cabling System and Equipment Placement

Subcontractor shall prepare and coordinate Structured Cabling System and
Equipment placement plans with in-country Black & Veatch representative.

Equipment Placement Plan

(0)(4)

BLACK & VEATCH

Building a world of differenca.

Page 8 of 14
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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b)(4)

BLACK & VEATCH

Building a world of differenca.
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b)(4)

BLACK & VEATCH

Building a world of differenca.
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BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.

Page 13 of 14

SSD4

D)(3) )
10 01 Workstations
Usc



Obtained via FOIA by Judicial Watch Inc.

(0)(4)

BLACK & VEATCH

Building a world of differenca.
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. b)(3):10 USC 130
PACS Implementation al the ik i

|(b){3):10 USC 130C

Phasc 2 On-the-Job Training Report, October 04 — 035, 2018

Executive Summary

~ PACS onsthe-job training was conducted for users (\fthcl{b){s}:m USESH0C |
[0){3)10 USC 130¢c Jon
October 04 05, 2018 under Phase 2 implementation activitics;

- PACS existing confliguration and customization were checked jointly with (he on-site PACS Working
Group (WG);

—  Phase | implementation activitics, mcluding progress and current status were reviewed; issues and problems
discussed and resolved.

OJT Participants

b)(4)

(0)(5)

)

BLACK 8 VEATCH
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b){4)

wture aotivities

—  PACS users (o continue with material registration, moving and destruction operations.

= PACS uscrs to reflect the process of Subculring in PACS;

= B&V (0 update Standard Operating Procedure (SOP) (o include the Subeulturing operation process;
- to perform check of PACS interface and provide feedback (if any):

—  Phase 3 implementation activities agreed (or lanuary 2019,

D)E).10 USC 1300

[Commented [SNEC12]: Recommend for redaction
[ FOIA Exemption: bi) Personal Privacy

)

BLACK 8 VEATCH
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b)(8)

(0)(5)

(0)(3)
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(b)(6)
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PACS Implementation at tllea|{t’}(3)"m i i

[E)E) 10 USC T30¢ |

Phasc 3 On-the-Job Training Report, January 22 — 24, 2019

Executive Summary

~ B&V has completed the final stage of PACS implementation at the[P)(3):10 USC 130c

[B)3)10 USC 130c

The site has been fully commissioned in all operations of PACS functionality,

- PACS on-the-job training was conducted for users ol'gb)@“ n January 22 — 24, 2019 under Phase 3
implementation activities;

—  PACS existing configuration and customization were checked jointly with the on-gite PACS Working
Group (WG);

- Phase 2 implementation activities, including progress and current status were reviewed. issues and problems
discussed and resolved,

—  Standard Operating Procedure (SOP} for PACS use .'A-'ae-: updated to include the Diagnostic
Operation process — the updated SOP submitted to the on-site Working Group.

(0)(4)

BLACK 8 VEATCH

(0)(5)
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b){4)

(0)(5)

PACS users to continue with material registration, moving, destruction and subculturing operations.

= PACS uscrs to refleet the process of Diagnostic Operations in PACS,
- B&V (o provide access (o PACS Helpdesk to PACS users;

BLACK 8 VEATCH
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(0)(6)

(0)(5)

(0)(5)
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b)(6)

b)(5)

)
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(0)(6)

b)(6)

)
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Cooperative Biological Engagement Program (CBEP)

Biological Safety & Security {BS&S)

Pathogen Asset Control System

Implementation Plan

B)(3).10 USC 130C

Revision 1.0

March 28, 2022
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PALS leplementation Plan af

BIOED

Usc

BIOED

PACS Implementation Plan afl;c’; 5.

b)(4); (b)(8)

b)(5)
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PACS Implementation Plan af[B)(3)10 |

Contents
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(0)(4)
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b)(4)
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PACS Implementation Plan 3*?},@'1 0 I

2.7 Sustainability and Transition PLan
PACS sustainment includes maintenance of twe main companents:

1. ITinfrastructure

a. Hardware Server and network

b. Computer workstations

c. Barcode equipment and peripherals
2. PACS Software Application

Maintenance of PACS will require availability of on-site IT services, refresh/repalr of equipment (if
necessary) and regular procurement {after initially provided package is used) of the following materials:

- Barcode consumables
Cartridges for document printers

- Paper for document printers
Antivirus annua| renewal

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1
to 3 years (depending on type of equipment}, COTS software licenses and supplies sufficient for at least
2 years of system operations.

PACS software license will be provided with no expiration date and for unlimited number of
workstations withif{D)(3) |Support of current version of PACS application will be provided at least
through 2021,

Black & Veatch will supply(b)(3) | all documentation required for successful maintenance of PACS.

During project implementation CBEP and|(b)(3) |will agree on mutually acceptable date wherﬁ%}(?’y fully
takes over the maintenance of PACS capability components,

Page 7 of 11
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PACS Implementation Plan af@)(3)1

3 Roles & Responsibilities
Matrix below defines Roles & Responsibilities of the project participants

Task / Responsible Party

LRIEH
Leadership
LRIEH WG

LRIEH IT

CBEP

B&V
B&Y Sub

Preparation & Planning

Review & Approve Implementation Plan

=

Mol between CBEP &
Identify Working Group

Define PACS locations

Identify PACS trainees/users

>

|dentify additional requirements

2| XK %€ | ¢ |

Certification & Attestation

Develop technical assignment for PACS attestation / certification

Conduct tender and identify local licensed company to perform
PACS attestation / certification

Develop detailed schedule and plan for PACS attestation /
certification

Implement PACS attestation / certification plan
Achieve attestation/certification of PACS

»x >

=

Survey, Procurement & Deployment

Conduct Site Survey

Document AS-1S Business Process

Develop Site-Specific Design

Develop HW/SW specification

Conduct HW/SW procurement

Deploy SCS

Deploy COTS HW/SW
Deploy PACS

=

Prepare “As-built”

| X | X | XX | |x|=

-

raining

Define training schedule
Conduct training and user examination

>

Conduct initial customization, data entry and import

Commissioning

Initial customization, start trial use

>

b3

Document TO-BE business-process

>

Fully customize to local requirements

Page 8 of 11
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PACS Implementation Plan af0)@)10 |

Develop SOPs / Instructions X X X

Start real PACS operations X

Conduct TOP X X X
Support & Maintenance

Provide S&M A

Page 9 of 11
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PACS Impiementztion Plan af-_bl@)im |

(0)(4)

Page 10 of 11




Obtained via FOIA by Judicial Watch Inc.

PACS Implementation Plan a%b)(sj &

5 Deliverables
List of deliverables for PACS Implementation a! ?(3): includes:

e As-built Documentation

s PACS Maintenance Plan

e Standard Operation Procedures {SOPs) for PACS a
e PACS User Manuals

e PACS Training Materials

Page 11 of 11
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o

EQUIPMENT AND MATERIALS SPECIFICATION

The Equipment Vendor shall check the tollowing:

1. Integnty of the ist, and make sure that different preces of eqguipment integrate with each other (especially in case of any replacements}.

2. Determine Part Numbers (P/N) from the description of the tems in case these lems do not have corresponding F/N shown in the list.

3. Specified warranty represents the required minimum, which shall be extended if standard (default) waranty provided by an QEM is longer.

Table C.1.1: Specification - Server
em # Speciticstion qty Price Total
Tapme C 21

Anan C-2-1 - Server Equipment

Table C.1.2: Specification - Workstation

em & Specification Oy Price fotal

Table C.3.1 Specification C-3-1 - All-in-ane Werkstation Fquipmenl and Sofiware ] T|(b)(4)
2 |Table C.3.2. Spevification G-3-2 - Barcode Printer i 5
3 Taule C.3.3 Specification C-3-3 - Barcode Scanne 7 -
4 |Table C.34: Specifichtion C-3-1 - Personal Prinlar

7 1
GRAND TOTAL |8 [D)4) _|

[TOTAL: |§ 33,220.00

Attachment C - Specification - C-1 - Summary Spec 1ofd
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Table €.2.1: Specification C-2-1 - Server Equipment

Itemn # Bundle P{N Description Warranty
1. Server
755262-B21 Proliant DL360 Gen9 E5-2630v3 Rack({1U)YXeon8C 3 years
11 2.4GHz{20Mb)/1x16GbR2D_2133/P440arFBWC{2Gb/RAID
’ 0M/A10/5/50/6/60)noHDD{8)SFFMoDVD/iLOstdidx1GhEth/EasyRK/1x50
OwFPlati2up’
12 755384-B21 HP DL360 Gen? Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/B5W) 3 years
) Processor Kit
13 Server 726718-B21 HP 8GB (1x8GB) Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years
: Memory Kit
1.4 764632-B21 HP DL360 Gen& SFF DVD-RW 3 years
15 785069-B21 HP 200GB 12G SAS 10K rpm SFF(2.5-inch} SC 3yr Warranty Hard 3 years
) Drive
1.6 720478-B21 HP 500W Flex Slot Platinum Hot Plug Power Supply Kit 3 years
1.7 Backup B7BG9A HP RDX1000 USB3.0 External Disk Backup System 3 years
1.8 Subsystemn  |Q2044A HP RDX 1TB Removable Disk Cartridge 3 years
2. Server Support
2.1 Monitor FAMOTAA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years
2.2 UPS SMX1500RMIZU APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years
2.3 |Server Console| 638214-B21 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year

3. Networking and Communications

3.1 Netwarking [J9782A HP 2530-24 Switch Lifetime Limited
3.2 N/A UTP Category 5 Patch Cord 2 m.
33 Grbies N/A UTP Category 5 Patch Cord 1 m.
4. Software
4.1 Microsaft  |2EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic
4.2 Software 228-10817 S5QLServerStandardEdition 2016 Sngl OLF 1License NolLevel
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@
1
1
1
4
1
i
1
i
1
1
1
6
3
8
2
GRAND TOTAL:| $ 14,248.00 |
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Table C.3.1: Specification C-3-1 - All-in-one Workstation Equipment and Software

HP ProQne 600 All-in«One 21,5 1920x1080WLED IPS Cori 5+
: 45908 AGE DDRI-1600 (1x4G2),500GB HDD 7200 SATA DVD+/- b)(4)
11 Alin- JTDBTEA | 1 &
AR RV webesm, cardreader, GIgEN Wi-Fi usb Kbdimse, Win7P1o(6d: i
iU+ WINEF rof6a -k} 232 Wiy
T2 T3 BXABIL! APC Bapk-UPS® 6a0 2 yaars 1 ¥
14 —— Win&yrCAL 2016 SNGL OLP NL DveCAL . g
Mirroseh
o 1 OLP 1l 3
» Software HERBaa4S SALCAL 2016 Sngl OLP 1License Mol ovel DveGAL g .
15 MS Office  |WIA Microsoll Office 2013 Home and Business 1 &
16 Cades A, UTP Categary 5 Pateh Card 2 m 1 4
GRAND TOTAL:| § 1,825.00
Table C.3.2: Specification C-3-2 < Barcode Printer

e # Bundle 2! Lescuplian

Warranty

Radiys: 0125 Carner Width: * 625% Core Diameter. 1% Wind. Face Out/
Quter Diameler: 4"/ Perforalions: Nol Labels per Roll: 2480/ Service
Temparat A964C 1

12 | Barcode Labels

11 a Mt GC4Z0l Zebra GC4201 Deskiop Barcule Fimiter 1 year 1 b)(d)
2 R T USB printer cable, & meters -
hirA Thermal Transter Tags, Dimensions: 1.5" x 0,57 Gap: 0,125° Corner =

Barastla Ribhan A Thur@al Tml;asmr F!mu;wIu R'ihhnn. R_lhhnnr -:\l.lntednl. Resin/ Color: Blank/

14

Table C.1.3: Specilication C-3-3 - Barcode Scanner

Irem #

Bundle PiM Descripion

Warranty

GRAND TOTAL:[ 3 774.00 |

Price

Ty |0)4)

Total

04 Barssn 1.S2208-USHEKI | 57208 LISR Kit, White with LISE Cable and Quick Slar Guide (P/Ns if buy 1 year
R separately. LSZ208-5R20007R, CBA K01-S0TFAR)
T2 S (Y77 USE extension cable (lemale>male) , 5 melers

Table €.3.4: Specification C-2-4 - Persenal Printer

) B : .
GRAND TOTAL:[ §  210.00 |

llem # Bundle Description Wiki ety
11 S CEBS1A HP LaserJel Pro F1102 (A4, 1200dpl, 10ppm, 2Mb, tray 150, USB) 1 13 [(b)(4)
12 by CES518A HP USE Cahle. Ao B. 2 meters 1 ]
13 CE285A HP Lagartal CE206A Black Print Carridge far HP Laretdat Pro F1102 V H
Conaumablag et
1.4 LA Ad Paper 50K neges 3 %

Attachment C - Specification - C-3 - Workstation

GRAND TOTAL:[$  233.00 ||

4of 4
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Cooperative Biological Engagement Program (CBEP)

Pathogen Asset Control System (PACS)
Site Specific Design for

(0)(3).10 USC 130C

SSDpc e JO1

Revision # 0.1

Prepared by: Black & Veatch

b)(3):1
BLACK & VEATCH Page 2 of 13 SSD 001 Title

Building a world of difference. o
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PACS Site Specific Design for

b)3).10 USC 1300

This document contains site specific design information required for the following
site deployment:

(0)(3).10 USC 130C

Actual for:

Confirmed by:

2022/03/28

BLACK & VEATCH

Building a warld of difference.

(Black & Veatch) 2022/03/28
I{j’)s(gﬁo Director 2022/03/28
130c  [Representative 2022/03/28
b)3)1
Page 3 of 13 SSD-E) ") 001 Title




Introduction

This document provides details of Site Specific Design (SSD} for the Pathogen Access Control
System (PACS) at[P)X3) 10 USC 130c
Guide provide required information for PACS deployment at

Referenced Documents

Obtained via FOIA by Judicial Watch Inc.

PACS

DIG)10
e

bpecification

BLACK & VEATCH

Building a warld of difference.

Page 4 of 13

0)(3).10

IS 4920~

SSD

| SSD and Deployment

D)G3).10

USC

D01 Title




Revision History
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Revision {lssue Date

SCR

Comments

0.1 2017/02/13

N/A

Initial Document

Definitions, Acronyms, Abbreviations

Definition Value

CBEP Cooperative Biological Engagement Program

PACS Pathogen Asset Control System

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Service

IP Internet Protacol

SsSD Site Specific Design

UPS Uninterruptible Power Source
BLACK & VEATCH Page 5 of 13 ssDL a2 '°bo1 Revisions_Definitions
Building a world of difference. E€-0 UscC i
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b)(4)

BLACK & VEATCH

Building a world of differenca.
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Physical Conditions

Information shown in following table is collected during Site Survey. This Survey
{observation) may not be full, and cannot be considered as a part of specialized assessment.

Subcontractor shall assure that issues listed in following table are resolved prior to equipment
installation.

# Location Description Possible impact |Required activities Photo
BLACK &VEATCH P f (b)(3):1 Foanfioa diti
Building S world STuierence. age 7 of 13 5Dy D01 Physical Conditions
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Structured Cabling System and Equipment Placement

Subcontractor shall prepare and coordinate Structured Cabling System and
Equipment placement plans with in-country Black & Veatch representative.

Equipment Placement Plan

(0)(4)

BLACK & VEATCH

Building a world of differenca.

Page 8 of 13

SSO
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b)(4)
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Building a world of differenca.
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b)@)10 USC 1300

B)IG3)10
BLACK & VEATCH Page 10 of 13 sspusc  pet Host Server

Building a world of differenca.
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b)(4)
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Building a world of differenca.
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Building a world of differenca.
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b){4)

BLACK & VEATCH

Building a world of differenca.
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D)GE)10 USC 1300

PACS Implementation at the

Phasc 2 On-the-Job Training Report, August 21-22. 2018

Execudve Summary

(0)(3).10 USC 130C

—  PACS on-the-job training was conducted for users ol th
|{b){3)310 USC 130c }1 August 21-22, 2018 under Phase 2 implementation activities;

- PACS cxisting configuration and customization were checked jointly with the on-site PACS Working

Group (WG
Phase 1 implementation activities, including progress and current status were reviewed, issues and problems

discussed and resolved,

b)(4)

(0)(5)

BLACK 8 VEATCH
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|(b}{3}:10 USC 130C

Future activities

- PACS users (o continue with material registration, moving and destruction operations,
—  PACS users to refleet the process of Subculturing in PACS:
- B&V (o update Standard Operating Procedure (SOP) (o include (the Subculturing operation process
{completed);
- Ebn}{3)i o perform check of PACS interface and provide feedback (if any);
hase 3 implementation activities agreed for November 2018,

b)(6)

(0)(5)

b)(5)

)

BLACK 8 VEATCH
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_ (B)(3):10 USC 130¢
PACS Implementation at the

Phasc 3 On-the-Job Training Report, November 28-29, 2018

Executive Summary

~ B&V has completed the tinal stage of PACS implementation at thefP)(3):10 USC 130c |
|{b)(3)110 USC 130c |Thc site has been tully commssioned in all operations of PACS functionality;

~  PACS on-the-job training and on-site activitics were conducted for uscrs on November 28-29, 2018 under
Phase 3 implementation activities;

—  PACS existing configuration and customization were checked jointly with the on-site PACS Working Group
(WG

= Phasc 2 implementation activitics were reviewed; issues and problems discussed and resolved:
Standard Operating Procedure (SOP) for PACS use at PO was updated to include the Biagnostic Operation
process — the updated SOP submitted to the on-site Working Group.

(b)(4); (b)(6)

(0)(5)

%)

BLACK 8 VEATCH
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(b)(4)
b)(5)
PACS users to continue with material registration, moving, destruction and subculturing operations;
PACS users to reflect the process of Diagnostic Operations in PACS;
B&V (0 continue assisting in setting up ol test sets and diagnostic templates together with PACS users;
B&V to provide access to PACS 1lelpdesk to PACS uscrs;
B&V to continue suppott PACS users of PHC,
(b)(6)
(b)(5)

)

BLACK 8 VEATCH
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b)(6)
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: f— |
From: b)(6)
To:
Subject: [Non-CoD Saurce] Fwd: [External]|©)@) 10 }ACS Phase 2 [mplementation Completion Report
Date; Wednesday, August 8, 2018 2:46:32 PM
Attachments: PACS Implementation atin Ukraine Phase 2 - Report (ENY.docx

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

From

b)(6) |

Sent: Wednesday, August 8, 2018 10:27:47 AM

Tof0I6)

(0)(6)

PO

b)(6)

Subject: [External]'f?§§)311gm "ACS Phase 2 Implementation Completion Report

Dear all,

Attached you will find the report on completion of Phase 2 implementation activities at

(0)(3):10 USC 130C
he

condueted on-the-job training covered enhanced PACS operations, while the team also worked to review all existing

issues

and Phase | status and activities.

We're happy with the implementation progress and the response and level of encagement of the users to the system

- the site is using PACS in daily operations and the

(0)(3):10 USC 130C has

already been registered in the system. The Working Group is considering the substitution of current paper reports
with PACS-generated reports.

Going forward, the site will continue with PACS operations including those featuresifunctions covered under PPhase
2 activities,

B&V and the Working Group proceed with SOPs update (to cover Phase 2 activities) while Phase 3 (final phase) of
the implementation has been agreed for October 2018,

Let us know if you have any questions.
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(0}(3).10 USC 130C

PACS Implementation at the

(0)(3).10 USC 130C

Phase 2 On-the-Job Training Report, July 30-31, 2018

Executive Summary

—  PACS on-the-job training was conducted for users of L D |

|{b){3):10 USC 130C |
[E)3):10 USC 130

Ion July 30-31, 2018 under Phase 2 implementation activities;

—  PACS existing configuration and customization were checked jointly with the on-site PACS Working
Group (WG);

— Phase | implementation activities, including progress and current status were reviewed; issues and problems
discussed and resolved.

OQJT Participants

b)(4); (b)(3)

R/

BLACK&VEATCH
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b)(4)

Future activities

PACS users to continue with material registration, moving and destruction operations.
PACS users to reflect the process of Subculturing in PACS;
—  B&V to update Standard Operating Procedure (SOP) to include the Subculturing operation process;

- 1%?[’:):10 USC b perform check of PACS interface and provide feedback (if any);

— Phase 3 implementation activities agreed for October 2018.
(b)(4)

Phase 1 SOPs in use

BLACK&VEATCH
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(0)(6)
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Thanks,

b)(6)

Please consider the environment betore printing my email

Please note that the information and attachments in this email are intended for the exclusive use of the addressee and
may contain confidential or privileged information If yon are not the intended recipient, please do not forward, copy
or print the message or its attachments. Notify me at the above address, and delete this message and any
attachments. Thank vou.
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(0)(3) 10 USC 130C

PACS Implementation at thg
(B)(3):10 USC 130C

Phasc 3 On-the-Job Training Report, October 30-31/November 14, 2018

Lxecutive Suniary

- B&V has completed the tinal stagre of PACS implementation at ml(b){S):iO et |
[e)3):70 USC 130¢ |
I(b)(3)310 UsC 130c The site has been fully commissioned in all opcrations of PACS

functionality,

—  PACS on-the-job training and on-site activities were conducted for users on Cctober 30-31, 2018 under

Phase 3 implementation activities, Virology Department activities were condueted on November 140
= PACS cxisting configuration and customization were checked jointly with the on-site PACS Working
Group {WG):
—  Phase 2 implementaton activities were reviewed; issues and problems discussed and resolved;
= Standard Operating Pracedure (SOP) for PACS use nv:ﬁ; updated ta include the Diagnostic
Operation process — the updated SOP submiited to the on-site Working Group,
b)(4); (b)(®)

P)(5)

B

BLACK 8 VEATCH
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[oy@)

Futtire activitios

= PACS users (o continue with malerial registration, moving, destruction and subculturing operations,
= PACS users o reflect the process of Diagnostic Operations in PACS:
= [©X3)10 "~ f10 scnd copy of draft decree on official acceprance of PACS clecttonic reports (1o be sent for

approval byf(b)(3)10 o B&V  per|®)(3).10 | lcadership B&V to provide comments if any.

B&V o provide access (o PACS 1Helpdesk to PACS users.

B&V to continue support PACS users at ?}é{%}f’?n
e P 1 [

2

BLACK 8 VEATCH
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b)(6)

2

BLACK 8 VEATCH

(0)(5)
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(0)(6)

b)(5)

BLACK 8 VEATCH
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b)(6)

b)(5)

BLACK 8 VEATCH

b)(5)
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b)(6)

(0)(5)
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Cooperative Biological Engagement Program (CBEP)

Biological Safety & Security {BS&S)

Pathogen Asset Control System

Implementation Plan

(b)(3):10 USC 130c
At the

Revision 1.0

March 28, 2022
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O)E)

PACS Implementation Plan a{ 10 |
1 Lot iy e |

4 230

PACS Implementation Plan af

bIG)10
USC 130c

(0)(4); (b)(B)

b)(5)

Page 2 of 11
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PACS Implementation Plan a!F,b)(3)71 0 I

USC 130c

2.7 Sustainability and Transition PLan
PACS sustainment includes maintenance of twe main companents:

1. ITinfrastructure

a. Hardware Server and network

b. Computer workstations

c. Barcode equipment and peripherals
2. PACS Software Application

Maintenance of PACS will require availability of on-site IT services, refresh/repalr of equipment (if
necessary) and regular procurement {after initially provided package is used) of the following materials:

- Barcode consumables
Cartridges for document printers
- Paper for document printers
Antivirus annua| renewal

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1
to 3 years (depending on type of equipment}, COTS software licenses and supplies sufficient for at least

2 years of system operations.

PACS software license will be provided with no expiration date and for unlimited number of
workstations within 55CIBSM. Support of current version of PACS application will be provided at least
through 2021,

Black & Veatch will supplf(P)@)10 byl documentation required for successful maintenance of PACS.

During project implementation CBEP and(®)(3)-10 |will agree on mutually acceptable date when

b)3)10 |fully takes over the maintenance of PACS capability components.
1

Page 7 of 11
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3 Roles & Responsibilities
Matrix below defines Roles & Responsibilities of the project participants

Task / Responsible Party

SSCIBSM
Leadership

SSCIBSM WG

SSCIBSM IT

CBEP

B&V
B&Y Sub

Preparation & Planning

Review & Approve Implementation Plan

=

Mol between CBEP B{(b)(3):10 |

Identify Working Group

Define PACS locations

Identify PACS trainees/users

>

|dentify additional requirements

2| XK %€ | ¢ |

Certification & Attestation

Develop technical assignment for PACS attestation / certification

Conduct tender and identify local licensed company to perform
PACS attestation / certification

Develop detailed schedule and plan for PACS attestation /
certification

Implement PACS attestation / certification plan
Achieve attestation/certification of PACS

»x >

=

Survey, Procurement & Deployment

Conduct Site Survey

Document AS-1S Business Process

Develop Site-Specific Design

Develop HW/SW specification

Conduct HW/SW procurement

Deploy SCS

Deploy COTS HW/SW
Deploy PACS

=

Prepare “As-built”

| X | X | XX | |x|=

-

raining

Define training schedule
Conduct training and user examination

>

Conduct initial customization, data entry and import

Commissioning

Initial customization, start trial use

>

b3

Document TO-BE business-process

>

Fully customize to local requirements

Page 8 of 11
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PACS Implementation Plan aib){3)1 0 |

 ELLRLLE
Develop SOPs / Instructions X X
Start real PACS operations X | X
Conduct TOP X X
Support & Maintenance
Provide S&M ) | %]

Page 9 of 11
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b)(4)

Page 10 of 11
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PACS Implementation Plan atfD)3) 10 |

1o 490~

5 Deliverables

List of deliverables for PACS Implementation at D)(3):10 |hcudes:
ISC 130

* As-built Documentation
e PACS Maintenance Plan

. fb)(a):m
* Standard Operation Procedures (SOPs] for PACS ASC 130c
* PACS User Manuals

e PACS Training Materials

Page 11 of 11
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EQUIPMENT AND MATERIALS SPECIFICATION

The Equipment Vendor shall check the tollowing:

1. Integnty of the ist, and make sure that different preces of eqguipment integrate with each other (especially in case of any replacements}.

2. Determine Part Numbers (P/N) from the gescription of the tems in case these items do not have corresponding P/N shown in the list,

3. Specified warranty represents the required minimum, which shall be extended if standard (default) warranty provided by an OEM is longer,

Tahle C.1.1: Specification . Server

tam #  Speciticetion

| |Tavie G 2.1 Speciicanon G-2-1 - Sever EqUpmer 1 s|(D)(4)

GRAND TOTAL: [§_|>/®)

Table C.1.2: Specification - Workstation

em & Specification
I |Table C.3.1 Specification G-3-1 - All-r-ana Workstalion Fquipment and Sofiware 8 5 [b)(4)
2 |Tuble C.3.2. Spenification G-3-2 - Barcode Printer B 5
3 Taule C.3.3 Specification C-3-3 - Barcode Scanne & S
4 |Table C.3.4: Spécification C-3-4 - Personal Prinlar £ 5
GRAND TOTAL, [§ |0 ]

[TOTAL: [§ 35,684.00 |

Attachment C - Specification - C-1 - Summary Spec 1ofd
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Table €.2.1: Specification C-2-1 - Server Equipment

Itemn # Bundle P{N Description Warranty
1. Server
755262-B21 Proliant DL360 Gen9 E5-2630v3 Rack({1U)YXeon8C 3 years
11 2.4GHz{20Mb)/1x16GbR2D_2133/P440arFBWC{2Gb/RAID
’ 0M/A10/5/50/6/60)noHDD{8)SFFMoDVD/iLOstdidx1GhEth/EasyRK/1x50
OwFPlati2up’
12 755384-B21 HP DL360 Gen? Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/B5W) 3 years
) Processor Kit
13 Server 726718-B21 HP 8GB (1x8GB) Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years
: Memory Kit
1.4 764632-B21 HP DL360 Gen& SFF DVD-RW 3 years
15 785069-B21 HP 200GB 12G SAS 10K rpm SFF(2.5-inch} SC 3yr Warranty Hard 3 years
) Drive
1.6 720478-B21 HP 500W Flex Slot Platinum Hot Plug Power Supply Kit 3 years
1.7 Backup B7BG9A HP RDX1000 USB3.0 External Disk Backup System 3 years
1.8 Subsystemn  |Q2044A HP RDX 1TB Removable Disk Cartridge 3 years
2. Server Support
2.1 Monitor FAMOTAA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years
2.2 UPS SMX1500RMIZU APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years
2.3 |Server Console| 638214-B21 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year

3. Networking and Communications

3.1 Netwarking [J9782A HP 2530-24 Switch Lifetime Limited
3.2 N/A UTP Category 5 Patch Cord 2 m.
33 Grbies N/A UTP Category 5 Patch Cord 1 m.
4. Software
4.1 Microsaft  |2EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic
4.2 Software 228-10817 S5QLServerStandardEdition 2016 Sngl OLF 1License NolLevel




m

1 Joxd)

8

)
GRAND TOTAL:I $ 14,248.00 |

Obtained via FOIA by Judicial Watch Inc.
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Table C.3.1: Specification C-3-1 - All-in-one Workstation Equipment and Software

Iem % Bundie Description Warranty ty Price Total

HP ProOne 600 Al-m-One 21,5%(1920x 1080)WLED IFS Core 15-
45908 4GB DDR3I-1600 (1x4G8) 50068 HDD 7200 BATA.DVD-/- 2
e Ahincnn: |[IRTA RW webcam, cardreacer, GIgEth,Wi-Fi.usb kbaimse, Win7P1o(B4: i ;
A+ WinBFro(64 bl 33 = Wiy
2 UFs BXESOL APC Back-UPS® 6350 1 yanrs 1
'3 RABOE124 WinSyrCAL 2016 SNGL OLP NL DveCAL ‘
Mirrosol
Bofi 1 | OLP License Ni .
14 oftware 06085 BQALCAL 2016 Sngl OLP 1License Noleved DveCAL §
15 MS Officss  [NIA Microsofll Office 2013 Hame and Business 1
16 Canles A UTP Category S Pateh Card 2m

1
GRAND TOTAL:[ § 1,825.00 |

Table C,3.2: Specification C-3-2 - Barcode Printer

T okal

Lescriplan

e 4 Bundhe YWarranty

S P GeAZn Zetira GGA201 Deskiop Barcude Piter 1 yaar 1 14(b)4)
(ol {13
(2 sunizeasaliiig N/A USE printer cable, 3 meters 1 b
(s Thsrmal Transler Tags, Dimensions: 1.5 x 06" Gap 51 Cormer :
Radius: 0,125" Carner Width: * 625 Core Diameler 1'.'Wnd Face Ouy
1, (S ohdk Labsw Quter Diameler: 4'f Perorations: Nol Labels per Foll: 2,480/ Service 1
Tempemture fom -136°C 10 80 T
14 |Bareads mmh.h‘m Thermal Tra?ﬂar Rmﬂr R.‘hhnn Rménﬁ:durmal Reain/ Color, Blae/ 1

GRAND TOTAL:[§__ 77400

Table €.3.3: Specilication C-3-3 - Barcode Scanner

Item Bundle PN Description Warranty Uty Price Total
| S??OB USH Kit, While with USB Cable and Quick Start Guide (P/Ns if buy b)(4)
B-SR20007R, CBA H01.S0TPAR)

: 208
U:.\xt! eﬂgﬁsm cabie (lemale >male) 5 melers

-

Scanne:

1 i
GRAND TOTAL:|§  210.00 |

Nem # Bundle Ji Description Wittty
| S CEES 1A HP LaserJel Pro P 1102 (A4, 1200dpi, 18ppm, 2Mb. Viray 150, USE) 1 |3 |®)4)
Tz R 12T Yy HP USE Cabie. A6 B, 2 melers T |8
13 2  |rE2e5A HP ::aor.la! CE206A Black Print Carmidge tar HIP LararJot Pro P1102 1 ¥
<A
14 BUA r.u Paper, 600 pages ) i

Attachment C - Specification - C-3 - Workstation 4ofd4
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Cooperative Biological Engagement Program (CBEP)

Pathogen Asset Control System (PACS)
Site Specific Design for

b)3).10 USC 1300

(0)(3).10 USC

SSD}i30c

D01

Revision # 0.1

Prepared by: Black & Veatch

BLACK & VEATCH Page 2 of 13

Building a warld of difference.

85D

0)(3).10
USC 130c

D01 Title
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PACS Site Specific Design for

(0)(3).10 USC 130C

This document contains site specific design information required for the following
site deployment:

b)3)10 USC 1300

Actual for: 2022/03/28
Confirmed by: (Black & Veatch) 2022/03/28
D)3).10 ;
I{J%{C)BOC Director 2022/03/28
Representative 2022/03/28

BLACK &VEATCH Page 3 of 13 SSDPIT0 o1 Title

Building a warld of difference.
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Introduction

This document provides details of Site Specific Design (SSD} for the Pathogen Access Control
System {PACS} a|b)3):10 USC 130c |

Bl Ee o0 SSD and Deployment Guide provide required information for PACS

Referenced Documents

4b)(3)10 ificati
PAC‘Usmsoc Specification

B)(3) 10
BLACK&VEATCH Page 4 of 13 $SDJUSC 130c im Title
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Revision {lssue Date

SCR

Comments

0.1 2017/02/13

N/A

Initial Document

Definitions, Acronyms, Abbreviations

Definition Value
CBEP Cooperative Biological Engagement Program
PACS Pathogen Asset Control System
DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service
IP Internet Protacol
SsSD Site Specific Design
UPS Uninterruptible Power Source
BLACK &VEATCH (b)(3):10

Building a warld of difference.

Page 50f 13 SsD

UsC 130c
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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Physical Conditions

Information shown in following table is collected during Site Survey. This Survey
{observation) may not be full, and cannot be considered as a part of specialized assessment.

Subcontractor shall assure that issues listed in following table are resolved prior to equipment
installation.

# Location Description Possible impact |Required activities Photo
BLACK &VEATCH Page 7 of 13 sSD{OAY) 5o 101 Physical Conditions
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Structured Cabling System and Equipment Placement

Subcontractor shall prepare and coordinate Structured Cabling System and
Equipment placement plans with in-country Black & Veatch representative.

Equipment Placement Plan

b){4)

BLACK & VEATCH Page 8 of 13 S5

Building a world of differenca.

D)(3).10 USC
300 01 Plans
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(0)(4)

BLACK &VEATCH

Building a world of differenca.
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(0)(4)
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(0)(3).10 USC 130C

PACS Implementation at thg
(B)(3):10 USC 130C

On-the-Job Training and Commissioning Report, Junc 11 -13, 2019

Executive Summary

b)(3):10 USC 130
~  B&V has completed PACS implementation at th(l( xa) ¢

kb){SHO UsC 130c he site has been fully commissioned n all aperations of PACS functionality;
- PACS on-the-job training and on-site activities were conducted for uscrs on June 11-13, 2013 under Phase
2-3 implementation activities;
—  PACS existing configuration and customization were checked jointly with the on-site PACS Working Group
(WG
= Phasc | implementation activitics were reviewed; issues and problems discussed and resolved:

(b)(4); (b)(B)

(0)(5)

[

BLACK 8 VEATCH
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[b)(3):10 USC 130c

- PACS users to continue with matenal registration, moving, destruction and subculturing operations:

- PACS uscts to reflect the process of Subculturing Operations and Diagnostic Operations in PACS;

- B&V (o provide access (0 PACS Helpdesk to PACS users;

- B&V (o update Standard Operating Procedure (SOP) (0 include (he Subculturing and Diagnostic operations

Process; :
- B&V 1w cominue support of PACS users o (1%}((}?10 =

BLACK 8 VEATCH
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b)(B)

(0)(5)

BLACK 8 VEATCH

(0)(5)
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PACS Implementation at (hef?® 10 USC 130
B)(3) 10 USC 130¢

On-the-Job Training and Commissioning Report, March 18 — 27, 2019

Executive Sunmary

= PACS 1TW/SW infrastructure was procured and installed at the allocated space at thcj(b)m:10 st |
[P)3) 10 USC 130¢
o | serverand 3 workstations operating in a closed network environment (isolated from the [nternet),
o All approvals for network installation, including specifics at ecrtain laboratorics, were reecived from
the site Icadership.
- PACS 1W/ASW  infrasteucture  was  successiully coul}.gurt:d ab the ﬁg{g):m and  prepared  {or
trainingicommissioning activities;

—  PACS training activitics, including on-the-job training (OJT) session, were conducted for users of the 'F?():{EM ¢

during March 18 27, 2019 {classtoom waining: March 18 22, 2019, QJT. March 25 27, 2019),
—  PACS conliguration and customization were performed jointly with the on-site PACS Working Crroup (W),

(b)(4); (b)(6)

(0)(5)

BLACK 8 VEATCH
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b)(4)

Futire activitiey

— PACS users (o perform vegistration of all existing pathogens in PACS by June 2014,

- and B&V to prepare Standard Operating Procedure (SOP) documentation tor daily aperations:
= B&V to update the Phased Implementation Man;

MQ perform check of PACS interface and provide feedback;

= Phase 2 implementation activitics agreed for July 2019,

2

BLACK 8 VEATCH
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b)(B)

(0)(5)

BLACK 8 VEATCH
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(0)(6)

(0)(3)

2

BLACK 8 VEATCH
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b)(6)

b)(5)

2
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(0)(6)

BLACK 8 VEATCH
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Cooperative Biological Engagement Program (CBEP)

Biological Safety & Security {BS&S)

Pathogen Asset Control System

Implementation Plan

b)3)10 USC 130c

Revision 1.0

March 28, 2022
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b){4); (b)(6)

(0)(5)

Page 2 of 11



PACS Implementation Plan a{?‘):(g):l?nr |.
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b){4)
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PACS Implementation Plan *b)(3)31 0 |

LISC 13000

2.7 Sustainability and Transition PLan
PACS sustainment includes maintenance of twe main companents:

1. ITinfrastructure

a. Hardware Server and network

b. Computer workstations

c. Barcode equipment and peripherals
2. PACS Software Application

Maintenance of PACS will require availability of on-site IT services, refresh/repalr of equipment (if
necessary) and regular procurement {after initially provided package is used) of the following materials:

- Barcode consumables
Cartridges for document printers

- Paper for document printers
Antivirus annua| renewal

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1
to 3 years {depending on type of equipment}, COTS software licenses and supplies sufficient for at least
2 years of system operations.

PACS software license will be provided with no expiration date and for unlimited number of
workstations withirfD)(3).1 |support of current version of PACS application will be provided at least
through 2021,

Black & Veatch will supply(b)(3):1 [Il documentation required for successful maintenance of PACS,

During project implementation CBEP and(D)(3)- |will agree on mutually acceptable date whenfP)(3) 10
fully takes over the maintenance of PACS capability components.

Page 7 of 11
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(b)(3):10

PACS Implementation Plan af)sc 130¢

3 Roles & Responsibilities
Matrix below defines Roles & Responsibilities of the project participants

Task / Responsible Party

URAPI
Leadership

URAPI WG

URAPI IT

CBEP

B&V
B&Y Sub

Preparation & Planning

=

Review & Approve Implementation Plan
Mol between CBEP KEb);(? )10 |

Identify Working Group

Define PACS locations

Identify PACS trainees/users

>

|dentify additional requirements

2| XK %€ | ¢ |

Certification & Attestation

Develop technical assignment for PACS attestation / certification

Conduct tender and identify local licensed company to perform
PACS attestation / certification

Develop detailed schedule and plan for PACS attestation /
certification

Implement PACS attestation / certification plan
Achieve attestation/certification of PACS

»x >

=

Survey, Procurement & Deployment

Conduct Site Survey

Document AS-1S Business Process

Develop Site-Specific Design

Develop HW/SW specification

Conduct HW/SW procurement

Deploy SCS

Deploy COTS HW/SW
Deploy PACS

=

Prepare “As-built”

| X | X | XX | |x|=

-

raining

Define training schedule
Conduct training and user examination

>

Conduct initial customization, data entry and import

Commissioning

Initial customization, start trial use

>

b3

Document TO-BE business-process

>

Fully customize to local requirements

Page 8 of 11
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PACS Implementation Plan at[?](3)31 I

| S
Develop SOPs / Instructions X X X
Start real PACS operations X
Conduct TOP X X X
Support & Maintenance
Provide S&M A

Page 9 of 11
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b){4)
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PACS Implementation Plan af bY3):10

USC 130c

5 Deliverables
List of deliverables for PACS Implementation aj 'EE\)(:}): includes:

e As-built Documentation
s PACS Maintenance Plan
» Standard Operation Procedures {SOPs) for PACS atf{P)(3):1
e PACS User Manuals -
e PACS Training Materials

Page 11 of 11
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U

EQUIPMENT AND MATERIALS SPECIFICATION

The Equipment Vendor shall check the tollowing:

1. Integnty of the ist, and make sure that different preces of eqguipment integrate with each other (especially in case of any replacements}.

2. Determine Part Numbers (P/N) from the description of the tems in case these lems do not have corresponding F/N shown in the list.

3. Specified warranty represents the required minimum, which shall be extended if standard (default) waranty provided by an QEM is longer.

Tahle C.1.1: Specification . Server

| |Tawe C 21 Specificanon C-2-1 - Server Equipmen 1 5 |(b)(4) ]
GRAND TOTAL: T="

Table C.1.2: Specification - Workstation

em & Specification fotal
| |Tavle C.3.1. Specification G-2-1 - Al n-ane Workstalion Equipmeni and Sofiware 3 (D)(4)
2 |Table C.3.2. Spevification G-3-2 - Barcode Printer 3
3 Taule C.3.3 Specification C-3-3 - Barcode Scanne 3
A |Table ©.34: Spécificaton C-3-4 - Personal Prinlar - .
GRAND TOTAL: [P)/4)

TOTAL: [$ 23,141.00 |

Attachment C - Specification - C-1 - Summary Spec 1ofd
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Table €.2.1: Specification C-2-1 - Server Equipment

Itemn # Bundle P{N Description Warranty
1. Server
755262-B21 Proliant DL360 Gen9 E5-2630v3 Rack({1U)YXeon8C 3 years
11 2.4GHz{20Mb)/1x16GbR2D_2133/P440arFBWC{2Gb/RAID
’ 0M/A10/5/50/6/60)noHDD{8)SFFMoDVD/iLOstdidx1GhEth/EasyRK/1x50
OwFPlati2up’
12 755384-B21 HP DL360 Gen? Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/B5W) 3 years
) Processor Kit
13 Server 726718-B21 HP 8GB (1x8GB) Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years
: Memory Kit
1.4 764632-B21 HP DL360 Gen& SFF DVD-RW 3 years
15 785069-B21 HP 200GB 12G SAS 10K rpm SFF(2.5-inch} SC 3yr Warranty Hard 3 years
) Drive
1.6 720478-B21 HP 500W Flex Slot Platinum Hot Plug Power Supply Kit 3 years
1.7 Backup B7BG9A HP RDX1000 USB3.0 External Disk Backup System 3 years
1.8 Subsystemn  |Q2044A HP RDX 1TB Removable Disk Cartridge 3 years
2. Server Support
2.1 Monitor FAMOTAA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years
2.2 UPS SMX1500RMIZU APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years
2.3 |Server Console| 638214-B21 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year

3. Networking and Communications

3.1 Netwarking [J9782A HP 2530-24 Switch Lifetime Limited
3.2 N/A UTP Category 5 Patch Cord 2 m.
33 Grbies N/A UTP Category 5 Patch Cord 1 m.
4. Software
4.1 Microsaft  |2EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic
4.2 Software 228-10817 S5QLServerStandardEdition 2016 Sngl OLF 1License NolLevel
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T T

8

-1
GRAND TOTAL:| $ 14,248.00 |
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Table C.3.1: Specification C-3-1 - All-in-one Workstation Equipment and Software

Total

b)(4)

Item # Bundie Fitd Description Warranty
HP ProQne 600 All-in-0One 21,5 1920x1080WLED IPS.Core (5-
: 45908 AGE DDRI-1600 (1x4G2),500GB HDD 7200 SATA DVD+/-
11 Adin- JTDBTEA 1 1
i R webeam, cardreader, GigEth, Wi-Fi,usb Kba/mse, WinTPio(B4: L
DI+ WiINBEro(Ga-b ] 232 Wiy
T2 UFs BXABIL! APC Back-UPS® 630 2 yaars 1
14 o Win&yrCaL 2016 SNGL OLP NL DveCAL ;
Mirroseh
S0 | OLP 1Lic o
» Software HEBBaaS SALCAL 2016 Sngl OLP 1License Mol ovel DveGAL 5
1.5 MS Offices  |WIA Microsoll Office 2019 Home and Business 1
|6 Cagles bUA LITP Categary 5 Pateh Card 2 m 1

e 4

Bundle

Table C.3.2: Specification C-3-2 < Barcode Printer

Lescuplian

Warranty

11 a 28 b GC4Z0 Zebra GC4201 Deskiop Barcods Pinter 1
- I [T 0SB printer cable, 3 meters 1
i Thermal Transter Tags, Dimensions: 1.5° « 0,57 Gap: 0,125% Corner :
Radius: 0.125% Carner Width: * 625% Coe Diameter 1" Wind: Face Qut/
%'y (A et Lanals Quler Diameler: 4'/ Perforations: No/ Labels per Roll: 2,480/ Service
Tenpart 188°C 10 80 °C
P4 Barastla Ribhan A ThurTal Tra:;:shr Rns;: R'ihhnn. R_lhhnnr -:\l.lntennl. Resin/ Color: Blank/ 1

Table C.1.3: Specilication C-3-3 - Barcode Scanner

Irem #

Bundle

Barcods
Scannar

Pip
1.52208-USHKit

Description
1 32208 LIZR Kil, White with USE Cable and Quick Start Guide (P/Ns if buy
saparately. LS2208-5R20007R, CBA KO1-S0TEAR)

A

WWarranty
1 yeat

waty
1

Price

{0)4)

USH extension cable (temale=>male) | 5 melers

Toral

GRAND TOTAL:| $ 774.00 l

Table €.3.4: Specification C-2-4 - Persenal Printer

1
GRAND TOTAL:[$  210.00 |

llem # Bundle Description Wi ity
[ ™ CE6514A HP LaserJel Pro P1102 (Ad, 1200dpl, 18ppm, 2Mb, ltray 150, USB) 1 |3 [b)4)
12 i CES18A HP USE Cahle. A o B. 2 meters 1 ]
=]
(3 P = CE285A HP ::;anr.}a! QE285A Black Print Carmidge tar HP Lasetat Pro P1102 1 b
T
14 BUA [M Paper, 500 pages

Attachment C - Specification - C-3 - Workstation

V] §
GRAND TOTAL:l 3 233.00 |

4of 4
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Cooperative Biological Engagement Program (CBEP)

Pathogen Asset Control System (PACS)
Site Specific Design for

(0)(3).10 USC 130C

D)3).10
SSDsc 130c

P01

Revision # 0.1

Prepared by: Black & Veatch

BLACK & VEATCH Page 2 of 13 S5D

Building a warld of difference.

)(3).10
Usc

001 Title
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PACS Site Specific Design for

DIE)10 USC 1300

This document contains site specific design information required for the following

site deployment:

(0)(3).10 USC 130C

Actual for: 2022/03/28

Confirmed by:

(Black & Veatch)

D)(3710
USC 130c

BLACK & VEATCH

Building a warld of difference.

Page 3 of 13

Director
Representative

S5D

2022/03/28

2022/03/28

2022/03/28

D)G)10
USsC
130c

001 Title
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Introduction

This document provides details of Site Specific Design (SSD} for the Pathogen Access Control

System {PACS) at[)3)10 USC 130c

Deployment Guide provide required information for PACS deployment a

Referenced Documents

PACIPLINY Kpecification

BLACK & VEATCH Page 4 of 13

Building a warld of difference.

D)3).10 USC
130c

S50

DI3)10
USC
130

bD and

001 Title



Revision History
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Revision {lssue Date

SCR

Comments

0.1 2017/02/13

N/A

Initial Document

Definitions, Acronyms, Abbreviations

Definition Value
CBEP Cooperative Biological Engagement Program
PACS Pathogen Asset Control System
DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service
IP Internet Protacol
SsSD Site Specific Design
UPS Uninterruptible Power Source
BLACK &VEATCH

Building a warld of difference.

Page 50f 13
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(b)(4)

BLACK & VEATCH

Building a world of differenca.
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Physical Conditions

Information shown in following table is collected during Site Survey. This Survey
{observation) may not be full, and cannot be considered as a part of specialized assessment.

Subcontractor shall assure that issues listed in following table are resolved prior to equipment
installation.

# Location Description Possible impact |Required activities Photo
BLALKEVEICH Page 7 of 13 sspfp” " |po1 Physical Conditi
Biilding »world of differnce: age / O -?|c;{“ ysical Lon itions
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Structured Cabling System and Equipment Placement

Subcontractor shall prepare and coordinate Structured Cabling System and
Equipment placement plans with in-country Black & Veatch representative.

Equipment Placement Plan

(b)(4)

BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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(0)(4)

BLACK & VEATCH

Building a world of differenca.
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HDTRAI-08-D-0007

000907
?HEL. : 'U'i'::
Scetion B - Supplics or Scrvices and Prices
ITEMNO  SUPPLIES/SCRVICES QUANTITY UNIT UNIT PRICE AMOUNT
0001 ] Each b)4)
Labor
CPFF
EIDSS/PACS Implementation Support IAW SOW daled 27 May 16 v 9.9
FORB: Destinalion
PURCIIASE REQUEST NUMBER: TIDTRAT1620313
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST | FEE 66511
ACRN AA b)4)
CIN: HDTRA 16203130001
ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000101 80.00
Funding for CLIN 0001
CPFF
Lxpansion work (Mod 01) 'Y 17 tunds good through 30 Sep 19,
ESTIMATLED COST S0.00
FIXLED FGE 50.00
TOTAL EST COST + FEE i
ACRN AB (b)(4)
CIN: HDXYTRAT16203 130005
ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000102 S0.00
Funding for CLIN 00Q]
CPFF
Expansion work (Mod 01) FY I8 (unds good through 30 Sep 20.
ESTIMATED COST S0.00
FIXED FEC 50.00
e s $0.00
TOTAL EST COST + FEE

ACRN AC
CIN: HDTRA 16203130011

b)(4)
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HDTRATI-08-D-0007

000907
Page 3 of 22
ITEM NOQ  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMQOQUNT
000103 S0.00
Funding for CLIN 0001
CPFF
FY 19 funds good through 30 Sep 21.
ESTIMATED COST S0.00
FIXED FEE 50.00
TOTAL EST COST + FEE A
ACRN AD b)(4)
CIN: HDTRA 9315350001
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0002 1 Each b)(4)
Travel
COST
FOR: Destination
R799
ESTIMATLED COST
ACRN AA
CIN: HDTRA16203130002
ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

000201

Fusding for CLIN 0002
COST

Expansion work (Mod 01) FY 17 funds good through 30 Sep 19.

ACRN AB
CIN: HDTRA 16203130006

ESTIMATED COST

80.00

(0)(4)
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ITEMNO  SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE AMOUNT
022 50.00

Funding for CLIN 0002

COST

FY 19 funds good through 30 Sep 21,

ESTIMATED COST (b)(4)

ACRN AD

CIN: HDTRA19315350002
ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
(000203 S0.00

Funding for CLIN 0002

COST

FY 18 funds good through 30 Sep 20,

‘ . ESTIMATLED COST B

ACRN AC

C'IN: HDTRA 16203130009
ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0003 ] Each b)(4)

Equipment & Materials

CPFF

FOB; Destination

R799

ESTIMATED COST
Fl2xED FEE
TOTAL EST COST | FER ki
ACRN AA (b)(4)

CIN: HDTRA 16203130003
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ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
(00301 SO0
Funding for CLIN 0003
CPFF
Expansion work (Mod 01) FY 17 funds good through 30 Sep 19,
ESTIMATED COST S0.00
FIXED FEE S0.00
S s 50.00
TOTAL EST COST + FEE D)
ACRN AB
CIN: HDTRA16203 130007
[TEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000302 50.00
Funding for CLIN 0003
C'PET
Lxpansion work (Mod 01) FY 18 funds good through 30 Sep 20.
LS TIMATLD COST 30,00
[IXLED FEE S0.00
TOTAL GST COST + FEE ki
ACRN AC |(b)(4)
CIN: HDTRA16203130010
ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000303 $0.00
Funding for CLIN 0003
CPFF
FY 19 funds good through 30 Sep 21.
ESTIMATED COST S0.00
FIXED FEE 80.00
TOTAL EST COST + FEE P

ACRN AD
CIN: HDTRA 19315350003

(0)(4)
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ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0004 | Each (b)(4)
Other Direet Costs (ODCy)
CPFF
FORB: Destination
R794
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE $3,701,532.05
ACRN AA b)4)
CIN: HIXTRA16203 130004
[TEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000401 50.00
Funding for CLIN 0004
C'PET
Lxpansion work (Mod 01) FY 17 funds good through 30 Sep 19,
LS TIMATLD COST S0.00)
FIXLED FEE S0.00
TOTAL GST COST + FEE el
ACRN AB b)4)
CIN: HDTRA16203 1300060
ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000402 $0.00
Funding for CLIN 0004
CPFF
FY 19 funds good through 30 Sep 21.
ESTIMATED COST S0.00
FIXED FEE 80.00
TOTAL EST COST + FEE A

ACRN AD
CIN: HDTRA 19315350004

b)(4)
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ITEM NO
(0403

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE

Funding for CLIN 0004
CPFF
FY 18 funds good through 30 Sep 28,

ESTIMATED COST
FIXED FEE

TOTAL EST COST + FEE
ACRN AC
CIN: HDTRA16203130012

AMOUNT
S5U.00

$0.00
$0.00

$0.00

b)(4)
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Section E - [nspection and Acceplance
INSPECTION AND ACCEPTANCE TERMS
Supplies/services will be inspected/accepted at:
CLIN  INSPLCT AT INSPECT BY ACCLEPT AT ACCEPT BY
0001 N/A N/A N/A Government
000101 N/A N/A N/A N/A
000102 N/A N/A N/A N/A
000103 N/A N/A N/A N/A
0002 N/A N/A N/A CGrovernment
000201 N/A N/A N/A NiA
000202 N/A N/A N/A N/A
000203 N/A N/A N/A N/A
0003 N/A N/A N/A CGrovernment
000301 N/A N/A N/A N/iA
000302 N/A NA N/A N/A
000303 N/A N/A N/A N/A
0004 N/A NAA N/A Government
000401 N/A N/A N/A N/A
000402 N/A N/A N/A N/A

000403 N/A N/A N/A N/A



Scetion F - Deliverices or Performance

DELIVERY INFORMATION

CLIN  DELIVERY DATE

0001 POP 26-JUL-2016 TO
30-8EP-2019

000101 N/A
0onin2 N/A
00103 N/A

0002 POP 26-JUL-2016 TO
30-SEP-2019

000201 N/A
000202 N/A
000203 N/A

0003 POP 26-JUL-2016 TO
30-8EP-2019

(00301 N/A
000302 N/A

000303 N/A

Obtained via FOIA by Judicial Watch Inc.

QUANTITY

N/A

N/A
N/A
N/A

N/A

N/A
N/A
N/A

N/A

N/A
N/A

N/A

HDTRAT1-08-12-0007

000907
Page 9 of 22
SITIP TO ADDRESS DODAAC /
CAGE
DEFENSE THREAT REDUCTION HDTRAI
AGENCY/PI-CTB
(b)(6)
8725 JOHN T KINGMAN RD @l
FT BELVOIR VA 22060-6201
b)(8)
IF'OB: Destination
N/A N/A
NiA NiA
N/A N/A
DEFENSE TIIREAT REDUCTION IIDTRAI
AGENCY/PI-CTB
[b)®) | =
8725 JOHN J. KINGMAN RD
FT BELVOIR VA 22060-6201
(b)(6) |
I'OB: Destination
N/A N/A
N/A N/A
N/A N/A
DEFENSE THREAT REDUCTION HDTRAI
AGENCY/PI-CTB
(b)(6) |
| 5 AN RD
FT BELVOIR VA 22060-6201
[(b)(6)
IFOB: Destination
N/A N/A
N/A N/A
N/A N/A



0004

000401
000402

000403

POP 26-JUL-2016 TO
3)-5EP-201Y

N/A
N/A

IN/A

Obtained via FOIA by Judicial Watch Inc.
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N/A DEFENSE TIHIREAT REDUCTION IIDTRAI
AGENCY/PI-C LB

(B)66)

725 JOHN J. KINGMAN RD [¢
LET BELVOIR VA 22060-6201
[O®)

FUB: Liestination

N/A N/A N/A

N/ A N/A N/A
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ACCOUNTING AND APPROPRIATION DATA

AMOUNT D))

AMOUNT(R)E)

A MOUNT {b)(4)

AA 044315 007 0134 000 N 20162018 D 34HQ 0Y0I1SI5BR_KD_BP_OT 1618 _0134_34HQ PRICT DTRA 25
\B: 044315007 0134 000 N 20172019 D 3410 0901515BR KD BP2 OT 1710 0134 34HQ PRICT DTRA 257

A (44315097 0134 000 N 20182020 D 341G 09015 15BR KD BP OT 18 1820 0134 3411 PRICT DTRA 257
AMOUNT|R)4)

N 044315 097 0134 000 N 20192021 2 3400 0901513BR_KD_BP_TB_19 1921_0134_3400_PRICT DTRA 257

N AN C LSS LLN 1M AMOLINT
AA 0601 [HDTRA16263130001 b)(4)
6002 HOTRAT6203130002
0003 HDTRA 16263130003
0004 HNTRA 16203130004
AB 000101 HDTRAT6203130005
060201 HDTRA16203130006
000301 HDTRAI6203130007
pO0401 HDTRAT62031300060
AC 000102 HDTRA16203130011
600203 HITRA162031300069
H00302 HOTRAT6263130010
060403 [IDTRAI6263130012
AD 600103 HITRAT9315350001
000202 HDTRA 19315350002
000303 [IDTRA 19315350003
(402 HODTRAT931 5350004
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Scction I1 - Special Contract Requirenicnls
ADDITIONAL PAYMENT INSTRUCTION

The paynment office shall not make payment using ACRN AA for any mvoices submitted for work perlformed aller
Seplember 30, 2018.
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Scction I - Contract Clauscs

CLAUSES INCORPORATED BY REFERENCE

52.217-9 Option To Extend The Term Of The Contract MAR 2000

52.228-3 Worker's Compensation Insurance (Defense Base Act) JUL 2014

52.232-22 Limitation Of Funds APR 1984

252.201-7000 Contracting Officer's Representative DEC 1991

252.225-7043 Antiterrorism/Force Protection Policy for Defense JUN 2015
Contractors Outside the United States

252.232-7003 Electronic Submission of Payment Requests and Receiving DEC 2018
Reports

CLAUSLES INCORPORATED BY FULL TEXT

52.244-2  SUBCONTRACTS (OCT 2010)
{a) Delinitions. As used in this clause--

Approved purchasing sysicm means a Contractor's purchasing system that has been reviewed and approved in
accordance with Part 44 of the Federal Acquisition Regulation (FARY.

Consenl Lo subcontract means the Contracling Oflicer's writlen consent lor the Contractlor (o eniet into a particular
subcontract.

Subcontract means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to furnish supplies
or services for performance of the prime contract or a subcontract. It includes, but is not limited to., purchase orders,
and changes and modifications to purchase orders.

(b)Y When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced
contract actions (including unpriced modifications or unpriced delivery orders), and only if required in accordance

with paragraph (¢) or {d) of this clause.

(¢) If the Contractor does not have an approved purchasing system, consent to subcontract is required for any
subcontract that—

(1) Is of the cost-reimbursement, time-and-materials, or labor-howr type; or

(2) Is fixed-price and exceeds—

(1) For a contract awarded by the Department ol Defense, the Coast Guard, or the National Acronautics and Space
Administration, the greater of the simplilied acquisition threshold or 5 percent of the total estimated cost ol the

contracl; or

(i1} For a contract awarded by a civilian agency other than the Coast Guard and the National Acronautics and Space
Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of the contract.

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting
Officer’s written consent before placing the following subcontracts:

None
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(e)(1} The Contractor shall notily the Coniracting Oflicer reasonably in advance ol placing any subcontract or
maodilication thereol for which consenl is required under paragraph (b), (), or {d} of this clausc, including the
following information:
(i} A description of the supplies or services to be subcontracted.
(ii} Identification of the type of subcontract to be used.
(ii1) Identification of the proposed subcontractor,

(iv) The proposed subcontract price.

(v} The subcontractor’s current, complete, and accurate certified cost or pricing data and Certificate of Current Cost
or Pricing Data, if required by other contract provisions.

{(vi) The subcontractor’s Disclosure Statement or Certificate relating to Cost Accounting Standards when such data
arc required by other provisions of this contract.

(vii}) A negotiation memorandum reflecting—

(A) The principal elements of the subcontract price negoliations;

(B) The most significant consideralions controlling cstablishment of initial or revised prices;

(C) The reason certilied cost or pricing data were or were nol required;

{D) The extent. if any, to which the Contractor did not rely on the subcontractor’s certified cost or pricing data in
determining

the price objective and in negotiating the final price;

(E} The extent to which it was recognized in the negotiation that the subcontractor’s certified cost or pricing data
were not accurate, complete, or current; the action taken by the Contractor and the subcontractor; and the effect of
any such defective data on the total price negotiated:;

(F} The reasons for any significant difference between the Contractor’s price ohjective and the price negotiated: and
(G) A complete explanation of the incentive fee or profit plan when incentives are used. The explanation shall
identify cach critical performance element, management decisions used to quantify cach incentive element, reasons

for the incentives, and a summary of all trade-off possibilitics considered.

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for
which consent is not required under paragraph (), (d), or {¢) of this clausc,

() Unless the consent or approval specifically provides otherwise, neither consent by (the Contracting Officer 1o any
subcontract nor approval ol the Contraclot’s purchasing system shall constitute a determination

(1) Of the acceptlability of any subcontract terms or condilions:

(2) Of the allowability of any cost under this contract; or

(3) To relieve the Contractor of any responsibility for performing this contract.

() No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a-

percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee
limitations in FAR 15.404-4(c)(4)(i}.
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(h) The Contractor shall give the Contracting Olhicer immediale wrilien notice ol any action ot sutl tiled and prompt
notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion of the
Contractor, may result in litigation related in any way to this contract, with respect to which the Contractor may be
entitled to reimbursement from the Government.

(1) The Government reserves the right to review the Contractor’s purchasing svstem as set forth in FAR Subpart
44.3,

(j) Paragraphs {¢) and (e) of this clause do not apply to the following subcontracts, which were evaluated during
negotiations:

(End of clausc)

252.201-9001  CONTRACTING OTFFICE POINT OF CONTACT (POC) (Dee 2007)

The POC in the Procuring Ganizactine Officg for this contract action iofP® | Contract Specialist, DTRA-
AL/ACC, telephone numbe(”© ermail addrcss‘{b)(ﬁ)

252.203-9000 Prohibition on the Use of Senior Mentors (JUNE 2010)

(a) The use of senior mentors by the Defense Threat Reduction Agency (DTRA) enhances the readiness of the
Agency across a wide range of strategic, operational, joint, functional, technical, management and development
mission areas, The relevant prior service, joint force experience, and unique expertise of these senior consultants
provide senior leadership with valuable insights and contribute to the continuous improvement of the Agencies'
operations.

(b) For the purposes of this clause, Senior Mentor is defined as a retired flag, general or other military officers {O-6)
or retired senior civilian official (Senior Executive Serviee (SES), Senior Level (SL), Scientific and Professional
(ST)) who provides expert experience-based mentoring, teaching, training, advice, and recommendations to senior
military officers, staffs and students as they participate in war games, warfighting courses, operational planning,
operational exereises, and decision-making exercises.

(¢) In accordance with Seerctary of Defense Memorandum entitled “Policy on Senior Mentors™ dated April 1, 2010
DTRA will hire all senior mentors as highly qualilied experts (HQE) under 5 U.S.C. 9903. This policy balances the
need lor DTRA 1o sceure the specialized knowledge required [or these operational exereises with the need to hire
such experts mp a mapass (hat progwdes giElic trust and conlidence.

(d) The Contractor shall net include the use of senior mentors in bids or proposals lor services/supplies oflfered
DTRA.

(e) The Contractor shall include the substance of this clause in all subcontracts.

(End of Clause)
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252.204-0004 LINE ITEM SPECIFIC: BY FISCAL YEAR. (SEP 2009}

The payment office shall make payment using the oldest fiscal year appropriations first, exhausting all funds in the
previous fiscal year before disbursing from the next fiscal year. [n the event there is more than one ACRN
associated with the same fiscal year, the payment amount shall be disbursed from cach ACRN within a fiscal year in
the same proportion as the amount of funding obligated for each ACRN within the fiscal year,

(End of clause)

252.209-9003  NON-GOVERNMENT SUPPORT PERSONNLL (APR 2011)

Scleet DTRA-cmployed support contractors may have aceess to contractor information, technical data or computer
software that may be marked as proprictary or otherwise marked with restrictive legends. Each DTRA support
contractor performs under a contract that contains organizational conflict of interest provisions and/or includes
contractual requircments for nondisclosure of proprictary contractor information or data/seltware marked with
restrictive legends. These contractors require access while providing DTRA such support as advisory and assistance
services, contract specialist support, and support of the Defense Threat Reduction Inlormation Analysis Center
(DTRIACY. The contractor, by submilting a proposal ot enlering into thig contract, is deemed to have consented o
the disclosure of its information (0 DTRA s suppott contractors.

The following are, at present, the prime contractors anticipated to access such documentation: Booz Allen Hamilton
and All Native Managed Services. This list is not all inclusive (e.g.. subcontractors) and is subject to change.

252.215-9004  KEY PERSONNEL (AUG 2012)

The personnel listed below are considered essential to the work being performed hereunder. Prior to removing,
replacing. or diverting any of the specified individuals. the Contractor shall notify the Contracting Officer
reasonably in advance and shall submit justification (including proposed substitutions) in sufficient detail to permit
evaluation of the impacet on this Contract, No devidtion shall be made by the Contractor without the prior written
consent of the Contracting Officer; provided, that the Contracting Officer authorizes in writing the change, such
authorization shall constitute the consent of the Contracting Officer required by this paragraph. The personnel listed
helow may, with the consent of the contracting parties, be amended from time to time doring the course of the
Contract to ¢ither add or delete personnel as appropriate.

[To be determined by the Government on review of Technical/Managenient Proposals)

(0)(6)
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252.216-9005 PROFIT OR FEE ON TRAVEL COSTS (JUL 2008)
Travel shall not be a profit or fee bearing cost element.

(End of clause)

252.232-9012 - Inveicing, Receipt, Acceptance, and Property Transfer (iRAPT) formally
(WAWF) — RECEIPT AND ACCEPTANCE (RA) INSTRUCTIONS (OCT 2015)

(a) As prescribed in DFARS clause 252.232-7003 Electronic Submission of Payment Requests
(Jun 2012), Contractors must submit payment requests in electronic form. Paper copies will no
longer be accepted or processed for payment unless the conditions of DFARS clause 252.232-
7003(c) apply. To facilitate this electronic submission, the Defense Threat Reduction Agency
(DTRA) has implemented the DoD sanctioned Invoicing, Receipt, Acceptance, and Property
Transfer (1IRAPT) for contractors to submit electronic payment requests and receiving reports.
The contractor shall submit electronic payment requests and receiving reports via (iIRAPT).
Vendors shall scnd an cmail notification to the Contracting Officer Representative (COR),
Program/Project Manager or other government acceptance official identificd in the
contract by clicking on the Send Additional Email Notifications link upon every submission
of an invoicc/cost voucher in iRAPT. To access (IRAPT), go to https:/wawf.cb.mil.

For questions, contact the DTRA iRAPT Team at dtra.belvoir.J4-8C mbx.dtra-wawf-
helpiemail.mil,

(b) Definitions:

Acceptor: Contracting Officer’s Representative, Program/Project Manager, or other
government acceptance official as identified in the contract/order.

Pay Official: Defense Finance and Accounting Service (DFAS) payment office identified in the
contract/order.

SHIP To/Service Acceptor DoDAAC: Acceptor DoDAAC or DCMA DoDAAC (as specified
in the contract/order).

DCAA Auditor DoDAAC: Needed when invoicing on cost-reimbursable contracts. (Go to
www . dcaa.mil and click on the appropriate link under Locator to search for your DCAA

DoDAAC.)

>=>>>  For contracts that are administered by the Office of Naval Rescarch (ONR): <<<<<
Enter the ONR DoDAAC in the DCAA Auditor and Service Approver DoDAAC
field in iRAPT.

(¢) 1IRAPT Contractor Input Information:
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The contractor shall use the following information in creating electronic payment requests in

(iRAPT):

Invoice Type in iIRAPT:

[ billing for Cost Type/Reimbursable contracts (including T&M and LH), select “Cost
Voucher”

If billing for Firm-Fixed Price (FFP) Materials Only, select “Combo”

If billing for FFP Materials and Service, select “Combo”

If billing for FFP Services Only, select “2-n-1 (Services Only)”

[f the contract contains both FFP and Cost Type (including T&M and LH) line items,
they must be invoiced separately on appropriate types mentioned above. Upon the written
approval of the Project Manager or Contracting Officer’s Representative, the contractor may
invoice both line items in one type of invoice.

For iRAPT Routing Infermatien, See Table Below:
_—. SF 26 SF 33 ISF 1449 DD 1155
Located in Block/Section
Contract Number 2 |2 2 1
Delivery Order See Individual Order 4 2
CAGE Code T 15a 17a 9
Pay DoDAAC 12 25 18a 15
Inspéction Section E (except SF 1449, See Entitled):
i INSPECTION AND ACCEPTANCE
fiscopnes Section E (except SF 1449, See Entitled):
INSPECTION AND ACCEPTANCE
[ssue Date L 5 3 3
Issue By DoDAAC |5 7 9 6
Admin DoDAAC |6 24 16 7
Ship To / Service
Acceptor DoDAAC |6 24 16 7
Ship to Extension Do Not Fill In
; . |Based on majority of requirement as determined
Services or Supplies i
y monetary value
Do not change “N” (no) to “Y" (yes) unless this
Final Invoice? is the last invoice and the contract is ready for
closeout.

(d) Final Invoices/Vouchers -Final Payment shall be made in accordance with the Federal
Acquisition Regulation (FAR) 52.216-7, entitled “Allowable Cost and Payment.”

Invoices - Invoice 2-n-1 (Services Only) and Invoice and Receiving Report (Combo)

Select the “¥” selection from the “Final Invoice?” drop-down box when submitting the final
invoice for payment for a contract. Upon successtul submission of the final invoice, click on the
Send Additional Email Notifications link to send an additional email notification to the
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Contracting Officer Representative (COR), Program/Project Manager or other government
acceptance official identitied in the contract.

Final Cost Vouchers - Once the final DCAA audit is complcte for cost recimbursable
contracts and authorization from DCAA is received, submit the final cost voucher to
idtra.belvoir.J4-8C.mbx.closeouts@mail.mil |

DO NOT SUBMIT FINAL VOUCHERS (ENDING IN “Z") VIA iRAPT, submit only
to the e-mail listed above.

(¢) WAWF e-Business Suite Training may be accessed online at
https://wawftraining.eb.mil/wbt/. To practice creating documents in iRAPT, visit the practice
site at https://'wawftraining.cb.mil. General DFAS information may be accessed using the DFAS
website at http:/‘'www.dfas.mil/. Payment status information may be accessed vsing the
mylnvoice system at_https://wawf.eb.mil. Your contract number and shipment/invoice number
will be required to check status of your payment.

Note: [For specific invoice related inquiries, email: dtra.belvoir.j4-8c.mbx.vendord
pavi@mail.mil] Vendors shall forward any additional DTRA related iRAPT questions to
dtra.belvoir. J4-8C. mbx.dtra-waw f-helpiémail.mil,

() DCMA Administered Contract exceptions are as follows:

For iRAPT Routing Infermatien, See Table Below:

Deseriptin SF 26 : SF 33 . SF 1449 tDD 1155
Located in Block/Section

Ship To / Service

Acceptor DoDAAC |5 24 l6 6

Final Cost Vouchers - Once the final DCAA audit is complete for cost reimbursable
contracts and authorization from DCAA is reccived, submit the final cost voucher to the
DCMA Office identificd on the contract.

Note2: For specific invoice related inquiries, please contact the DCMA office identified
on the contract. Vendors shall forward any additional DTRA related iRAPT questions to
dira.belvoir.J4-8C.mbx.dtra-wawf-help(@mail. mil

End of ¢lause

252.237-9000 CONTRACT HOLIDAYS (JUN 2010)
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(a) The price/costs in Section B of the contract include (ederal holiday observances; accordingly, the Governiment
will nol be billed for such holidays, cxcepl when services are required by the Govermiment and are actually
performed on the federal holiday.

(bY The following days are contract holidays:

New Year's Day 01 January

Martin Luther King's Birthday Third Monday in January
President’s day Third Monday in February
Memeorial Day Last Monday in May
Independence Day 04 July

Labor Day First Monday in September
Columbus Day Second Monday in October
Veteran’s Day 11 November

Thanksgiving Day Fourth Thursday in November
Christmas Day 25 December

(c) Ifa federal holiday listed above falls on a Saturday or Sunday, the official observance of the holiday will be an
the previous [riday or the following Monday.

{End ol Clausc}

252.237-9001 - Enterprise-wide Coniraclor Manpower Reporting Application (APR 2013)

(a) In accordance with Section 2330a of title 10, United States Code {10 USC 2330a), Contractors shall report ALl
contractor labor hours (including subcontractor labor hours) required for performance of services provided under
this contract via a secure data collection site. The contractor shall completely fill in all required data fields using the

following web address: httpyfwww.eemraamili,

(b) Reporting inputs will be for the labor executed during the period of performance during each Government fiscal
year (FY), which rung October 1 through September 30, While inputs may be reported any time during the 1Y, all
data shall be veported no later than October 31 of cach calendar year, beginning with 2013, Contractors may dircet
questions to the help desk at: httpfwww.cemra.mil,

(End of Clause)

252.247-9000 GOVERNMENT CONTRACTOR TRAVEL (JUL 2007)

The Joint Travel Regulation (JTR), Appendix E, Part I.A.1.b., states invitational travel applies to
individuals acting in a capacity that is related directly to, or in connection with, official DOD
activities; however, this does not include a contractor’s employee traveling in the performance of
the contract. Appendix E, Part .LB.4. RESTRICTIONS, further states invitational travel must
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not be authorized for contractors. Appendix E, Part III states neither the JFTR nor the JTR may
be used as official contractor travel regulations as they apply to uniformed personnel and
Defense Department civilian employees and contain provisions, the use of which is illegal by
contractors. The JTR can be viewed at https://secureapp2.hgda.pentagon.mil/perdiem

Discounts may be obtained for some travel related services (identified below); however,
commercial vendors are under no obligation to extend Government rates for the Government’s
travel and transportation programs to contractors working on behalf of the Federal Government.
Contractors must contact their Contracting Officer Representative (COR) to obtain a
Government Contractor Otficial Travel Letter of Identification, signed by the authorizing
Contracting Officer.

Contract City-Pair Air Passenger Transportation Program and Other Government Fares. Use of
(GSA contract city-pair air passenger fares is governed by GSA’s contracts with the airlines and
by the Defense Transportation Regulation (DOD 4500.9-R), Part I, Chapter 103. Use of other
airfares reserved for Government employees on official business is governed by the airline fare
structure and rules. Government contractors are not eligible to participate in the GSA city-pairs
program for air passenger transportation services as of October 1, 1998,

Rail Service. Commercial passenger rail vendors may voluntarily offer discount rates to
contractors traveling who are on official Government business at the vendor’s discretion.

Lodging Programs. GSA and Services’ lodging programs may voluntarily offer discount rates to
contractors who are on official Government business at the vendor’s discretion.

Car Rental Program. Military Surface Deployment and Distribution Command (SDDC)
negotiates special rate agreements with car rental companies available to all Government
employees and uniformed personnel while traveling on official Government business. Some
commercial car rental companies may voluntarily offer similar discount rates to Government
contractors at the vendor's discretion.
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Scction J - List of Documenlts, Exhibits and Other Attachments

Exhibit/Attachment Table of Contents
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Scction B - Supplics or Services and Prices
ITEM NO  SUPPLIES/SCRVICES QUANTITY UNIT UNIT PRICE AMOUNT
0001 ] Lot (b)4)
Laber - Base
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronice Integrated Disease Surveillance Svstem
(EIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019. The work to be performed under this CLIN is severable.
FOB: Destination
PURCHASE REQUEST NUMBER: HDTRA 1931826
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST +FEE $4,344.628.00
[TEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000101 $0.00
Funding for CLIN 0001
CPryr
BTRP FY19
ESTIMATED COST S0.00
FIXLED FEE S0.00
TOTAL ST COST | FLL 0
ACRN AA

CIN: HDTRAT9318260001
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ITEMNCG  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
D02 1 Lot (D)(4)

Travel - Basce

COST

The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 035
March 2019, The work to be performed under this CLIN is severable.
FOB: Destination
R790

ESTIMATED COST

ITEMNO  SUPPLILS/SERVICLES QUANTITY UNIT UNIT PRICE AMOUNT
000201 50.00
Funding for CLIN 0002

COST

BTRPTY 19

ESTIMATLD COST <0 00

ACRN AA bi(#)

CIN: HDTRA19318260002

ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

NO03 1 Lot b)(4)
Lquipment and Materials - Basc
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 03
March 2019. The work to be performed under this CLIN is severable.
FORB: Destination
R799

ESTIMATED COST

FIXED FEE

TOTAL EST COST + FEE $1.270.129.00
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ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
(00301 50.00
Funding for CLIN 0003
CPFF
BTRP FY19
ESTIMATED COST S0.00
FIXED FEE $0.00
TOTAL EST COST + FEE 3000
ACRN AA e
CIN: HDTRA19318260003
[TEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0004 ] Lot (b)(4)
Other Direct Costs - Base
C'PET
The contractor shall provide support as sct forth in Attachment 001, Statenment of
Work (SOW) ¢ntitled "Clectronic Integrated Discase Surveillance Systern
(LIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019, The waork to be performed under this CLIN is severable.
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST | FEE #1:836,664.00
ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
000401 S0.00
Funding for CLIN 0004
CPFF
BTRP FY19
ESTIMATED COST §0.00
FIXED FEE S0.00
TOTAL EST COST + FEE i
ACRN AA b)(4)

CIN: HDTRA19318260004
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ITEM NO

00035
OPTION

ITEM NO
0006
OPTION

ITEM NO
0007
OPTION

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE

| Lot
Labor - EIDSS |
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (8OW) entitled "Electronic Integrated Dicease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 05
March 2019, The work to be performed under this CLIN is severable.
FOB. Destination

R799
ESTIMATED COST
FIXLD FEL
TOTAL EST COST + FEE
SUPPLILS/SERVICLS QUANTITY UNIT UNIT PRICE

1 Lot
Travel - EIDSS 1
COST
The contractor shall provide support s set forth in Altachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019. The work to be performed under this CLIN is severable.
FOR: Destination

R799
ESTIMATED COST
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
] Lot
Equipment and Materials - EI[ISS |
CPFF

The contractor shall provide support as set torth in Attachment 001, Statement of’
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Assct Control System (PACS) Implementation” dated (05
March 2019, The work to be performed under this CLIN is severable.
FOR: Destination
R799

ESTIMATED COST

[FIXED FCEE

TOTAL EST COST + F'EC

AMOUNT |

b)(4)

$192,761.00

AMQUNT

(0)(4)

AMOUNT

(0)(4)

$03,119.00
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ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT |
0008 | Lot b)(4)
OPTION Other Dircet Closts - EIDSS 1
CPLEE
The contractor shall provide support as set forth in Attachiment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disvase Surveillengg Sysiem
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019, The work o be performied under this CLIN is severable,
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE il
ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0009 1 Lot (b)(4)
OPTION Labor - EIDSS 2
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Llectronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 05
March 2019, The wark to he performed under this CLIN is severable,
FOB: Destination
R79%
ESTIMATED COST
FIXED FEL
TOTAL BST COST + FER SRR
ITEMNO  SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE AMOUNT
0010 l Lot (0)(4)
QPTION Travel - EIDSS 2

COST
The contractor shall provide support as sct forth in Altachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019. The work to be performed under this CLIN is severable.
FFOB: Destination
R799

ESTIMATED COST
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ITEMNO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0011 1 Lot (b)(4)
OPTION Equipment and Matcrials - EIDSS 2
CPFF
The contractor shatl provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 03
March 2019. The work to be performed under this CLIN is severable.
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE .l
ITEM NO  SUPPLIES/SERVICES QUANTITY UMNIT UNIT PRICE AMOUNT
0012 1 Lot b)(4)
OPTION Other Dircet Costs - EIDSS 2
CPTT
The contractor shall provide support as sct forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Discase Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019, The work to be performed under this CLIN 1s severable,
FOB: Destinalion
R790
ESTIMATED COST
FIXED FEE
$184,855.00

TOTAL EST COST | FEE
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ITEM NGO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT I
0013 I Lot b)(4)
OPTION Labor - EIDSS 3
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 035
March 2019. The work to be performed under this CLIN is severable.
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE Frad,Tal00
ITEMNO  SUPPLICS/SERVICES  QUANTITY UNIT UNIT PRICE AMOUNT
0014 1 Lot (b)4)
QFTION Travel - BIDSS 3
COST
The contractor shall provide support as sct forth in Attachment 001, Statement of
Wark (SOW) entitled "Electronic Integraled Disease Surveillance Svstem
(EIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019. The work Lo be perfornied under this CLIN 15 severable.
FOB: Destination
R799
ESTIMATED COST
ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0015 | Lot b)(4)
OPTION Equipment and Materials - EIDSS 3
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019. The work to he performed under this CLIN is severable.
FORB:; Destination
R79%
ESTIMATED COST
FIXED IFGE
$93,119.00 l

TOTAL CSTCOST £ TEE
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[TEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0016 1 Lot b)(4)
QPTION Other Direct Costs - EIDSS 3
C'PET
The contractor shall provide support as set forth in Attachiment 001, Stateiment of
Work (SOW) entitled "Electronie Integrated Discase Surveillance System
(CIDSS) and Pathogen Assct Control System (PACS) Implementation” dated (03
Mareh 2019, The work to be performed under this CLIN 15 severable.
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST | FEE Shaaass.00
ITEMNO  SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
1001 ] Lot (0)(4)
OPTION CPEF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillunce Systen
(EIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 05
March 2019, The work to be performed under this CLIN is severable.
FOB: Destination
R799
ESTIMATED COST
FIXED FEC
TOTAL GST COST | FEE Rt 00
ACRN AB (0)4)
CIN: HDTRA 11383700001
ITEM NO  SUPPLIES/SERVICES QUANTITY UNIT UUNIT PRICE AMOUNT
100101 S0.00
Funding for CLIN 1001
CPFF
ESTIMATED COST S0.00
FIXED FEE 50.00
TOTAL EST COST | FEE 3010
ACRN AB $0.00
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ITEM NO
1002
LXERCISLD
OPTION

ITEM NO
1003
EXERCISED
OPTION

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

1 Lot
Travel - Option Period 1
COST
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 05
March 2019, The work to be performed under this CLIN is severable.
FOB: Destination

R799
ESTIMATLED COST
ACRN AB
CIN: HDTRA1 1383700002
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
| Lot

Equipment and Materials- Option Period 1

CPFF

The contractor shall provide support as set forth in Atachment 001, Statement of
Waork (SOW) entitled "Electronic Integrated Disease Surveillance System
(CIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019. The work to be performed under this CLIN is severable.

FOB: Destination

AMOUNT

b)(4)

AMOUNT

(0)(4)

R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE
ACRN AB

CIN: HDTRAT1383700003

$644.789.00

b)(4)
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ITEM NO
100301

[TEM NO

1004
EXERCISED

OFTI0N

ITEM NO
100401

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
Funding for CLIN 1003
CPFF
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE
ACRN AB
CIN: HDTRA 11383700003
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
] Lot
Other Direct Costs - Option Period 1
CPFF¥

The contractor shall provide support as sct forth in Attachment 001, Statement of

Work (SOW) entitled "Glectronie Integrated Discase Surveillance System

(CIDSS) and Pethogsn Assct Control System (PACS) Implementation” dated 035

March 2019, The work to be performed under this CLIN 15 severable,
FOB: Destination

R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST | FRE
ACRN AB

CIN: HDTRAI11383700004

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
Funding for CLIN 1004
CPFF
LSTIMATLD COST
FIXED FEE
TOTAL EST COST + FEE
ACRN AB

CIN: HDTRAT 1383700004
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AMOUNT
S5U.00
S0.00
$0.00
$0.00
$0.00
AMOUNT
b)(4)

$793 731.00

(0)(4)

AMOUNT
S0.00

80.00
50.00

50.00
50.00
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ITEM NO

2001
OPTION

ITEM NO
2002
OPTION

[TEM NO

2003
OPTION

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE

| Lot
Labor - Option Period 2
CPFF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019, The work to be performed under this CLIN is severable.
FOB. Destination

R799
ESTIMATED COST
FIXLD FEL
TOTAL EST COST + FEE
SUPPLILS/SERVICLS QUANTITY UNIT UNIT PRICE

| Lot
Travel - Option Period 2
COST
The contractor shall provide support s set forth in Altachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Assct Control System (PACS) Implementation™ dated 05
March 2019. The work to be performed under this CLIN is severable.
FORB: Destination

R799
ESTIMATED COST
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
] Lot
Equipment and Materials- Option Period 2
CPFF

The contractor shall provide support as sct forth in Attachiment 001, Statement of
Work (SOW) entitled "Electronic Integrated Discase Surveillance System
(CID&S) and Pathogen Asset Control System (PACS) Implementation” dated 03
March 2019. The work to be performed under this CLIN is severable.
FOB: Destination
R79%

ESTIMATED COST

FIXED FEE

TOTAL EST COST | FEE

AMOUNT

b)(4)

$1,499.117.00

AMOUNT

(0)(4)

AMOUNT

b)(4)

$305.851.00
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ITEM NO

2004
OPTION

ITEM NO

3001
OPTION

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
| Lot

Other Dircet Closts - Option Period 2

CPLlr

The contractor shall provide support ag set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Discase Surveillance Sysiem
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 05
March 2019, The work o be performied under this CLIN is severable,

FOB: Destination

R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
| Lot

Labor - Option Period 3
CPEF
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 03
March 2019, The wark to be performed under this CLIN is severable,
FOB: Destination
R79%

ESTIMATED COST

FIXED FEL

TOTAL BST COST + I'EE

AMOUNT |
4)

b623,5354.00

AMOUNT

(0)(4)

21.499,117.00
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ITEM NO

3002
OPTION

ITEM NO

3003
OPTION

ITEM NO

3004
‘OPTION
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SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE AMOUNT
1 Lol b)(4)
Travel - Option Period 3
COST
The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
(EIDSS) and Pathogen Asset Control System (PACS) Implementation™ dated 035
March 2019. The work to be performed under this CLIN is severable.
FOB: Destination
R790
ESTIMATED COST
SUPPLILES/SERVICLS QUANTITY UNIT UNIT PRICL AMOUNT
1 Lot b)(4)
Lquipment and Materials- Option Period 3
CPIT

The contractor shall provide support as set forth in Attachiment 001, Statement of
Work (SOW) entitled "Electronic Integrated Discase Surveillance System
(CIDSS) and Pathogen Asset Control System (PACS) Implementation” dated 03
March 2019, The work to be performed under this CLIN 15 scverable,

FOB: Destination

R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST | FEE
SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE
] Lot
Other Direct Costs - Option Period 3
CPIT

The contractor shall provide support as set forth in Attachment 001, Statement of
Work (SOW) entitled "Electronic Integrated Disease Surveillance System
{EI1DSS) and Pathogen Asset Control System (PACS) Implementation” dated 03
March 2019, The work to be performed under this CLIN is severable,
FOB: Destination
R799
ESTIMATED COST
FIXED FEE
TOTAL EST COST + FEE

$305,851.00

AMOUNT

b)(4)

$623.334.00




Obtained via FOIA by Judicial Watch Inc.

HDTRA118D0003
HDTRA119F0077P00006
Page 15 of 45

Section E - Inspection and Acceplance

INSPECTION AND ACCEPTANCE TERMS

Supplies/services will be inspected/accepted at:

CLIN  INSPLCT AT INSPLECT BY ACCLCPT AT ACCEPT BY
0001 Destination Government Destination Government
000101 N/A N/A N/A NiA

00n2 Destination Ciovernment Destination Government
000201 N/A N/A N/A NiA

0003 Destination Government Destination Government
000301 N/A N/A N/A N/A

0004 Destination Government Destination Government
000401 N/A N/A N/A N/A

0005 Destination Government Destination Government
0006 Destination Government Destination Government
0007 Destination Government Destination Government
0008 Destination Government Destination Government
0009 Destination Government Destination Government
0010 Destination Government Destination Government
0011 Destination Government Destination Government
0012 Destination Government Destination Government
0013 Destination Government Destination Government
0014 Destination Government Destination Government
0015 Destination Government Destination Government
0016 Destination Government Destination Government
1001 Destination Government Destination Government
100101 N/A N/A N/A NiA

1002 Destination Ciovernment Destination Government
1003 Destination Ciovernment Destination Government
100301 N/A N/A N/A N/A

1004 Destination Ciovernment Destination Government
100401 N/A N/A N/A N/A

2001 Destination Government Destination Government
2002 Destination Government Destination Government
2003 Destination Government Destination Government
2004 Destination Government Destination Government
3001 Destination Government Destination Government
3002 Destination Government Destination Government
3003 Destination Government Destination Government
3004 Destination Government Destination Government

CLAUSES INCORPORATED BY FULL TEXT

252.201-9000 PROJECT MANAGER (SE[* 2013)

The Project Manager for this requirement is:
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(0)(6)

Detense Threat Reduction Agency/P1-CTB
8725 John J. Kingman Rd., MS 6201 @I
Fort Belvoir VA 2 =

Telephone number {0)X6)

e-mail address:{b)©)

WAWEF Acceptor DoDAAC: HAAT22

{End of Clause)

252.201-9001  CONTRACTING QFFICE POINT OF CONTACT (POC) (Dec 2007)

The POC in the Procuring Contracting Office for this contract action i{®)o6) |Cuntrac1ing Officer DTRA/AL

ACC, telephone numberfb)6) | email addressl(b)(ﬁ)
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Scetion F - Deliverices or Performance

DELIVERY INFORMATION

CLIN  DELIVERY DATE QUANTITY

0001 POP 01-AUG-2019 TO N/A
31-JUL-2021

000101 N/A N/A

0002 POP 01-AUG-2019 TO N/A
31-JUL-2021

000201 N/A N/A

0003 POPOL-AUG-2019 TO N/A
31-JUL-2021

000301 N/A N/A

0004  POPOL-AUG-2019 TO N/A
3132028

000401 N/A N/A

HDTRA118D0003
HDTRA119F0077P00006

SITTP TO ADDRESS

DEFENSE THREAT REDUCTION
AGENCY/PL.CTB

[E® |
8725 JOHN J. KINGMAN RD

2060-6201
b)(8)

IFOB: Destination

N/A

DEFENSE THREAT REDUCTION
AGENCY/PI-CTB

[(®)(6) |
8725 JOHN J, KINGMAN RD
FT BELVOIR VA 22060-6201

[b)(6) |
FOB: Deslination

N/A

DEFENSE THREAT REDUCTION

pe |

8725 JOHN J. KINGMAN RD

FT BELVOIR VA 22060-6201
[D)(6) |
FOB: Destination

N r'IIA

DEFENSE THREAT REDUCTION
AGENCY/PI-CTB

B |
ET BELVOIR y‘Aszso-ﬁzRi?l

b)(6)
FOB: Destination

N/A

Page 17 of 45

DODAAC/
CAGE

HDTRAI

N/A

HDTRAI

NiA

[IDTRAI

N/A

HDTRAI

N/A



0005

0006

0007

0008

0on9

0010

0011

0012

0013

0014

0015

0016

1001

100101

1002

12 mihs.

12 mths.

12 mths.

12 mths.

12 mths.

12 miths.

12 mths.

12 mths.

2 mths,

12 mths.

12 miths,

12 mths

AQE

AOE

AQE

AOL

AQL

AOE

AQE

AQE

AOE

AOE

AQE

. AQL

01-AUICG-2022

N/A

D1-AUG-2022
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1 DEFENSE TIIREAT REDUCTION IIDTRAI
AGENCY/PI-C1B

(b)(6)
'mmm

FT BELVOIR VA 22060-6201
|(b)(6)

| FOB: Destination

l (SAME AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

] {(SAME AS PREVIOUS LOCATION) HDTRA!
FOB: Destination

| {SAME AS PREVIOUS LOCATION) HIDTRAL
FOB: Destination

1 (SAMEL AS PREVIOUS LOTATION) HDTRA!
FOB: Destination

| (SAME AS PREVIOUS LOCATION) IIDTRAL
FOB: Destination

1 (SAME AS PREVIOUS LOCATION) I[IDTRAI
FOB: Deslination

1 (SAME AS PREVIOUS LOCATION) HDTRAI
FOR: Destination

1 (SAME AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

] {SAME AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

| {SAME AS PREVIOUS LOCATION) HDTRAL
FOB: Destination

| (SAME AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

1 (SAMET AS PREVIOLIS LOCATION) HDTRA
FOB: Destination

N/A N/A N/A

1 EFENSE TIIREAT REDUCTION IIDTRAI

ANGENCY/PI-CTB
BIG |

725 JOHN J. KINGMAN RD @
FT BELVOIR VA 22060-6201 -
(b)(6)
FOB: Destination




1003

100301

1004

100401

2001

2002

2003

2004

3001

3002

3003

3004

01-AUG-2022

N/A

01-AUG-2022

N/A

12 mths,

12 mths.

12 miths.

12 mths,

12 mths.

12 miths,

12 mths.

12 mths

AQL

AOE

AQE

AOE

AOE

AOL

AQL

.AQL
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1 (SAME AS PREVIOUS LOCATION) IIDTRAI
FOB: Deslination
N/A N/A N/A
1 DEFENSE TITREAT REDUCTION IIDTRAI

AGENCY/PL-CTB
(06
8725 JOHN J. KINGMANRD [~
FT BELVOIR VA 22060-6201
B)6)

FORB: Destination

N/A N/A N/A

1 DETFENSE THREAT REDUCTION HDTRAI
AGENCY/PICTR

0)6)
‘ AN RD

FT BELVGHR VA 22060-6201
|(3)(6)
I FOB: Destination

1 (SAME AS PREVIOUS LOCATION) [IDTRAI
FOB: Destination

1 (SAME AS PREVIOUS LOCATION) HDTRAI
FOR: Destination

1 ISAME AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

| {(SAME AS PREVIOUS LOCATION) HDTRAL
FOB: Destination

| {SAME AS PREVIOUS LOCATION) HDTRAL
FOB: Destination

| (SAMEL AS PREVIOUS LOCATION) HDTRAI
FOB: Destination

1 (SAME AS PREVIOLS LOCATION) HDTRA|
F'OB: Destination
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Scetion G - Contract Admimistration Dala

PGI 204.7108
PGI 204.7108 - For Payment Instruction Sec;

hpssowww acgosdamlidpap/darsipetpar htindcurrent PGLI204 T hund pavinent nsiructions

ACCOUNTING AND APPROPRIATION DATA

AA: 044315 097 0134 000 N 20192021 D 3400 0901515BR KD BP TB 19 1921 0134 3400 PRICT IYTRA 251
AMOUNT:[(b)4)

AB; 044315097 0134 000 N 20212023 D 3400 09015 15BR_KD_BP_TB_21 2123_0134_3400_TPRICT DTRA 251
AMOUNT((b)(4)

ACRN  CLIN/SLIN CIN AMOUNT
AA 000101 HDTRA 19318260001 b)(4)
000201 HDTRA 19318260002
060301 HOTRA 19318260003
Q00401 HDTRATO31 8260004
AB 1061 [IDTRA 1383700001
100101 HITRAT1383700001
1002 HDTRA I 1383700002
1003 [IDTRA 1383700003
100301 HDTRAT 1383700003
1004 HDTRA 383700004
1004010 HDTRAT1383700004

CLAUSLES INCORPORATED BY REFERENCE

52.232-22 Limitation Of I'unds APR 1984
252.201-7000 Contracting Ofticer's Representative DEC 1991
252.204-7006 Billing Instructions OCT 2005

CLAUSES INCORPORATED BY FULL TEXT

252.216-9005 PROFIT OR FEE ON TRAVEL COSTS (JUL 2008)
Travel shall not be a profit or fee bearing cost element.

(End of clause)

252.237-9000 CONTRACT HOLIDAYS (JUN 2010)
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(a) The price/costs in Section B of the contract include (ederal holiday observances; accordingly, the Governiment
will nol be billed for such holidays, cxcepl when services are required by the Govermiment and are actually

petlormed on the (cderal holiday.

(b} The lollowmg days are conlract holidays:

New Year's Day 01 January

Martin Luther King's Birthday Third Monday in January
President’s day Third Moenday in February
Memorial Day Last Monday in May
[ndependence Day 04 July

Labor Day First Monday in September
Columbus Day Second Monday in October
Veteran’s Day L1 November

Thanksgiving Day Fourth Thursday in November
Christmas Day 25 December

(c) Ifa federal holiday listed above falls on a Saturday or Sunday, the official observance of the holiday will be an
the previous [riday or the following Monday.

{End of Clausc)
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Scction I1 - Special Contract Requirenients

o

I2.

1. In accordance with scetion 1334 (b) of the Fiscal Year (FY) 2015 National Defense Authorization Act (NDAA)Y,
the contractor shall not engage in activitics that incur expenditures in the Russian Federation, such as project
management activities, procurement and shipping activities, travel, or direet and indirget cost incurrenees.
Specifically, the contractor shall not:

a. Procure Russian-origin equipment from a Russian vendor located in Russia

b. Procure non-Russian-origin cquipment [rom a Russian vendor located in Russia

¢. Procure Russian-origin cquipment from a third party, non-Russian vendor located in Russia

d. Procure non-Russian-origin equipment from a third party, nen-Russian vendor located in Russia
2. In accordance with scetion 1334 (b) of Y 2015 NDAA, the contractor may:

a. Procure Russian-origin equipment from a Russian vendor located outside of Russia

b. Procure Russian-origin cquipment [rom a third parly. non-Russian vendor localed oulside ol
Russia

(End of Clause)

Hl.
ADDITIONAL PAYMENT INSTRUCTION

The payment office shall not make pavment using ACRN AA for any invoices submitted for work performed after
September 30, 2021,

{End of Clause)}

CLAUSLES INCORPORATED BY FULL TEXT

252.209-9003 NON-GOVERNMENT SUPPORT PERSONNEL (APR 2011)

Sclect DTRA-employed support contractors may have access (o contractor information, technical data or computer
software thal may be marked as proprictary or otherwise marked with restrictive legends. Each DTRA support
contractor performs under a contract that containg organizational conflict ol interest provisions and/or includes
contractual requircments for nendisclosure of proprictary contractor information or data/sellware marked with
restrictive legends. These contractors require access while providing DTRA such support as advisoty and assistance
services, contract specialist support, and support of the Defense Threat Reduction Inlormation Analysis Center
(DTRIAC). The contractor, by submitting a proposal ot entering into this contract, is deemed to have consented to
the disclosure of its information to DTRA’s support contractors.

The following are, at present, the prime contractors anticipated to access such documentation: Booz Allen Hamilton
and All Native Managed Services. This list is not all inclusive (e.g.. subcontractors) and is subject to change.

{End of Clause)
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252.215-9004  KEY PERSONNEL (AUG 2012)

The personnel listed below are considered essential to the work being performed hercunder, Prior (o removing,
replacing, or diverting any of the specilied individuals, the Contractor shall notify the Conwracting Officer
reasonably in advance and shall submit justilication (including proposed substitutions) in sufficient detail Lo permit
evaluation of the impact on this Contract. No deviation shall be made by the Contractor without the prior wrilten
consent of the Contracting Officer; provided. that the Contracting Officer authorizes in writing the change. such
authorization shall constitute the consent of the Contracting Officer required by this paragraph. The personnel listed
below may, with the consent of the contracting parties, be amended from time to time during the course of the
Contract to either add or delete personnel as appropriate.

b)(6)

{Lnd of Clausc)
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Scction I - Contract Clauscs

CLAUSES INCORPORATED BY REFERENCE

52.203-13 Contractor Code of Business Ethics and Conduct OCT 2015

52.204-10 Reporting Executive Compensation and First-Tier OCT 2018
Subcontract Awards

52.232-20 Limitation Of Cost APR 1984

CLAUSES INCORPORATED BY FULL TEXT

52.215-16  FACILITIES CAPITAL COST OF MONLEY {JUN 2003}

(a) Facilities capital cost of money will be an allowable cost under the contemplated contract, if the criteria for
allowability in FAR 31.203-10(h) arc mct. Onc of the allowability criteria requires the prospective Contractor to
proposc facilitics capital cost of moncy in its offer.

{(b) II' the prospective Contraclor does nol proposc this cost, the resulling contract will melude the clause Waiver of
Facilitics Capital Cost of Moncy.

(End of provision)

52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 days
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30
days before the contract expires. The preliminary notice does not commit the Government to an extension,

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(¢) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 60
months.
(End of clausc)

52.228-3  WORKERS' COMPENSATION INSURANCE (DEFENSE BASE ACT) (JUL 2014)

(a) The Contractor shall--

(1) Before commencing performance under this contract, establish provisions (o provide for the payment of
disability compensation and medical benefits (o covered employees and death benelits (o their

eligible survivors, by purchasing workers' compensation insurance or qualilying as a sclf~insurcr under the
Longshore and ITarbor Workers' Compensation Act (33 U.S.C. 932) as extended by the Defense Base Act

(42 U.8.C. 1651, et seq.}), and continue to maintain provisions to provide such Defense Base Act benefits until
contract performance is completed;

(2) Within ten days of an employee's injury or death or from the date the Contractor has knowledge of the injury or
death, submit Form L8-202 (Employee's First Report of [njury or Occupational [llness) to the Department of Labor
in accordance with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 930(a), 20 CFR

702.201 10 702.203);
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(3) Pay all compensation duc lor disability or death within the time [rames required by the Longshore and Iarbor
Workers' Compensation Act (33 ULS.C. 914, 20 CFR 702.231 and 703.232);

(4} Provide lor medical care as required by the Longshore and Iarbor Workers' Compensation Act (33 U.S.C. 907,
20 CFR 702.402 and 702.419Y;

(5) II' controverting the right o compensation, submil Form LS-207 {(Notice of Controversion ol Right to
Compensation} (o the Department of Labor in accordance with the Longshore and Iarbor Workers' Compensation
Act {33 U.S.C. 914(d), 20 CFR 702.251);

(6) Immediately upon making the first payment of compensation in any case, submit Form L8-206 {(Payment Of
Compensation Without Award) to the Department of Labor in accordance with the Longshore and

Harbor Workers' Compensation Act (33 U.8.C. 914{c}, 20 CFR 702.234);

(7) When payments are suspended or when making the final pavment, submit Form LS-208 (Notice of Final
Pavment or Suspension of Compensation Payments) to the Department of Labor in accordance

with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 914(c) and {g), 20 CFR 702.234 and
702.235); and

(%) Adhere to all other provisions of the Longshore and Harbor Workers' Compensation Act as extended by the
Defense Base Act, and Department of Labor regulations at 20 CFR Parts 701 to 704,

(b) For additional information on the Longshore and Harbor Workers' Compensation Act requirements see

b favwaw dol goviowep/dihwe/Isdba hom.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all subcontracts to which
the Defense Base Act applies.

(End ol clausc}

52.244-2 SUBCONTRACTS {OCT 2010)
(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in
accordance with Part 44 of the Federal Acquisition Regulation (FAR).

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into a particular
subcontract.

Subcontract means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to furnish supplics
or services for performance of the prime contract or a subcontract. It includes, but is not limited to, purchase orders,
and changes and modifications to purchase orders.

(b} When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced
contract actions (including unpriced modifications or unpriced delivery orders), and only if required in accordance

with paragraph (¢) or {d) of this clause,

(¢) II' the Contractor does not have an approved purchasing system, consent Lo subcontract is required for any
subcontract that

(1) Is of the cost-reimbursement, time-and-materials, or labor-hour type: or
(2) Is fixed-price and exceeds—
(1) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics and Space

Administration, the greater of the simplified acquisition threshold or 5 percent of the total estimated cost of the
contract; or
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(11} For a contract awarded by a civilian agency other than the Coast Gruard and the National Acronautics and Space
Administration, cither the simplified acquisition threshold or 5 percent of the Lotal estimaled cost of the contract.

(d) Il the Contractor has an approved purchasing system. the Contractor nevertheless shall oblain the Contracting
Officer’s writlen consenl before placing the lollowing subcontracts:

None identified.

(e)( 1}y The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or
modification thereof for which consent is required under paragraph (b). (¢), or (d) of this clause. including the
following information:

(i} A description of the supplies or services to be subcontracted.

(ii} Identification of the type of subcontract to be used.

(i11) Identification of the proposcd subcontractor.

(iv) The proposed subcontract price.

(v} The subcontractor’s current, complete, and accurate certificd cost or pricing data and Certificate of Current Cost
or Pricing Data, if required by other contract provisions.

{vi) The subcontractor’s Disclosure Stalement or Certiflicate relating o Cosl Accounting Standards when such data
are required by other provisions of this contracl.

(vii) A negotiation memeorandum reflecting—

(A) The principal elements of the subcontract price negotiations;

(B) The most significant considerations controlling establishment of initial or revised prices:

() The reason certified cost or pricing data were or were not required;

(D) The extent, if any, to which the Contractor did not rely on the subcontractor’s certified cost or pricing data in
determining

the price objective and in negotiating the final pricc;

(E) The ¢xtent to which it was recognized in the negotiation that the subcontractor’s certificd cost or pricing data
were not decurate, complete, or currgnt; the action taken by the Contractor and the subcontractor; and the effect of
any such defeetive data on the total price negotiated;

(F} The reasons for any signilicant dillerence between the Conltractor’s price objective and the price negotiated; and
(G) A complele explanation of the incentive lee or prolit plan when incentives are used. The explanation shall
identily each critical performance element, management decisions used to quantily each incentive clement, reasons

tor the incentives, and a swmmary ol all trade-oll possibilitics considered.

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for
which consent is not required under paragraph (c), (d), or (e} of this clause.

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to any
subcontract nor approval of the Contractor’s purchasing system shall constitute a determination—
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(1} Of the acceptability of any subcontract terms or condilions:
(2) Of the allowability of any cost under this contract; or
(3) To relicve the Contraclor of any responsibilily lor perlorming this contract.

(g} No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a-
percentage-of-cost basis, and any fee payable under cost-reimbursement tvpe subcontracts shall not exceed the fee
limitations in FAR 15.404-4{cX4)(i}.

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and prompt
notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion of the
Contractor. may result in litigation related in any way to this contract, with respect to which the Contractor may be
entitled to reimbursement from the Government.

(i} The Government reserves the right to review the Contractor’s purchasing system as set forth in FAR Subpart
443,

(j) Paragraphs {c}) and (¢) of this clausc do not apply to the following subcontracts, which were evaluated during
negotiations:

None identified.

(End ol clausc}

252.203-9000 Prohibition on the Use of Senior Mentors {JUNE 2010)

(a) The use of senior mentors by the Defense Threat Reduction Agency {DTRA) enhances the readiness of the
Agency across a wide range of strategic, operational, joint, functional, technical, management and development
mission areas. The relevant prior service, joint force experience, and unique expertise of these senior consultants
provide senior leadership with valuable insights and contribute to the continuous improvement of the Agencies’
operations.

(b) For the purposes of this clause, Senior Mentor is defined as a retired flag, general or other military officers (0-6)
or retired senior civilian official (Senior Executive Service (SES), Senior Level (SL). Scientitic and Professional
(8T)) who provides expert expericnee-based mentoring, teaching, training, advice, and recommendations to senior
military officers, stuffs and students as they participate in war games, warfighting courses, operational planning,
operational exercises, and decision-making cxercises.

(¢) Inaccordance with Scerctary of Defense Memorandum entitled “Policy on Senior Mentors™ dated April 1, 2010,
DTRA will hire all senior mentors as highly qualified experts (HQE) under 5 U.S.C. 9903. This policy balances the
need for DTRA 1o secure the specialized knowledge required [or these operational excrcises with the need to hire
such experts in a manner that promoetes public trust and conlidence.

(d) The Contractor shall net include the use of senior mentors in bids or proposals lor services/supplies ollered (o
DTRA.

(e) The Contractor shall include the substance of this clause in all subcontracts.

(End of Clause)
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252.204-7008 COMPLIANCE WITII SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS
(OCT 2016}

{a) Delinitions. As used in this provision--

Controlled technical information, covered contractor information system. covered defense information, cyber
incident, information system, and technical information are defined in clause 252.204-7012, Safeguarding Covered
Detense Information and Cvber Incident Reperting.

(b) The security requirements required by contract clause 252.204-7012 shall be implemented for all covered
defense information on all covered contractor information systems that support the performance of this contract,

(c) For covered contractor information systems that are not part of an information technology service or system
operated on behalf of the Government (see 252.204-7012(b)(2)}--

(1) By submission of this offer, the Offcror represents that it will implement the security requirements specificd by
National Institute of Standards and Technology (NIST) Speeial Publication (SP) 800-171, ™ Protecting Controlled
Unclassificd Information in Nonfederal Information Systems and Organizations” {sce

hitpfdx . dolorg 1TOO028NIST SP.8O0-171) that are in ¢ffeet at the time the solicitation s issucd or as authorized by
the contracting officer noet later than December 31, 2017,

(2)(1) II' the Offeror proposcs to vary [rom any of the securily requircments specilied by NIST SP 800-171 thal arc in
ellect at the time the solicitation is issued or as autherized by the Contracling Ofticer, the Ofleror shall

submit to the Contracting Ollicer, lor consideration by the DoD Chicl Information QOlticer {CIO), a wrillen
explanation of—

(A) Why a particular security requirement is not applicable; or

(B) How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a
particular requirement and achieve equivalent protection.

(ii} An authorized representative of the DoI} CIO will adjudicate offeror requests to vary from NIST SP 800-171
requirements in writing prior to contract award. Any accepted variance from NIST SP 800-171 shall be incorporated

into the resulting contract.

(End of provision)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (OCT 2016)

(a) Definitions. As used in this clause--

Adequate security means protective measures that are commensurate with the consequences and probability of loss,
misuse, or unauthorized access to, or modification of information.

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object,
or the copying of information to unauthorized media may have occurred.
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Contractor aliributional/proprictary information means mformation that identifies the contraclor(s). whether dircctly
or indirectly. by the grouping ol information thal can be raced back (o the contractor(s) (¢.g., program description,
facility locations}. personally identiliable information. as well as trade secrels, commercial or financial inlormation,
or other commercially sensitive mformation that 15 not cuslomarily shared outside ol the

company.

Controlled technical information means technical information with military or space application that is subject to
controls on the access, use, reproduction, modification, performance, display, release. disclosure, or dissemination.
Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F
using the criteria set forth in DoD Instruction 3230.24, Distribution Statements on Technical

Documents. The term dees not include information that is lawfully publicly available without restrictions.

Covered contractor information system means an unclassified information system that is owned, or operated by or
for, a contractor and that processes, stores, or transmits covered defense information.

Covered defense information means unclassitied controlled technical information or other information, as described
in the Controlled Unclassified [nformation {CUI) Registry at htip: Awwwnchives gov. ciifregistryiemtegory-

list. ol that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and
Giovernmentwide policies, and is—

(1) Marked or otherwise wdentified in the conlract. task order, or delivery order and provided o the contractor by or
on behall of DoD in support of the perlormance of the conlract; or

(2) Collected. developed. received. transmitted. used, or stored by or on behall of the contractor in support of the
petlormance of the contract.

Cyber incident means actions taken through the use of computer networks that result in a compromise or an actual or
potentially adverse effect on an information system and/or the information residing therein.

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investigative
purposes in a manner that maintains the integrity of the data.

[nformation system means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.

Malicious software means computer software or firmware intended to perform an unauthorized process that will
have adverse impact on the confidentiality, integrity, or availability of an information system. This definition
includes a virus, worm, Trojan horse, or other code-based entity that infeets a host, as well as spyware and
some forms of adware,

Media means physical deviees or writing surfaces including, but is not limited to, magnetic tapes, optical disks,
magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is
recorded, stored, or printed within a covered contractor information system.

Operationally critical support means supplies or services designated by the Governmenlt as critical Jor airlifl, scalifl.
intermodal (ransportation services, or logistical supporl that is essential o the mobilization, deployment, or
sustamment of the Armed Forees i a conlingency operation,

Rapidly report means within 72 hours of discovery of any cyber incident.
Technical information means technical data or computer software, as those terms are defined in the clause at

DFARS 252.227-7013, Rights in Technical Data--Noncommercial [tems, regardless of whether or not the clause is
incorporated in this solicitation or contract. Examples of technical information include research and engineering
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daia, engincering drawings, and associated lists, specilications, standards, process sheels, manuals, lechnical reports,
technical orders. calalog-ilenm identilications. dala sets, studices and analyses and related mformation, and compuler
sollware cxcculable code and source code.

(b) Adequate sceurity. The Contraclor shall provide adequate sccurity on all covered contractor inlormation systems.
To provide adequale sceurity. the Contractor shall implement. at a munimum, the [ollowing inlormation sceutily
protections:

(1) For covered contractor information systems that are part of an information technology {I1T) service or system
operated on behalf of the Government, the following security requirements apply:

(i} Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010,
Cloud Computing Services, of this contract,

(ii} Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security
requirements specitied elsewhere in this contract,

(2) For covered contractor information systems that arc not part of an [T service or system operated on behalf of the
Government and therefore are not subject to the sceurity requirement specified at paragraph (b) 1) of this clausc, the
following sceurity requirements apply:

(i) Except as provided in paragraph (b)(2)(i1) of this clause, the covered contractor information system shall be
subjeet to the sceurity requirenients in National Institute of Standards and Technology (NIST)

Special Publication (SP) 800-171. ""Prolecting Controlled Unclassified Information in Nonlederal Inlformaltion
Systems and Organizations” {available via the intermet at hitp: dx.dorore/ 106028 NIST.SP.ROU-17 1} in cffect at the
time the solicitation 1s issued or as authorized by the Contracting Officer.

{11 A} The Contractor shall implement NIST SP 800-171, as soon aspractical, but not later than December 31, 2017,
For all contracts awarded prior to Octeber 1, 2017, the Contractor shall notify the DoD Chief Information Officer
{CIO), via email at oad.dibesiuier mail.mil, within 30 days of contract award, of any security requirements

specified by NIST SP 800-171 not implemented at the time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for
consideration by the Do[> CIO. The Contractor need not implement any security requirement adjudicated by an
authorized representative of the Do CIO to be nonapplicable or to have an alternative, but equally effective,
security measure that may be implemented in its place.

(C) If the Do CICY has previously adjudicated the contractor's requests indicating that a requirement is not
applicable or that an alternative sceurity measure is equally effeetive, a copy of that approval shall be provided to
the Contracting Officer when requesting its recognition under this contract,

(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered
defense information in performance of this contract, the Contractor shall require and ensure that the cloud serviee
provider meels securily requitements equivalent to those established by the Government lor the Federal Risk

and Authorization Management Program (FedRAMPY Moderate baseline

(hups/ www ledrimnp.gov resourees/docunients’) and that the cloud service provider complies with requirements in
paragraphs (¢) through (g) of this clause [or cyber incident reporting, malicious sollware, media preservation and
protection, access Lo additional information and equipment necessary [or forensic analysis, and cyber mcident
damage assessment.

(3) Apply other information systems security measures when the Contractor reasonably determines that information
systems security measures, in addition to those identitied in paragraphs (b)(1) and (2)

of this clause, may be required to provide adequate security in a dynamic environment or to accommodate special
circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed
risk or vulnerability. These measures may be addressed in a system security plan,
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(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that allectls a covered contracior inlormation system or the
covered defense inlormation residing therein, or thal alTects the contractor's ability o perlorm the requircrments of
the contract thal arc designated as operationally critical support and identilicd in the contract, the Contractor shall--

{i) Conduct a review for evidence of compromise of covered defense information, including. but not limited to,
identifying compromised computers, servers, specific data. and user accounts. This review shall also include
analyzing covered contractor information system(s} that were part of the cyber incident, as well as other information
systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify
compromised covered defense information, or that affect the Contractor's ability to provide operationally critical
support; and

(ii} Rapidly report cyber incidents to DoD at hitp:dibnet. dod.mil,

(2) Cyber incident report. The cvber incident report shall be treated as information created by or for oD and shall
include, at a minimum, the required clements at hetpzdibnet.dod.mil.

(3} Medium assurance certificate requirement. In order to report eyber incidents in accordance with this elausc, the
Conlractor or subcontractor shall have or acquire a DoD-approved medium assurance cerlificate o report cyber
mncidents. For information on oblaining a DoD-approved medium assurance certilicate, scc

hip: Agsedisaamlipktfcca Pages mdes.aspx,

(d) Malicious sollware. When the Conlractor or subconiractors discover and isolaic malicious soliwarc in
connection with a reportied cyber incident, submil the malicious sollware to DoD Cyber Crime Cenler

(DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious
software to the Contracting Ofticer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor
shall preserve and protect images of all known affected information systems identified in paragraph (¢)(1)(i) of this
clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the ¢cyber incident
report to allow Dol to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by Do), the
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a
forensic analysis.

() Cyber incident damage assessment activitics. If DoD cleets to conduct 4 damage assessment, the Contracting
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance
with paragraph (¢) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprictary information. The Government shall proteet
against the unauthorized use or release ol information oblamed from the contractor (or derived from information
obtained from the contractor) under this clause that mcludes contractor aliributional/propticlary information,
including such information submitled in accordance with paragraph (¢). To the maximum extent

practicable, the Contraclor shall identify and mark attributional/proprictary information. In making an authorized
release of such information, the Government will implement appropriale procedures (o minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include only that
information that is necessary for the authorized purpose(s} for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not
created by or for DoD is authorized to be released outside of DoD--
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(1) To entitics with missions that may be allecied by such inlormation:
(2) To entitics that may be called upon (o assist in the diagnosis, delection, or mitigation ol cybet incidenls;
(3) To Government entities that conduct counterintelligence or law enlorcemcent invesligalions:

(4) For natienal security purposes, including cyber situational awareness and defense purposes (including with
Defense Industrial Base {DIB) participants in the program at 32 CFR part 236); or

(5) To a support services contractor (" "recipient”) that is directly supporting Government activities under a contract
that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported
Cvber Incident Information,

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is
created by or for DoD (including the information submitted pursuant to paragraph {c) of this clause) is authorized to
be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for
any other lawful Government purposc or activity, subject to all applicable statutory, regulatory, and policy bascd
restrictions on the Government's use and release of such information,

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on
the interecption, monitoring, access, use, and disclosure of electronic communications and data.

(1) Other salcguarding or reporting requirements. The safcguarding and cvber incident reporting required by this
clause in no way abrogales the Contraclor’s responsibility for other safcguarding or cyber incident reporting
petlaming Lo its unclassilied inlormation systems as required by other applicable

clauses of this contract, or as a result of other applicable U.S. Governiment statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall--

{ 1) Include this clause, including this paragraph (m). in subcontracts, or similar contractual instruments, for
operationally critical support, or for which subcontract performance will involve covered defense information,
including subcontracts for commercial items, without alteration, except to identify the parties. The

Contractor shall determine if the information required for subcontractor performance retains its identity as covered
defense information and will require protection under this clause, and, if necessary, consult with the Contracting
Officer; and

(2) Require subcontractors to--

(i) Notify the prime Contractor (or next higher-tier subcontractory when submitting a request to vary from a NIST
SP 800-171 sceurity requirement to the Contracting Officer, in accordance with paragraph (b)(2)(11)B) of this
clause; and

(i1} Provide the incident report number, aulomatically assigned by DoD, 1o the prime Contractor (or next higher-tier

subcontractor) as soon as practicable, when reporting a cyber incident 1o DoD as required in paragraph (¢} of this
clause.

(End of clause)
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252.225-7043  ANTITERRORISM/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS
OUTSIDE THE UNITED STATES (JUN 2015)

{a) Delinition. Uniled States, as uscd in this clause, means, the 50 Stales, the Dastrict of Columbia, and oullying
areas.

{b) Except as provided in paragraph {c} of this clause, the Contractor and its subcontractors, if performing or
raveling outside the United States under this contract, shall--

{ 1) Affiliate with the Overseas Security Advisory Council, if the Contractor or subcontractor is a U.S. entity;

(2) Ensure that Contracter and subcontractor personnel who are U.S. nationals and are in-country on a non-transitory
basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel who are third country
nationals comply with any security related requirements of the Embassy of their nationality:

(3) Provide. to Contractor and subcontractor persennel. antiterrorism/force protection awareness information
commensurate with that which the Department of Defense {DoD) provides to its military and civilian personnel and

their families, to the extent such information can be made available prior to travel outside the United States; and

(4) Obtain and comply with the most current antiterrorism/force protection guidance for Contractor and
subcontractor personncl.

(c) The requircments of this clause do not apply to any subcontractor that is--
(1} A foreign govemmeni;

(2) A representative of a foreign government; or

(3} A foreign corporation wholly owned by a foreign government.

(d) Information and guidance pertaining to DoD antiterrorism/force protection can be obtained from|
Contracting Officer to insert applicable information cited in PGI 225.372-1].

(End of clause)

252.225-7048 EXPORT-CONTROLLED ITEMS (JUNL 2013)

(a) Definition. " Export-controlled items." as used in this clause, means items subjeet to the Export Administration
Regulations (CAR) (15 CFR Parts 730-774) or the International Traffic in Arms Regulations (ITAR) (22 CFR Parts
120-130%. The term includes--

(1) "' Defense items,” delined in the Armis Export Control Act, 22 U.8.C. 2778()(4 ) A} as defense arlicles, delense
services, and related technical data, and further delined in the ITAR, 22 CFR Part 120: and

(2) "ltems." delined in the EAR as commodities”, soflware”, and technology,” terms that are also defined in the
EAR, 15 CFR 772.1.

(b} The Contractor shall comply with all applicable laws and regulations regarding export-controlled items,
including, but not limited to, the requirement for contractors to register with the Department of State in accordance
with the [TAR. The Contractor shall consult with the Department of State regarding any questions relating to
compliance with the ITAR and shall consult with the Department of Commerce regarding any questions relating to
compliance with the EAR.
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(¢) The Conlracilor's responsibility (o comply with all applicable laws and regulations regarding cxport-controlled
lems exists mndependent of, and is not established or limited by, the information provided by this clause.

(d) Nothing 1n the terms of this conlract adds, changes. supersedes, or waives any of the requirenients of applicable
Federal laws, Exccutive orders, and regulations, including but not limited to

(1) The Export Administration Act of 1979, as amended (50 U.S.C. App. 2401, et seq.);

(2) The Arms Export Control Act (22 U.S.C. 2751, et seq.);

(3) The International Emergency Economic Powers Act {50 U.5.C. 1701, et seq.);

(4) The Export Administration Regulations (15 CFR Parts 730-774);

(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130%; and

(6) Executive Order 13222, as extended.

(e) The Contractor shall include the substance of this clause, including this paragraph (¢}, in all subcontracts.

(End of clausc)

252.225-7980 CONTRACTOR PERSONNEL PERFORMING IN TIIE UNITED STATES AFRICA COMMAND
AREA OF RESPONSIBILITY(DEVIATION 2016-00008) (JUN 2016)

(a) Definitions. As used in this clause
*“Combatant Commander™ means the Commander of the United States Africa Command (USAFRICOM).
*“Contractors authorized to accompany the Force,” or “CAAF,” means contractor personnel, including all tiers of
subcontractor personnel, who are authorized 1o accompany U.S. Armed Forces in applicable operations and have
been afforded CAAF status through a letter of authorization. CAAY generally include all U.S. citizen and third-
country national employees not normally residing within the operational area whose area of performance is in the
direct vicinity of U.S. Armed Forces and who routinely are collocated with the U.S. Armed Forces (especially in
non-permissive environments). Personnel collocated with U.S. Armed Forces in applicable operations shall be
afforded CAAF status through a letter of authorization, [n some cases, Combatant Commander or subordinate joint
force commanders may designate mission-essential host nation or local national contractor employees (e.g.,
interpreters) as CAAT. CAAF includes contractors previously identified as contractors deploying with the ULS.
Armed Forees. CAAT status docs not apply to contractor personnel in support of applicable operations within the
boundaries and territorics of the United States.

“Designated reception site™ means the designated place for the reception, staging, integration, and onward
movement of contractors deploying to the USATRICOM area of responsibility. The designated reception site
includes assigned joint reception centers and other Service or private reeeption sites,

“Law of war” means thal part ol mternational law that regulates the conduct of armed hostilitics. The law ol war
encompasses the international law related 1o the conduct ol hostilities that is binding on the United States or ity
individual citizens, mcluding treaties and intemational agreements 1o which the United States is a party, and
applicable customary international law,

*Non-CAAF” means personnel in applicable operations who are not designated as CAAF, such as local national
employees and non-local national employees whe are permanent residents in the operational area or third-country
nationals not routinely residing with U.8. Armed Forces (and third-country national expatriates who are permanent
residents in the operational area) who perform support functions away from the close proximity of, and do not reside
with, the U.S. Armed Forces. Government-furnished support to non-CAAF is typically limited to force protection,
emergency medical care, and basic human needs (e.g., bottled water, latrine facilities, security, and food when
necessary) when performing their jobs in the direct vicinity of U.8. Armed Forces. Non-CAAF status does not



Obtained via FOIA by Judicial Watch Inc.

HDTRA118D0003
HDTRA119F0077P00006
Page 35 of 45

apply lo contractor personnel in support ol applicable operations within the boundaries and lerritorics of the Uniied
Slales.

“Subordinatc joint force commander™ means a sub-unilied commander or joint task lorce commander.

“U.S. Alrica Command (USAFRICOM} arca of responsibility.” as used in this clausc, means

(1) The entire continent of Alvica, excluding Egypt;

(2} The Adaniic Ocean cast and south of the line Irom Antarctica at 024°W, north (o 4°N/024°W, wesl Lo 30°W,
then north to 21°N/030°W, then east to the African continent; and

(3) The Indian Ocean west and south of the line from Antarctica at 68°E. north to 01°40°S/068°E, and west to the
African coast at 01°40°S,

(b) General.

(1) This clause applies to all contractor personnel when performing in the USAFRICOM area of responsibility.

(2) Certain requirements in paragraphs {c}3), (e} 1), and ({) must be specified in the statement of work to be
applied to non-CAAF personnel.

(3 Contract performance in the USAFRICOM area of responsibility may require work in dangerous or austere
conditions. Except as otherwise provided in the contract, the Contractor accepts the risks associated with required
contract performance in such operations.

{4} When authorized in accordance with paragraph (j} of this clause to carry arms for personal protection, contractor
personnel are only authorized to use foree for individual self-defense.

(3 Unless immune from host nation jurisdiction by virtue of an international agreement or international law,
inappropriate usc of force by contractor personngl authorized to accompany the U.S. Armed Torces can subject such
persannel to United States or host nation prosceution and civil liability (sce paragraphs {d) and {j)(3) of this clausc).
(6) Scrvice performed by contractor personnel subject to this clause is not active duty or service under 38 ULS.C.
106 note.

(c) Supporl.

(1)(1) The Combatant Commander will devclop a sceurity plan [or proicction of contraclor personnel in localions
where there 18 not sullicient or legitimate civil authority, when the Combalant Commander decides it 1s in the
interests of the Government to provide security because—

(A) The Contractor cannot obrain effective security services;

(B) Effective security services are unavailable at a reasonable cost; or

(C) Threat conditions necessitate security through military means.

(ii} In appropriate cases, the Combatant Commander may provide security through military means, commensurate
with the level of security provided Dol civilians.

(2)(i) Generally, CAAY will be afforded emergency medical and dental care if injured while supporting applicable
operations, Additionally, all non-CAAF who are injured while in the vicinity of U. S. Armed Forces will normally
receive emergency medical and dental care. Emergency medical and dental care includes medical care situations in
which life, limb, or evesight is jeopardized. Examples of emergency medical and dental care include examination
and initial treatment of victims of sexual assault; refills of prescriptions for life-dependent drugs: repair of broken
bones, lacerations, infections; and traumatic injurics to the dentition. Hospitalization will be limited to stabilization
and short-term medieal treatment with an emphasis on return to duty or placement in the paticnt movement system.
(i) When the Government provides medical treatment or transportation of contractor personnel to a selected
civilian facility, the Contractor shall ensure that the Government is reimbursed for any costs associated with such
treatment or transportation.

(iif) Medical or dental care beyond this standard is not authorized.

(3)(1) A Synchronized Predeployment and Operational Tracker (SPOT)-gencrated letler of authorization signed by
the Conltracting Ollicer is required lor certain contractor personnel (o process through a deployment cenler or o
travel o, [ron, or within the USAFRICOM arca of responsibility, The requirement applics (o CAAF and, as
specified in the statement of work, non-CAAF personnel,

(11} The letter of authorization will identily any additional authorizations, privileges. or Governmenlt support that
contractor personnel are entitled to under this contract. USAFRICOM has limited capability to provide
Government-furnished life-support services to contractors in the USAFRICOM area of responsibility. In instances
where Government-furnished life support services are neither available nor authorized in the contract, the SPOT-
generated letter of authorization, signed by the Contracting Officer, shall be annotated with “None™ checked for
Government-furnished life-support services.

(iii) Contractor personnel who are issued a letter of authorization shall carry it with them at all times while
deployed.
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(4) Unless specified elsewhere in this conlract. the Conlraclor 18 responsible for all other support required for its
personnel engaged in the USAFRICOM arca of responsibility under this contract,

(d) Compliance with laws and regulations.

(1) The Contractor shall comply with, and shall ensure that its personnel performing in the USAFRICOM arca of
responsibility are lamiliar with and comply with, all applicable

(1) United Siaics, host country, and third country national laws;

(ii} Provisions of the law of war, as well as any other applicable treaties and international agreements;

(iil) United States regulations, directives, instructions, policies, and procedures; and

{iv) Orders, directives. and instructions issued by the Combatant Commander, including those relating to force
protection, security, health, safety, or relations and interaction with local nationals.

{2) The Contractor shall institute and implement an effective program to prevent violations of the law of war by its
emplovees and subcontractors, including law of war training in accordance with paragraph (e)(1)(vii) of this clause.
(3} The Contractor shall ensure that all contractor personnel are aware—

(i} Of the Dol} definition of “sexual assault™ in Do} 6495.01, Sexual Assault Prevention and Response Program:
(ii} That the offenses addressed by the definition are covered under the Uniform Code of Military Justice (see
paragraph (e)(2){iv) of this clause). Other sexual misconduct may constitute offenses under the Uniform Code of
Military Justice, Federal law, such as the Military Extraterritorial Jurisdiction Act, or host nation laws; and

(i11) That the offenses not covered by the Uniform Code of Military Justice may nevertheless have consequences for
the contractor employces (sce paragraph (h)(1) of this clause).

(4) The Contractor shall report to the appropriate investigative authorities, identified in paragraph {(d)(6) of this
clause, any alleged offenses under—

(i) Thc Uniform Code of Military Justice (chapter 47 of title 10, United States Cade) (applicable to contractors
serving with or accompanying an armed foree in the field during a declarcd war or contingency opcerations); or

(11} The Military Extraterritorial Jurisdiction Act (chapter 212 of title 18, United States Codc).

(5) The Contractor shall provide 1o all contractor personnel who will perlorm work on a contract in the deployed
arca, before beginning such work., mformaltion on the following:

(i} How and where to report an alleged crime described in paragraph {d)(4) of this clause.

(i} Where to seek victim and witness protection and assistance available to contractor personnel in connection with
an alleged offense described in paragraph (d)}(4) of this clause.

(iil) This section does not ¢reate any rights or privileges that are not authorized by law or DoD policy.

(6) The appropriate investigative authorities to which suspected crimes shall be reported include the following—
(iy US Army Criminal Investigation Command at http: ~Awwweeid.armv.milfreportacrinie. himl;

ii} Air Force Office of Special [nvestigations at http: Swww.osiaf.mil;

ii1) Navy Criminal Investigative Service at htip/wwwe neis navy.milPaves publicdefanlt aspy;

iv) Defense Criminal Investigative Service at http/Aavwwe dodip nulCHOTLINE Gndex. html; and

v) To any command of any supported military element or the command of any base.

(7) Personnel seeking whistleblower protection from reprisals for reporting criminal acts shall seek puidance
through the Dol Inspector General hotline at 800-424-9098 or www. dodig il 1 IO TLINE index.btml. Personnel
secking other forms of victim or witness proteetions should contact the nearest military law enforcement office.

(8) The Contractor shall ensure that Contractor employees supporting the ULS. Armed Forees deployed outside the
United States are aware of their rights to—

(i) Hold their own identity or immigration documents, such as passport or driver’s license;

(i1 Receive agreed upon wages on time;

(1il) Take lunch and work-breaks;

(iv) Elect to lerminale cmployment al any time;

(v) Identily grievances without Jear of reprisal;

(vi) Ilave a copy ol their employment contract in a language they understand;

(vil) Reccive wages that are not below the legal in-country minimum wage:

(viii) Be notified of their rights, wages, and prohibited activities prior to signing their employment contract; and
(ix) If housing is provided, live in housing that meets host-country housing and safety standards.

(e) Preliminary personnel requirements.

(1) The Contractor shall ensure that the following requirements are met prior to deploving CAAF and, as specified
in the statement of work. non~-CAAF (specific requirements for each category will be specitied in the statement of
work or elsewhere in the contract):

(i} All required security and background checks are complete and acceptable.

(
(
(
(
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(11} All such personnel deploving in support of an applicable operation

(A) Arcmedically, denlally. and psvchologically lit for deployment and performance of their contracted duties;
(B) Mcet the minimum medical screening requirements, including theater-specilic medical qualifications as
established by the Geegraphic Combatant Commander (as posted to the Geographic Combalant Commander’s
websile or other venue): and

(C) Tave received all required nmnmunizations as specificd in the contract.

(1) During predeployment processing, the Government will provide, at no cost to the Contractor, any military-
specific immunizations and/or medications not available to the general public.

(2) All other immunizations shall be obtained prior to arrival at the deployment center.

(3) All such personnel, as specified in the statement of work, shall bring te the USAFRICOM area of responsibility
a copy of the U.S. Centers for Disease Control and Prevention (CDC) Form 731, International Certificate of
Vaccination or Prophylaxis as approved by the World Health Organization, {also known as "shot record” or "Yellow
Card") that shows vaccinations are current.

(iil) Deploying personnel have all necessary passports, visas, and other documents required to enter and exit the
USAFRICOM area of responsibility and have a Geneva Conventions identification card, or other appropriate Dol
identity credential, from the deployment center.

(iv) Special area, country, and theater clearance is obtained for all personnel deploying. Clearance requirements are
in DoD Directive 4500.54E, Dol Forcign Clearance Program. For this purpose, CAAT arc considered non-DoD
personnel traveling under DoD sponsorship.

(v} All deploying persennel have received personal sceurity training. At a minimum, the training shall—

(A) Cover safety and sceurity issucs facing cmployces overscas;

(B) Identify safety and sceurity contingency planning activities; and

(C) Identify ways to utilize safcty and sceurity personnel and other resources appropriately.

(vD) All personnel have received 1solated personnel training, il specilied in the contract, in accordance with DoDy
Instruction 1300.23, Isolated Personncl Training lor DeD Civilian and Contractors.

(vi1) Personncl have received law ol war training as [ollows:

(A) Basic training is required for all such personnel. The basic training will be provided through—

(1) A military-run training center; or

{2) A web-based source, if specified in the contract or approved by the Contracting Officer.

(B) Advanced training, commensurate with their duties and responsibilities. may be required for some Contractor
personnel as specified in the contract.

(2} The Contractor shall notify all personnel who are not a host country national, or who are not ordinarily resident
in the host country, that—

(i} Such employees, and dependents residing with such employees, who engage in conduct outside the United States
that would constitute an offense punishable by imprisonment for more than one vear if the conduct had been
engaged in within the special maritime and territorial jurisdiction of the United States, may potentially be subject to
the criminal jurisdiction of the United States in accordance with the Military Extraterritorial Jurisdiction Act of 2000
(18 UL.S.C. 3621, ¢t seq.);

(i1} Pursuant to the War Crimes Act (18 U.8.C. 2441), I'ederal eriminal jurisdiction also extends to conduct that is
determined to constitute @ war erime when committed by a civilian national of the United States;

(iif) Other laws may provide for prosccution of LS. nationals who commit offenses on the premises of ULS,
diplomatic, consular, military or other ULS. Government missions outside the United States (18 ULS.C. 7(9)),

(iv) In time of declared war or a contingency operation, CAAT and sclected non-CAAT are subject to the
Jurisdiction of the Uniform Code ol Military Justice under 10 U.S.C. 802(a)(10);

(v) Such emplovees are required (o report olfenses alleged (o have been commitled by or against contraclor
personnel o appropriale investigative authorities; and,

(vi) Such cmployvees will be provided vietim and witness protection and assistance.

(f) Processing and departure pomts, CAAF and, as specilicd in the statement of work, non-CAAF personnel shall
(1) Process through the deployment center designated in the contract, or as otherwise directed by the Contracting
Officer, prior to deploying. The deployment center will conduct deployment processing to ensure visibility and
accountability of contractor personnel and to ensure that all deployment requirements are met, including the
requirements specified in paragraph (e¥ 1) of this clause;

(2) Use the point of departure and transpertation mode directed by the Contracting Officer; and
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(3) Process through a designated receplion site upon arrival at the deploved location. The designated reception sile
will validale personncel accountabilily, ensure thal specilic USAFRICOM area ol responsibilily entrance
requirements are mel, and brict contracior personnel on theater-specilic policies and procedures.

{g) Personncl data. The Coniractor shall

(1} Use the SPOT web-based system, or its successor, lo account for

(1) Data [or all CAAF supporting the U.S. Armed Forces deployed cutside the United States.

(i1} All contractor personnel who are United States citizens and third-country nationals, when the personnel will be
performing in the USAFRICOM area of responsibility regardless of the length of performance or contract value; and
{iii) All private security contractor personnel and their equipment, and all other contractor personnel authorized to

carry weapons., when the personnel are performing in the USAFRICOM area of responsibility regardless of the
length of performance or contract value.

(2) Enter the required information about their Contractor personnel and their equipment prior to deployment and
shall continue to use the SPOT web-based system at hitps<:“spot.dmde il to maintain accurate, up-to-date
information throughout the deployment for all Contractor personnel. Changes to status of individual Contractor
persanncl relating to their in-theater arrival date and their duty location, including closing out the deployment with
their proper status (¢.g., mission complete, killed, wounded) shall be annotated within the SPOT database in
accordance with the timelines cstablished in the SPOT Business Rules at

hlgpdavww acg osd milidog /PSactr mer accountability huml.

(3) The Contractor shall submit to the Contracting Officer for SPOT reporting, not later than the 10th day of cach
month, an aggregate count of all local national employees performing in the USAFRICOM arca of responsibility, by
country ol performance, lor 30 days or longer under a contract valued al or above §150.000 annually. Conlraclors
using local national day laborers shall count cach individual hired during the 30-day period only once.

(4} For classilicd contracts, users shall access SPOT al[]1Lms:.-’.-".upm,dt11dc.u.~ad.:«ngl.mi]l To obtain access, contact the
SPOT Customer Support Teani via email: dodliribeav-alex.dimde by, spot-lielpdeskie mail il |

(h) Conlractor personnel.

(1) The Contracting Oflicer may direct the Contracior, al ils own expense. to remove and replace any contractor
personnel who jeopardize or interfere with mission accomplishment or who fail to comply with or violate applicable
requirements of this contract. Such action may be taken at the Government’s discretion without prejudice to its
rights under any other provision of this contract, including the Termination for Default clause.

(2) The Contractor shall identify all personnel who occupy a position designated as mission essential and ensure the
continuity of essential Contractor services during designated operations, unless, after consultation with the
Contracting Officer, Contracting Officer’s Representative, or local commander, the Contracting Officer directs
withdrawal due to security conditions.

(3) The Contractor shall ensure that contractor personnel follow the guidance at paragraph (e)(2)v) of this clause
and any specific Combatant Commander guidance on reporting offenses alleged to have been committed by or
against contractor personnel to appropriate investigative authorities,

(4y Contractor personnel shall return all U.S. Government-issued identification, including the Common Access
Card, to appropriatc U.S. Government authorities at the end of their deployment (or, for non-CAAT, at the end of
their employment under this contract).

(i) Military clothing and protective equipment,

(1) Contractor personnel are prohibited from wearing military clothing unless specifically authorized in writing by
the Combatant Commander or subordinate joint force commanders, 1f authorized to wear military clothing,
contractor personnel must—

(1) Wear distinctive patches, arm bands, nametags, ot headgear, in order to be distinguishable (rom military
personnel, consistent with lorce protection measures; and

(11} Carry the writlen authorization with them at all (imes.

(2) Conlractor persomnel may wear military-unique organizational clothing and individual equipment required [or
salety and sccurity, such as ballistic, nuclear, biological, or chemical protective equipment.

(3) The deployment center, or the Combatant Commander, shall issue organizational clothing and individual
equipment and shall provide training. if necessary, to ensure the safety and security of contractor personnel.

(4) The Contractor shall ensure that all issued organizational clothing is returned to the point of issue, unless
otherwise directed by the Contracting Officer.

(j) Weapons.

{1) If the Contractor requests that its personnel performing in the USAFRICOM area of responsibility be authorized
to carry weapons for individual self-defense, the request shall be made through the Contracting Officer to the
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Combatant Commandecr, 11 accordance with DoD Instruction 3020.41. The Combatant Commandcer will determine
whether to authorize in-thealer conlractor personnel Lo carry weapons and what weapons and ammunition will be
allowed.
(2) Il contractor personnel are authorized o carry weapons in accordance with paragraph (j)(1) of this clause, the
Contracting Ollicer will nolify the Contractor what weapons and ammunition are authorized.
(3) The Contractor shall ensurc thal its personnel who are authorized 1o carry weapons
(i} Are adequately trained to carry and use them—
(A) Safely:
{B) With full understanding of. and adherence to, the rules of the use of force issued by the Combatant Commander:
and
() In compliance with applicable agency policies, agreements, rules, regulations, and other applicable law;
(ii} Are not barred from possession of a firearm by 18 U.S.C, 922;
(iil) Adhere to all guidance and orders issued by the Combatant Commander regarding possession, use, safety, and
accountability of weapons and anmmunition;
(iv) Comply with applicable Combatant Commander, subordinate joint force commander, and local commander
force-protection policies; and
(v} Understand that the inappropriate use of force could subject them to U.S. or host-nation prosecution and civil
liability.
(4) Whether or not weapons are Government-furnished, all liability for the usc of any weapon by contractor
personnel rests solely with the Contractor and the Contractor employee using such weapon.
(3) Upon redeployment or revecation by the Combatant Caommander of the Contractor’s authorization to issuc
fircarms, the Contractor shall ensure that all Government-issued weapons and unexpended ammunition arc returned
as dirccted by the Contracting Officer.
(k) Vchicle or equipment licenses. Contractor personnel shall possess the required licenses 1o operate all vehicles
or cquipment necessary to perform the contract in the USAFRICOM arca ol responsibility.
(1) Purchase of scarce goods and services. [ the Combatant Commander has established an organization lor the
USAFRICOM area of responsibility whose function is to determine that certain items are scarce goods or services,
the Contractor shall coordinate with that organization local purchases of goods and services designated as scarce, in
accordance with instructions provided by the Contracting Officer.
(m) Evacuation.
(1) If the Combatant Commander orders a mandatory evacuation of some or all personnel, the Government will
provide assistance, to the extent available, to contractor personnel who are U.S. citizens and third country nationals,
{(2) In the event of a non-mandatory evacuation order. unless authorized in writing by the Contracting Officer, the
Contractor shall maintain personnel on location sufficient to meet obligations under this contract.
(n} Next of kin notification and personnel recovery.
(1) The Contractor shall be responsible for notification of the employee-designated next of kin in the event an
employee dies, requires evacuation due to an injury, or is isolated, missing, detained, captured, or abducted.
(2) The Government will assist in personnel recovery aetions in accordance with DoD Directive 3002.01L,
Personnel Recovery in the Department of Defense.
(0) Mortuary affairs. Contractor personnel who dic while in support of the ULS. Armed Forces shall be covered by
the DoD mortuary affairs program as deseribed in DoD Directive 1300.22, Mortuary Affairs Policy, and DoD
Instruetion 3020.41, Operational Contract Suppaort.
(p) Changes. In addition to the changes otherwise authorized by the Changes clause of this contract, the
Contracting Officer may, al any time, by wrilten order identificd as a change order, make changes in the place ol
petformance or Government-lumished facilities, equipment, material, services, or site. Any change order issued in
accordance with this paragraph (p) shall be subject (o the provisions ol the Changes clause of this contract,
(q) Subcontracts. The Contractor shall incorporate the substance of (his clause. including this paragraph (q), in all
subcontracls that require subcontractor personnel to perfom in the USAFRICOM arca ol responsibility.

(End of clause)

2522259001 UMBRELLA AGREEMENT - KAZAKHSTAN (AUG 2007)
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Conltractor shall comply and exceule coniract petformance in accordance with the following excerpls [rom the
relevant agreement between the Uniled States of America and the Republic of Kazakhstan.

(a) Agreement between the Government ol the Uniled States of Ametica and the Government of the Republic of
Kazakhstan, conceming the Destruction of Silo Launchers of Intercontinental Ballistic Missiles, Emergency
Response, and the Prevention ol Prolileration of Nuclear Weapons dated December 13, 1993, Ariicle VIL

*1. The Parties waive any and all claims against each other for damage to property owned by each party,
or death or injury to any military personnel or civilian government personnel of either Party, arising out of any
activities in the Republic of Kazakhstan related to this Agreement. Pursuant to this Agreement, the United States of
America plans, to the maximum extent feasible, to avoid activities in the Republic of Kazakhstan which might give
rise to damage to or loss of property. or death or injury to personnel.

2. Any and all claims by third parties arising out of any activities in the Republic of Kazakhstan related to
this Agreement, other than those claims by citizens of the United States of America, shall be the responsibility of the
Republic of Kazakhstan,

3. The provisions of paragraphs | and 2 of this Article shall not prevent the Partics from providing
compensation in accordance with their national laws.”

(b} Agrcement between the Government of the United States of America and the Government of the Republic of
Kazakhstan, concerning the Destruction of Silo Launchers of Intereontinental Ballistic Missiles, Emergency
Response, and the Prevention of Proliferation of Nuclear Weapons dated Decentber 13, 1993, Article [X.

*1. The United States of America. 1ty military personnel and civilian govemment personnel, conlraclors,
and conltraciors' personnel shall not be liable m any lax, [ee, or sinular charge imposcd by national and local
authorities, pursuant to any law or regulation of the Republic of Kazakhstan.

2. The United States of America, its military personnel and civilian government personnel, contractors,
and contractors’ personnel may import into the Republic of Kazakhstan any materials required to implement this
Agreement. Such importation of materials shall not be subject to any license, other restrictions, tariffs, customs
charges, duties, taxes, or any other charges imposed by national and local authorities, pursuant to the laws or
regulations of the Republic of Kazakhstan. The exportation of this same material shall not be subject to any license,
other restrictions, tariffs, customs, duties, taxes, or any other charges imposed by regulation of the Republic of
Kazakhstan. For the importation and exportation of such material, the Republic of Kazakhstan shall ensure that
simplified and prioritized customs procedures are applied.

3. The obligations of the Republic of Kazakhstan under this Article shall remain in force for the duration
of this Agreement and for a period of time thereafter required for the completion of activitics initiated under this
Agreement,

(¢) Agreement between the Government of the United States of Amierica and the Government of the Republic of
Kazakhstan, concerning the Destruction of  Silo Launchers of Intercontinental Ballistic Missiles, Emergency
Response, and the Prevention ol Proliferation of Nuclear Weapons dated, December 13, 1993, Article XII1.

*“l. In the event that the United States of America awards contracts lor the acquisition of material and
services, including those related o construction, o implement this Agreement, such contracts shall be awarded in
accordance with the laws and regulations of the United States of America. Acquisition ol material and services in
the Republic of Kazakhstan by or on behalf of the United States of America for implementing this Agreement shall
not be subject to any fees, duties, additional taxed. or similar charges imposed by national and local authorities,
pursuant to any law or regulation of the Republic of Kazakhstan,

2. The provisions of paragraph 1 of this Article shall not prevent the Republic of Kazakhstan from
awarding, using its own funds, any contract for the acquisition of material and services in connection with activities
to implement this Agreement in accordance with the laws and regulations of the Republic of Kazakhstan.”



Obtained via FOIA by Judicial Watch Inc.

HDTRA118D0003
HDTRA119F0077P00006
Page 41 of 45

(END OF CLAUSE)

252.225-9003  UMBRELLA AGREEMENT AND CIAR - UKRAINE (MAR 20135)

Contractor shall comply and execute contract performance in accordance with the following excempts
from the relevant agreement between the United States of America and the Ukraine as well as
Counterintelligence Awareness and Reporting (CIAR).

(a) Agreement between the Government of the United States of America and the Government of the Ukraine.
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation
of Weapons of Mass Destruction dated October 25, 1993, Article VI.

*(1)y Ukraine shall, in respect of lepal proceedings and claims, other than contractual claims, hold harmless
and bring no legal proceedings against the United States of America and personncel, contractors, and contractors’
persannel of the United States of America, for damage or loss of property owned by Ukraine, or death or injury to
any personnel of Ukraine, arising out of activitics related to work under this Agreement.

(2) Claims, other than contractual claims, by third partics for deaths, injurics, damages, or loss of property
in Ukraine, arising out of the acts or omissions of any ¢cmployecs of the United States of America related to work
under this Agrecment, shall be the responsibility of Ukraime.

(3) The provisions of this Article shall not prevent the Partics [rom providing
compensation in accordance with their national laws.”

(b} Agrecment between the Government ol the Uniled Staies of America and the Government ol the Ukraime.
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation
of Weapons of Mass Destruction dated October 25, 1993, Article VIII,

*(1) The United States of America, its personnel, contractors, and contractors’ personnel shall be exempt
from liability, in connection with activities under this Agreement, for payment of any tax or similar charges assessed
on the territory of Ukraine.

(2) The United States of America, its personnel, contractors, and contractors' personnel may import into
Ukraine any material which is required to implement this Agreement, and may export this same material out of
Ukraine. The United States of America, its personnel, contractors, and contractors' personnel may also acquire in
Ukraine and export any material which the Parties agree is required to implement this Agreement. All such
imported and exported material shall not be subjeet to licensing, or other restrictions, customs fees, taxes, or all
types of other charges assessed on the territory of Ukraine, and at entry, shall be free of customs inspeetions.

(3) The obligations of Ukraine under this Article shall remain in foree for the duration of this Agreement,
and for the period of time thereafter required for the completion in the shortest possible time of activities initiated
under this Agreement,”

(¢) Agreement between the Government ol the United States of America and the Govermment of the Ukraine.
Concerning Assistance (o Ukraine in the Elimination of Strategic Nuclear Amms, and the Prevention of Prolileration
ol Weapons ol Mass Destruction dated October 25, 1993, Article IX.

“In the event thal the Uniled States ol America awards contracts lor the acquisition of material and
services, including construction, to implement this Agreement, such contracts shall be awarded in
accordance with the laws and regulations of the United States of America. Acquisition of material and
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services in Ukraine by the United Stales of America lor implementing this Agreement shall not be subject
to any taxcs, lees, dutics, or similar charges on
the territory ol Ukraine, nor shall such taxes, lees, dulics, or charges be passed on (o the United States of
America by any entily acquiring material or scrvices for the Uniled States ol America in Ukrame."”
(d) Counterintelligence Awarcness and Reporting (CIAR) - The contracior shall comply with the requirements
outlined in Department of Defense Directive (DoDD} 5240.06 Counterintelligence Awareness and Reporting
(CIAR). DoDD 5240.06 applies to all US personnel performing work in Ukraine on behalf of the Department of
Defense.

{END OF CLAUSE)

252.232-7003  ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (DEC
2018)

(2) Definitions. As used in this clause--

Contract financing payment means an authorized Government disbursement of monies to a contractor prior to
acceptance of supplics or scrvices by the Government.

(1) Contract financing payments include--

(1) Advance payvments;

(ii} Performance-based payments:

(iil) Commercial advance and interim payments;

(iv) Progress payments based on cost under the clause at Federal Acquisition Regulation {(FAR) 52.232-16, Progress
Payments;

(v) Progress payments based on a percentage or stage of completion {see FAR 32.102(e)), except those made under
the clause at FAR 52.232-5, Payments Under Fixed-Price Construction Contracts, or the clause at FAR 52.232-10,

Payments Under Fixed-Price Architect-Engineer Contracts; and

(vi) Interim payments under a cost reimbursement contract, exeept for a4 cost reimbursement contract for services
when Alternate [ of the clause at FAR 52.232-25, Prompt Payment, is used.

(2) Contract financing payments do not include--
(i) Invoice paynments;

(11} Payments (or partial deliveries; or

(110) Lease and rental payments.

Electronic form means any automated system that transmits information electronically from the initiating system to
affected systems.

[nvoice payment means a Government disbursement of monies to a contractor under a contract or other
authorization for supplies or services accepted by the Government,

(1) Invoice pavments include--
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(1) Payments for partial deliveries that bave been accepted by the Government;

(11} Final cost or lee payments where amounts owed have been scliled between the Government and the contracior;
(111) For purposes of subpart 32.9 only, all payments made under the clausc al 52.232-5, Payments Under Fixed-
Price Construction Contracts, and the clause at 52.232-10, Payments Under Fixed-Price

Architect-Engineer Contracts; and

(iv) Interim pavments under a cost-reimbursement contract for services when Alternate [ of the clause at 52.232-25,
Prompt Pavment, is used.

(2) Invoice payments do not include contract financing payments.

Payment request means any request for contract financing payment or invoice pavment submitted by the Contractor
under this contract or task or delivery order.

Receiving report means the data prepared in the manner and to the extent required by Appendix T, Material
Inspection and Recciving Report, of the Defense Federal Acquisition Regulation Supplement.

(b} Cxcept as provided in paragraph {d} of this clause, the Contractor shall submit payment requests and receiving
reports in clectronic form using Wide Arca WorkFlow (WAWT). The Contractor shall prepare and furnish to the
Government a reeeiving report at the time of each delivery of supplics or services under this contract or task or
delivery order.

(c) Submil paymenl requests and receiving reports 1o WAWF in one of the [ollowing electronic formalts:

(1) Electronic Data [nterchange.

(2) Secure File Transfer Protocol.

(3} Direct input through the WAWY website.

(d)y The Contractor may submit a payment request and receiving report using methods other than WAWY only when-

(1) The Contractor has requested permission in writing to do so, and the Contracting Officer has provided
instructions for a temporary alternative method of submission of payment requests and receiving reports in the
contract administration data section of this contract or task or delivery order;

(2) DoD) makes payment for commercial transportation services provided under a Government rate tender or a
contract for transportation sevvices using a DoD-approved electronie third party payment system or other exempted
vendor payment/invoicing system (¢.g., PowerTrack, Trangportation Financial Management System, and Cargo and
Billing System);

(3) DoD makes payment on a contract or task or delivery order for rendered health care services using the
TRICARE Encounter Dala System; or

(4) The Governmentwide commercial purchase card is used as the method of payment, in which case submission of
only the receiving report in WAWF is required.

(e) Information regarding WAWTF is available at hups:fwaw Leboml

() In addition to the requirements of this clause, the Contractor shall meet the requirements of the appropriate
payment clauses in this contract when submitting payvment requests,
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(End ol clausc}

252.237-9001 - Enterprise-wide Contractor Manpower Reporting Application (Nov 201 7)

(a) Inaccordance with Section 2330a of title 10, United States Code {10 USC 2330a)., Contractors shall report ALL
contractor labor hours (including subcontractor labor hours) required for pertormance of services provided under
this contract via a secure data collection site. The contractor shall completely fill in all required data fields vsing the
following web address: hitp:/ www cemenamil?,

(b Reporting inputs will be for the labor executed during the period of performance during cach Government fiscal
vear (FY), which runs October 1 through September 30, While inputs may be reported any time during the 1Y, all
data shall be reported no later than October 31 ot cach calendar year, beginning with 2013, Contractors may dircct
questions ta the help desk at: http: www.econraamil.

{End ol Clausc}
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event# 2114

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the eventl:
!Tll\s By o 18- b chep-tramee g il 11|1]!

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine

(UP) [
Ilnstructurlsl Mante and Email)] b)(ﬁ} |

Course Information
Date Submitted to CREP: 2018.04,06

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

b)(5)

) ) D)(3)10 USC 130C
Location ol ‘I'raining:
b)(3)10 USC 130cC

Start Date: 2018.05.21
End Date: 2018,05.24

Has the 'I'RA Public Alfaics (PA) office approved the training malterial?
®Yes ONo ** 1INo, imclude traming malerial for PA approval. **

Has the Collaborator’s PA office approved the training material?
B Yes ONo **II No, include training material for PA approval, **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
0O Yes (If Yes, specity language and agk COR for a Translation Request Form) & No

Interpretation Services Provided by DTRA;
0 Yes (If Yes, specify language and ask COR for an Interpretation Reguest Form) 5 No

Integrating Contractor Logistic Support:
(c.p., purchasc items, training venues, translation, interpretation, and traince coordination)

CTR Logistics Support (CLS): ** Complete CLS form and submit via email to the Country Manager
and the Travel Team: din el 18 70000 s el teaen s il ¥

(¢.p., lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food and
beverage). Notes fustification required for food wnd beverage at training cvents.

I. Wooden Frames for Certificates to fit Ad format certificates (9 picees).
2. Coffee breaks: Participants will need coffee breaks (moming at 10:00 AM and
alternoon at 3:00 PM) (9 persons).

Justification:

It is expected and customary in Ukraine for coffte breaks to be provided for all-day trainings
Coffee-breaks usnally last about 15 minutes and there is not ample time for trainees to leave
the facility and re-enter to have a coffee-breake, Additionally, leaving the facility for coftee-
breaks will disrupt training activitics,

The Pathogen Asset Control System (PACS) improves the accountability of pathogens off
securily concern al partner facilities, which enhances biosafety and biosecurity for the
nonproliferation of biological weapons of mass destruction (WMD), PACS 1s provided to our
parmer nations in respanse o the core mission of 13CTR to support the nan-proliferation of
biological WMD, PACS training participation with provided coftee breaks is ncecssary to
obtain the full benefit of the cvent and cnsure the U.S, Government's investment will lead to a
suceesstul campaign in preventing the proliferation of biological WMD as well as complying
with 39 Comp. Gen. 119 (1959),

O4b)(6)
Tel

Appruved by Country Manager or Designee:

Comments:

(b)(5)

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

First and last name Nationality Position Place of

Duty :
(0)(®) Ukrainian | Acting Fiead of the B)(3):10 S ol S

Sector, Laboratory of USC 130c
Virology

2. Ukrainian' Leading Scientist
Laboratory of Virology
3 Ukrainian Head of the Laboratory
for the study of pigs
| diseases

4, Ukrainian Leading researcher,
Plgs Research
Laboratory

B Ukrairian Head wa Laboratary
for Biosafety, Quality
Management and
Metrology

6. Ukrainian Leading Metrology
Engineer, Laboratory
far Biosafety, Quality
Management and
Metrology

Ukrainian Acting Head of the
Department,
Department of
Molecular Diagnostics
and Control

3, Ukrainian Postgraduate of
Department of
Molecular

=

Diagnostics and
Control

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2115

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the evenl:

b)(5)

e Db = mbs chepsiraneeee G e bl g

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(uP) ,
[nstrucior(s) Name and Emml) o{P}6) |

Course Information

Date Submitted to CREP: 2018.04.006

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

Location of ‘|I'raining: HOASEae
b)(3):10 USC 130c |

Start Date: 2018.05.15
End Date: 2018.05.18

Has the 'I'RA Public Alfaics (PA) office approved the training malterial?
®Yes ONo ** 1INo, imclude traming malerial for PA approval. **

Has the Collaborator’s PA office approved the training material?
B Yes ONo **II No, include training material for PA approval, **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
0O Yes (If Yes, specity language and agk COR for a Translation Request Form) & No

[nterpretativn Services Provided by DTRA:
01 Yes (If Yes, specify language and ask COR (or an Interpretation Reguest Form) 5 No

Integrating Contractor Logistic Support:
(c.p., purchasc items, training venues, translation, interpretation, and traince coordination)

CTR Logistics Support (CLS): ** Complete CLS forin and submit via email to the Country Manager
and the Travel Team: (Lol Sl Crmrrml

(¢.., lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food and
beverage). Notes fustification required for food wnd beverage at training cvents.

I. Wooden Frames for Certificates to fit Ad format certificates (9 picees).
2. Coffee breaks: Participants will need coffee breaks (moming at 10,00 AM and
afternoon at 3:00 PM} (9 persons).

lustification:

It is expected and customary in Ukraine for cotfee breaks to be provided for all-day trainings
Coffce-breaks nsually last about 15 minutes and there is not ample time for trainces to leave
the facility and re-enter to have a coffee-breaks. Additionally. leaving the facility for saffes-
breaks will disrupt training activities.

The Pathogen Asset Control System (PACS) improves the accountability of pathogens of
securily concern al pariner facilities, which enhances biosafety and biosecurily lor the
nenproliferation of biological weapons of mass destruction (WMD)}, PACS is provided 1o our
partmer nations in response to the core mission of J3CTB to support the non-proliferation of
biological WMD. PACS training participation with provided coffce breaks is nccessary to
obtain the full benefit of the event and ensure the U.S. Government's investment will lcad to a
successful campaign in preventing the prohteranon of biological WML as well as complying
with 39 Comp, Gen. 119 (1959),

1D)(E)
Fe

Approved by Country Manager vr Designee:

Comments:

(0)(5)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

Fivst and Tast name Nationality Pusitiun Plave ol
Duty

,_{b)(ﬁ) Ukrainian Head of the Laboratory b)(3):10 b))
. USC 130c
of Biotechnology
2. Ukrainian Acting Head of the
sector of Department
of Bird Diseases
3, Ukrainian Head of the laboratory
for the study of bird
diseases
4, Ukrainian Acting Senior
Researcher,
Department of the
Study of avian diseases
5. Ukrainian Head of the Laboratory
for the Study of
Tuberculosis and
Brucellosis
6. Ukrainian Leading Researcher,
Department for the
Study of TB and
Brucellosis
7 Ukrainian Head of the Laboratory
for the Study of
Tuberculosis and
Brucellosis
8 Ukrainian Junior researcher,
department for the
study of tuberculosis
and brucellosis

—
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event# 2116

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Manager/ CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl: D)5
Rltro belvons 137 mbacebepetratmme il 11-|1|,|

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(UpP)

NI ITR AT Y SO EA RIS T Te I SEREETIN b ){6 } |

Course Information

Date Submitted to CREP: 2018.04.006

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: On-the-Tob Training

SOW/TO/CDRL: EIDSS & PACS Implementation TOY
DIGE)10 USC 1300

Location of ‘|'raining:
(0)(3):10 USC 130c

Start Date: 2018.05.25
End Date: 2018.06.03

Has the 'I'RA Public Alfaics (PA) office approved the training malterial?
®Yes ONo ** 1INo, imclude traming malerial for PA approval. **

Has the Collaborator’s PA office approved the training material?
B Yes ONo **II No, include training material for PA approval, **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (It Yes, specify language and ask COR for a Translation Request Form) [ No

[ Yes (If Yes, specify hinguage and ask COR for an Interpretation Request Form) & No

Integrating Contractor Logistic Support:
(c.g., purchase 1tems, training venues. translation, interpretation, and trainee coordination)

CTR Logistics Support (CLS): ** Complete CLS form and submit via email 1o the Country Manager
HI'Id '[]h: Tr|.|\'l.‘] Tl.‘Hl‘I'l' | \mRBRANARLM A TRU T VT TN U O T IT T 1

(e.p., lodging, travel arrgangements, ground trapsportation, aiepert pickup/drop-off, food and
beverage). Note: Sustification required for food und beverage at training cvents.

Approved by Country Manager or Designee:

Comments:

S ———————O
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

First and last name Nationality Position Place of

Dut
{b)(S)At;iuvsc I (b)(5)
130c

(b)(6) Ukrainian Postgraduate of

Department of
#olecutar
Diagnostics and
Control
Ukrainian Acting Head of the
sector of Department
of Bird Diseases
Ukrainian Head of the Laboratory
of Biotechnology
Ukrainian Acting Senior
Researcher,
Department of the
Study of avian diseases
Ukrainian Head of the Laharatory
for the Study of
Tuberculosis and
Brucellosis
Ukralnian Leading Researcher,
Department fur the
Study of TB and
Brucellosis
Ukrainian Head of the Lahoratory
far the Study of
Tuberculosis and
Rrucellosis
Ukrainiary jurnbor researcher,
department for the
study of tuberculosis
and brucellosis
Ukrainian Acting Head of the
Sector, Laboratory of
Virology
Ukrainian Leading Scientist
Lahoratory of Virology
Ukrainian Head of the Laboratory
for the study of pigs

diseases
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Cooperative Threat Reduction (CTR)

(b)(3)10 USC (D)(5)
b)(3):10 USC 130c Ukrainian Leading researcher, 13?((],:}

Pigs Research
Laboratory
Ukrainian Head wa Laboratory
for Biosafety, Quality
Management and
Metrology
Ukralnian Leading Metrology
Engineer, Laboratory
for Biosafety, Quality
Management and
Metrology
Ukrainian Acting Head of the
Department,
Department of
Molecular Diagnostics
and Control
Ukrainian Head of the labaratory
for the study of bird
diseases

I —
CBEP Training Event Plan (February 2018)
Distribution A. Approved for Public Release: Distribution unlimited
Unclassified/For Gfficial Use Only when Filled-In Page 4



Obtained via FOIA by Judicial Watch Inc.

UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2130 - UP

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRLY), all training events require a TEP. Submit the TEP to the Country

Munager/CBEP Training Coordinator via enmil a minimum of 60 days prioy to the event
w = v b)(5)
I.\Tll'.i [ L m|':\.l'er\—I|‘:1|n|r1Lf'u |r1'.1r|—11|1]l

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(UP)
(o] S ae and Bl P)©) |

Course Information

Date Submitted to CREP: 2018.04.006

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: On-the-Tob Training

SOW/TGICDRL: EIDSS & PACS Inplementation TOY
(D)(3):10 USC 130c

Location of T'raining:

Start Date: 2018.07.02
End Date: 2018.07.12
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

C'TR Logistics Support (CLS): ** Completw CLS [onm uned subrmil vie eoai) 1o the Country Manower b)(5)
lnd the Travel Temne [T ST T e T an i, ™ g

(c.p.. lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food and
beverage). Note: Justification required for food and beverage at training events,

Approved by Country Manager or Designece:

Comments:
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UNCLASSIFIED
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Cooperative Threat Reduction (CTR)

Participant Information

First and last name Nationality Position Place of
Duty b)(5)
b)(6 -
(0)(6) Ukrainian Head of Lthe laboratory %)53)'10 usc
for the study of a4
anthrax
Ukrainian Senior Research

Scientist, Laboratory of
Mycotoxicology
Ukrainian leading veterinarian,
laboratory of
mycotoxicology
Ukrainian luniar Researcher,
Laboratory of
leptospirosis
Ukrainian Junior Researcher,
Laboratory of
leptospirosis
Ukrainian researcher, Laboratory
of the study of anthrax
Ukrainian laboratory assistant,
Neuroinfection
Laboratory
Ukrainian Junior Researcher,
Neuroinfection
Laboratory
Ukrainian Head of the laboratory
for the study of
anthrax
Ukrainian Senior Research
Scientist, Laboratory of
Mycotoxicology
Ukrainian leading veterinarian,
laboratory of
mycotoxicology
Ukrainian Junior Researcher,
Laboratory of
leptospirosis
Ukrainian Junior Researcher,
Laboratory of

leptospirosis
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researcher, Laboratory
of the study of anthrax

Ukrainian
15 Ukrainian
16 Ukrainian

laboratory assistand,
Neuroinfection
Laboratury
Junior Researcher,
Neurainfection
Laboratory

D)GE)10 USC
130c

b)(5)

CBEP Training Event Plan (February 2018)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event# 2131 -UP

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRLY), all training events require a TEP., Submit the TEP to the Country
Munaper/CBEP Training Coordinator via emal @ minimum of 60 days prior to (he evenl

b)(5)

Il |"l'|\lbi1' |37 ll1|')\ \'hl‘T'l—fl"!il\il]l"at II'1'|1I| 1]Ii| I

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(LUP)

e T A L0 |

Course Information

Date Submitted to CREP: 2018.04.006

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial
SOW/TICDRL: EIDSS & PACS hoplementation TOY
(b)(3):10 USC 130c

Location of T'raining

Start Date: 2018.06.19
End Date: 2018.06.22
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

C'TR Logistics Support (CLS): ** Complete CLS [onm und submit vin conail 1o the Country Manoyer
el the Travel Temms JOae T Te e e eamg coran, ™ )

(c.p.. lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food and
beverage). Note: Justification required for food and beverage at training events,

Approved by Country Manager or Designec:

Comments:
Participant Information
First and last name Nationality Position Place of
Duly

1.](0)(6) Ukrainian Head of the laboratory %)53):10 usc
for the study of £
anthrax

2 Likrainian Senior Research

Scientist, Laboratory of
Mycotoxicology

3, Ukrainian leading veterinarian,
laboratory of
mycotoxicology

4, Ukrainian Junior Researcher,
Laboratory of
leptospirosis

B Ukrainian Junior Researcher,
Labaratory of

leptospirosls

b)(5)
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UNCLASSIFIED
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Coaoperative Threat Reduction (CTR)

researcher, Laboratory
of the study of anthrax

b)(3)10 USC
[130c

Ukrainian
7 Ukrainian
8, Ukrainian

labaratory assistant,
Neurainfection
Laburdtory

lunior Researcher,
Neurainfertion
Laboratory

fe)5)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2132

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRLY), all training events require a TEP., Submit the TEP to the Country

Munaper/CBEP Training Coordinator via emal & minimum of 60 days prior to (e evenl BIE)
s belvoir [3-7 mbx chep-reininesg mail n'n'|.|

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(L)
[ e a T s s Q) |

Course Information

Date Submitted to CREP: 2018.04.006

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

Location of T'raining: (b)(3):10 USC 130c

Start Date: 2018.06.25
End Date: 2018.06.29
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1



Obtained via FOIA by Judicial Watch Inc.

UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

C'TR Logistics Support (CLS): ** Complete CLS [onm and submit vie conail 10 the Country Manoyer

ind the Travel Temn: [TETRTC0T . N S e S S A T el |

(c.g.. lodging, travel a:r’mgcmcnts. ground transportation, airport pickup/drop-oft, food and
beverage). Note: Justification required for food and beverage at training events,

Approved by Country Manager or Designec:

Commented [SNEC3): Recommend for redaction
_FOIA Exemiption: b(g) Personal Privacy

Comments:
Participant Information
First and lasl name Nalionality Pasition Place of
Duty
1.Jb)(6) Ukrainian Senior Researcher, (b)(3):10
UsSC 130c

Labaratory of
Anaerobic Infectians

2; Ukrainian Leading Researcher,
Laboratory of

_ Anaerobic Infections
3, Ukrainian Senior Researcher,
Laboratory of
Anaerobic Infections

4, Ukrainian Researcher, Lahoratory
] of anaerobic infectiens
5 Ukrainian leading veterinarian,

Laboratory of
Anaerobic Infections
6. Ukrainian Senior Researcher,
Laboratory of Bacterial

(0)(5)

Animal Dispases
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UNCLASSIFIED
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Cooperative Threat Reduction (CTR)

(0)(5)

?.{b)(ﬁ) Ukrainian leading veterinatian, VM
Laboratory of bacterial
animal diseases

8, Ukrainian leading veterinarian, VM
Laburatory ufl baclerial

animal diseases
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Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2148

Instructions

Bl Bofvonre TV mbs obep-teamme s e Davn ()

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

In aecordunce with the Statement of Work (SOW), Tusk Order (TO), or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the evenl:

b)(5)

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
A 5)(6)
fnstructor(s) hane and Email )
Course Information

Date Submitted to CREP: 20]8-07-03
List Course Number(s) and Name(s):
Pathopen Asset Control Svstem v Administration TRNHAS-00158;
CIT12-TO1 PACS Administrating;
Pathogen Asset Control System v3 Usage, TRNHAS-00157;
CITLI-TOI PACS Using;
Type of Training: On-the-Job Training
SOW/TOICDRL: EIDSS & PACS Implementation TOY
Location of Training: [?)3)10 USC 130c

b)(3):10 USC 130c
Start Date: 2018-07-30
End Date: 20]18-07-31
Estimated Cost:
Has the D'TRA Public Alfairs (PA) office approved the (raining maierial?
M Yes [ONo ** 1 No, include training malerial for PA approval. **
Has the Collaborator’s PA office approved the training material?

CBEP Training Event Plan (February 2018)

Distribution A, Approved for Public Release: Distribution unlimited
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HYes [INe ™*IfNo, include training matcrial for PA approval. **

Translation Services Provided by DTRA:

O Yes (If Yes, specily language and ask COR for a Translation Reguest Form) B Na

Laterpretation Services Provided by DTRA:
O Yes (If Yes, specify language and ask COR (or an Interpretation Reqguest Form) £ No

Integrating Contractor Logistic Support:
(c.g., purchasc items, training venugs, translation, interpretation, and trainee coordination)

CTR Logistics Su LS): ** Complete CLS form and submit vig email to the Country Manager

el the Trave] Teams B baloo 137 a0 b D] teisndd o oni ¥ b)(5)
(c.g., lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food and

beverage), Note: Justification required for food and beverage at training events,

Approved by Country Manager or Designee:

Comments:

CBEP Training Event Plan (February 2018)
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Participant Information

First and last name Nationality Position

-

[)(6), (b)(3).10 USC 130¢ Ukrainian | Head of the National | [0)(3) 10 USC DE)
Center fur strains of 130c
microorganisms

2 Ukralnian Head of the sector of
development of
technologies of
lyophilization and
storage of strains of
MICroorganisms

3 Ukrainian The controller of the
sector of development
of technologies of
lyophilization and
storage of strains of
microarganiams

4| Ukrainian Junior researcher of
biotechnology and
quality control viral
dfug!’.

5 Ukralnian Head of the
department of
bacteriological
research and gquality
control of the VID

6 Ukrainian Acting Head of the
sector of maintaining

reference cultures of
microorganisms

S ————————
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2161

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl:

b)(5)

Elora Befvonr TV mbs chep-teammea el 11|1LI
L

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(UP) :
Mnstructoc(s) hanle and l:nlz1|l]|'lb){6)

Course Information

Date Submitted to CBEP: 2018-07-17

Pathogen Asset Control System v3 Administration TRNHAS-00158;
CIT12-TO PACS Administraling;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITI1-TO1 PACS Using;

Type of Training: On-the-lob Training

SOW/TO/CDRL: EIDSS & PACS Implementation TOY

Location of ‘I'raining: rb}{3)210 USC 130c

Start Date: 2018-08-21
End Date: 2018-08-22
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
EYes ONo ¥ I1FNo, include training matetial for PA approval, *¥

Has the Collaborator’s PA office approved the training material?
@ Yes ONe * I No, include traiming material for PA approval. **

CBEP Training Event Plan (February 2018)
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Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

C'TR Logistics Support (CLS): subrpit vin emil 10 the Country Manayer
fned the Travel Temme Jiie e he o d 3700 pa e b=l i, ™
(c.o., lodging, travelarrangements, gronnd transportation, awrport pickup/drop-off, food and
beverage). Note: Justification required for food and beverage at training events,

b)(5)

Approved by Country Manager or Designece:

Comments:
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Participant Information

First and last name Nationality Position Place of
Duty

JD)(6) Ukrainian Bacteriologist (b)(3):10 b)(5)
reference laboratory USC 130c
for diagnosis of EDP
Ukrainian Head of the reference
laboratory for the
diagnosis of ONP

3. Ukrainian Doctor-virologist of
virology reference
laboratory

4, Ukrainian Head of the
microbiclogical
reference laboratory
5. Ukrainian Head of Virology
Reference Laboratory
6. Ukrainian Bacteriologist of the
microbiological
reference laboratory
7l Ukrainian Doctor-viralogist of
virology reference
laboratory

8, Ukrainian Bacteriologist
Microbiology

[

el

Reference Laboratory
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event #2173

Instructions
In secordunce with the Statement of Work (SOW), Task Qrder (TO), or Contract Data
Requirements List (CDRLY, all training events require a TEP, Submit the TEP to the Country

Munager/CBEP Training Coordinator via email @ mimimum ol 60 days prior to the evenl: BIG)
v Bels ooe preomalia cheps e ot n-llI.]

NOTE: Canceled events - Notify the training team via the email above,
Rescheduled events - Send an updated TEP to the email above.

BTRIC/Government Collaborator’s Name and Country Code: B&V - UP
ijﬂslrm:tm‘{.ﬂ Name and Emaill)lb)(6)
b)(6)

Course Information

Date Submitted to CREP: 20180810

List Course Number(s) and Name(s):

P.2 - PACS Admimstrating (CI'T12-T01)
Type of Training: On-the-job (COJT)

SOW/TO/CDRL: EIDSS & PACS Implementation TOO

cati B)(3).10 USC 130C

b)(3):10 USC 130C

Start Date: 20180025
End Date: 20180027

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
OYes ONo ** I No, include training material lfor PA approval. **

Has the Collaborator's PA office approved the training material?
OYes ONo **If No. include training material for PA approval. **

_—m—————————————— — ——————————— — —
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Distribution A, Approved for Public Release: Distribution unlimited
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes  (If Yes, specify language and ask COR or a Translation Request Form) O No

Interpretation Sgrviiws rigerd By
OYes  (f Yos, speeify language and ask COR for a Translation Request Form) 0 No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation, and trainee coordination)
Not required

ics 8 8): ** Complete PLS form and submit via email to the Country
Manager and the A& AS Project Lead

(e.2.. lodging, travel arrangements, ground transportation, airport pickup/drop-off. food and
beverage). Note: Justification required for food and beverage at training events.

Approved by Country Manager or Designee:

Comments:
Participant Information
Lust, First, MI Nationality | Position Platcve W 55
(b)(6) i Postpraduate of Department of Molecular (0)(3):10 USC
Ukrainian : : : 130c
Diagnostics and Control
5 3 Acting Head of the scetor of Department
Ukrainian

of Bird Discascs
Lkrainian Heuad ol the Laboratory of Biolechnolowy
Acting Senior Rescarcher, Department of

kraimia the Study of avian discascs
W g Head of the Laboratory for the Study of
Ukrainian 2 ; i
l'uberculosis and Brucellosis
Ukrainian Leading Researcher, Department for the
Study of TB and Brucellosis
73 Head of the Laboratory for the Study of
Ukrainian x

Tuberculosis and Brucellosis
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Ukrainian

Junior researcher, department for the
study of tuberculosis and brucellosis

Ukrainian

Ukraimian

Acting Head of the Scetor, Laboratory of
Virology
Leadimg Scienhisi Laboratory ol Virology

Ukraiian

Head of the Laboratory for the study of
pigs discascs

Ukrainian

Leading rescarcher, Pigs Rescarch
Lahoratory

Llkrainian

Head of Laboratory for Biosafety, Quality
Management and Metrology

Ukrainian

Leading Metrology Engincer, Laboratory
for Biosafety, Quality Management and
Mctrology

Ukrainian

Acting Head of the Department,
Drepartment of Molecular Diagnostics and
Control

Ukrainian

Head of the laboratory for the study of
bird discases

DI@)10 USC
130c

b)(®)

CBEP Training Event Plan (August 2018)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2181

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the evenl:
!f“ld selvon prmbacehep-teninede n|||l

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

TTGovernment Collaborator' s Name and Country Code: [(0)6)
(b)) I

Course Information

Date Submitted to CBEP: 20180903

List Course Number(s) and Name(s): P.2 - PACS Administrating (CITI12-T01)

Type of Training: On-the-job (OJT)

SBUOW/TOHCDRL: EIDSS & PACS [mplementation TOY

Location of Training/)(3)10 USC 130c
Fb){3)110 USC 130c

Start Date: 20181004
End Date: 20181005

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
HYes ONo ¥ IfNo, include training material for PA approval, *¥

Has the Collaborator’s PA office approved the training material?
M Yes [ONo  ** I No, include training material for PA approval, **

(0)(5)

T'ranslation Services Provided by DTRA:

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

OYes (I Yos, specify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
OYes (I Yos, specify language and ask COR for a Translation Request Form) No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation, and traince coordination)
Not required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country
Manager and the A&AS Project Lead

(e, lodging, travel arrangements, ground transportation, airport pickupidrop-ofT, food and
beverage). Note: Justification required for food and beverage at training events.

(0)(3)

Approved by Couniry Manager or Designee:

Comments:

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unelassified/For Official Use Only when Filled-1n Page 2
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Participant Information

Last, First, MI Nationality Pusition Place of
Duiv (b)(5)
b)(©) Ukrainian Research Scientist of the b)(3):10 USC
: : 130c
Microbiology Laboratory
Ukrainian Laboratory agsistant of the
. Microbiology Laboratory
Ukrainian Head of the Diphthenia Laboratory
Ukrainian Junior Rescarch Scicntist of the
Diphtheria Laboratory
Ukrainian lHead of the Rickettsiosis Laboratory
Ukrainian Lead Research Scientist of the Q-
Fever Laboratory
Ukrainian Senior Rescarch Scientist of the TVI
. Laboratory
Ukrainian Senior Research Scientist of the TVI
Laboratory
Ukrainian Rescarch Scientist of the
Rickettsiosis Laboratory
Ukrainian Research Scientist of the
Rickettsiusis Labuoiatony

CBEP Training Event Plan (August 2018)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2208

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl:
!TlT:! el o promb chep-teane 1|1:|||WT!

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: B&V - LA
b)(6)

Course Information

Date Submitted to CBEP: 20181016

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT12-T01)

Type of Training: On-the-job (QJT)
SOW/TQ/CDRL: EIDSS & PACS Implementation TO9

Location of Trminirm:ll[b)'[s):10 it
|(b)(3}:10 USC 130c }

Start Date; 20181030
End Date: 2018]031

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
X Yes [ONo **IfNo, include training matcrial for PA approval, **

Has the Collaborator’s PA office approved the training material?
A Yes [ONo  ** I No, include raining material for PA approval. **

(0)(5)

e
CBEP Training Event Plan (August 2018)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
OYes (I Yes, specify language and ask COR for a Translation Request Form) X No

Interpretation Sgrviiys
OVYes  (f Yes, specify ldns,uagc and ask COR for a Translation Request Form) £ No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation, and trainee coordination)
Not required

ics 8 : *¥* Complete PLS form and submit via email to the Country
Manager and the A& AN Pm_]ec,t Lead

(e.2.. lodging, travel arrangements, ground transportation, airport pickup/drop-off. food and
beverage). Note: Justification required for food and beverage at training events.

Approved by Country Manager or Designee:

Comments:
Participant Information
Last, First, MI Nationality Position ‘ Place of ‘
Dty
1 : b)(5
b)) Ukrainian Hecad of the National Center for strains 1b3)§’:}'10 Hak ®
of microorganisms
Ukrainian Head of the secton of development of

technologies ol lvophilization and
storape of strains of microorganisms
Ukrainian The controller of the scctor of
development of technologies of
Ivophilization and storage of strainy of
MICTOOTEANISIMS

Ukeainian wnigr tesearcher of biotechnology and
quality control viral drups

Ukeainian [ead of the seetor of maintaining
reference cultures of microorganisms

Llkrainian Researcher af the sector of maintaining

reference cultures of microorganisms
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2211

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Munager/CBEP Training Coordinator via email & minimum ol 60 days prior to (he evenl
!|I|.1 [yeeds g |1i nilyx t'|‘1n'T‘|-I|:|i||ir||_!fra P | 1|'|i|,|

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: B&V - LA
b)(6)

Course Information

Date Submitted to CREP: 20181103

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT12-T01)

Type of Training: On-the-job (QJT)
SOW/TQ/CDRL: EIDSS & PACS Implementation TO9

Location of Training PRS0 e

Start Date: 20181128
End Date; 2018129

Estimated Cosi:

Has the DTRA Public Affairs (PA) office approved the training material?

X Yes [ONo **IfNo, include training matcrial for PA approval, **

Has the Collaborator’s PA office approved the training material?
MYes DONo *I1f No, include training material for PA approval, **

Translation Services Provided by DTRA:

b)(5)

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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OYes  (If Yos, speeify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
UYes  (1f Yos, specity language and ask COR for a Translation Request Form) X1 No

Integrating Contractor Logistic Support:
(c.g., purchasc 1tems, training venucs, translation, interpretation, and traince coordination)
Nat required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country

Manager and the A&AS Project Lead (0)5)
(e lodging, wravel ammangements, ground transportation, airport pickup/drop-ofT, food and
beverage). Note: Justification required for food and beverage at training events,
Approved by Couniry Manager or Designee:
Comments:
Participant Information
Last, First, MI Nationality Pasition Place of
Duty
1. [0X6) Ukrainian Bacweriologist reference laboratory ﬁ’%@fé’o
g ook c
tor diagnosis of EDP
2 Ukrainian ~Head of the reference laboratory lor
e diagnosis ol ONP
3. Ukrainian ~Doctor-virologist of virology
reference laboratory
4. Ukrainian  Head of the microbivlogical
reference laboratory
5, Ukrainian Head of Virology Reference
Laboratory
6. Ukrainian ~Docror-virologist of virology
] _reference laboratory
7. Ukrainian ~ Bacteriologist Microbiology
Reference Laboratory
]

CBEP Training Event Plan (August 2018)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2222

Instructions
In accordunce with the Statement of Work (SOW), Task Qrder (TO), or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Manager/CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl: b)(5)
|‘|I.1 YR N Ll [TRIEES t'}'1L"['\-|I:|1I|II'IL"’H P | 11|||I

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - LA
J|)®)

Course Information

Date Submitted to CREP: 20181121

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT12-T01)

Type of Training: On-the-job (QJT)
SOW/TQ/CDRL: EIDSS & PACS Implementation TO9

Location of Training ERRIIO USE 1 30e

Start Date: 20181211
End Date; 20181213

Estimated Cosi:

Has the DTRA Public Affairs (PA) office approved the training material?
X Yes [ONo **IfNo, include training matcrial for PA approval, **

Has the Collaborator’s PA office approved the training material?
MYes DONo *I1f No, include training material for PA approval, **

Translation Services Provided by DTRA:

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

OYes  (If Yos, speeify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
UYes  (1f Yos, specity language and ask COR for a Translation Request Form) X1 No

Integrating Contractor Logistic Support:
(c.g., purchasc 1tems, training venucs, translation, interpretation, and traince coordination)
Nat required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country
Manager and the A&AS Project Lead

(e lodging, wravel ammangements, ground transportation, airport pickup/drop-ofT, food and
beverage). Note: Justification required for food and beverage at training events,
Approved by Couniry Manager or Designee:

Comments:
Participant Information
First and last name Nalionality Position Place of
Duty
1|(b)}6) Ukrainian Head of the |aboratory 1b3)é3)-'10 usc (b)(5)
for the study of s
anthrax
2 Ukrainian Senior Research

Sclentist, Laboratory of

_ Mycotoxicology

3 Ukrainian Leading veterinarian,
laborataory of

] - mycotoxicology

4 Ukrainian Junior Researcher,

Laboratory of
leptospirasis

5 Ukrainian Junior Researcher,

Laboratory of
leptospirosis

) Ukrainian Researcher, Laboratory

of the study of anthrax

CBEP Training Event Plan (August 2018)
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Ukrairian

laboratory assistant,
Neuroinfection
Labgriatoiy

[0)3) 10
USC 130c

8 Ukrainian

Junior Researcher,
Neurvinfection
Laboratory

9 Ukrainian

1 Ukrainian

Head of the laharatory
for the study of
anthrax
Senior Research
Sclentist, Laboratory of
Mycotoxicology

1 Dkrainian

Leading veterinarian,
laboratory of
mycotoxicology

1 Ukrainian

Ukrainian

= |

Junior Researcher,
Laboratory of
leptospirosis

Junior Researcher,
Laboratory of
leptospirosis

1 Ukrainian

Researcher, Laboratory
of the study of anthrax

1 Ukrainian

Laboratory assistant,
Neuroinfection
Laboratory

1 Ukrainian

Junior Researcher,
Neuroinfection

Laboratory
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2223

Instructions
In accordunce with the Statement of Work (SOW), Task Qrder (TO), or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Manager/CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the evenl:

. . : . b)(5)
Sl Belvonr prmis chep-Lranres | 11'|||]
1

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - UA
b)(6)

Course Information

Date Submitted to CREP: 20181122

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT12-T01)

Type of Training: On-the-job (QJT)
SOW/TQ/CDRL: EIDSS & PACS Implementation TO9

Luocation of Trainin ;;l(b)'@”o USC 130c
B)(3)10 USC 130C

Start Date; 20181219
End Date: 20181221

Estimated Cost:

2 Yes L No  *I1fNo, include training matetial for PA approval, **

Has the Collaborater’s PA office approved the training material?
A Yes ONo ** 1M No, include traiming malerial for PA approval. **

e
CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
OYes (I Yes, specify language and ask COR for a Translation Request Form) X No

Interpretation Sgrviiws rigerd By
OYes (O Yos, speeify language and ask COR for a Translation Request Form) £ No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation, and trainee coordination)
Not required

ics 8 Sy ** Complete PLS form and submit via email to the Country b)(®)
Manager and the A&AYS Project Lead
(e.2.. lodging, travel arrangements, ground transportation, airport pickup/drop-off. food and
beverage). Note: Justification required for food and beverage at training events.
Approved by Country Manager or Designee:
Comments:
Participant Information
Last, First, MI Nationality Position Place ‘
af Duty
(0)(6) Ukrainian Postgraduate of Department of Molccular L%{g:)f??o
Diagnostics and Control -
Ukrainian Acting Head of the sector of Depaitiment
ol Bird hseases
Ukrainian Head of the Laboratory of Biotechnolopy
Ukrainian Acting Senior Rescarcher, Depattinent of
the Study of avian discases
Ukrainian Head of the Laboratory for the Study of
Tuberculosis and Brucellosis
Ukrainian Leading Rescarcher, Department for the
Study of TB and Bruccllosis
Ukrainian Head of the Laboratory for the Study of
Tuberculosis and Brucellosis
Ukrainian Junior researcher, department for the study
of tubcrculosis and bruccellosis
CBEP Training Event Plan (August 2018)
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b)(5)
(b)(8) Ukrainian A;ting Head of the Sector, Laboratory of E)%{g):??[)c
Virology
Ukrainian Leading Scientist Laboratory of Virology
Ukrainian Leading researcher, Pigs Kesearch
Laboratory
Ukrainian Head of Laboratory for Biosafety, Quality
Management and Metrology
Ukrainian Leading Metrology Engineer, Laboratory
for Biosatety, Quality Management and
Metrology
Ukrainian Acting Head of the Department,
Departiment of Moleeular Diagnostics and
Control
Ukrainian Head of the laboratory for the study of bird
. disenses
—
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UNCLASSIFIED
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Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event #

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl:
Elren Dot oo 1= 0 mbs ebhep=branmeedg il 11-|1I.l

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(UP)
[nstructor(s) Name and Email) {(P)6) |

Course Information
Date Submitted to CREP: 20]18-02-27

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial
SOW/TICDRL: EIDSS & PACS hoplementation TOY
b)(3).10 USC 130C

Location of T'rainingd

Start Date: 2018-04-24
End Date: 2018-04-30
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **

(0)(5)
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Translation Services Provided by DTRA:
O Yes (IfYes, specity langnagd and ask TOR for a Translation Reguest Form) B No

Interpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) 0 No

Integrating Contractor Logistic Support:
(e.2., purchase items. training venues, translation, interpretation, and trainee coordination)

CTR Logistics Support (CLS): ** Cumplete CLS fonm and subrmit vis enail 10 the Conniry Manayper
fnd the Travel Tewn: Qe T S e o e 4

(c.g.. lodging, travel arrangements, ground transportation, airport pickup/drop-oft, food, and
beverage). Note: Justification required for food and beverage at training cvents,

1. Tattee breaks and Lunches: Participants will be needing coffee breaks (morning at
10:00 AM and afternoon 3:00 PM) and lunches at 1:00 PM for participants (9 persons)

2. Woaden frames lor Certificates to it A4 format certificates (9 pieees)

Justification:

It is expected and customary m Ukraine for lunches and coffee breaks to be provided for all-
day traiming CofTee-breaks usually last about 13 minutes and there is not ample time for
trainees 1o leave the facility and re-enter 1o have a colfee-hreaks. Additionally, leaving the
facility for obtaining lunch/coffee-breaks will discupt training activities,

The Pathogen Asset Control System (PACS) improves the accountability of pathogens of
sceurity concern at partner facilities, which enhances biosafety and biosceurity for the
nonproliferation of biological weapons of mass destruction (WMD), PACS is provided to our
partner nations in response to the core nission of J3CTE to support the non-proliferation of
biological WMD. PACS training participation with provided coffee breaks is necessary 1o
obtain the full benefit of the event and ensure the ULS, Ciovernment's investment will lead 10
successful campaign in preventing the proliferation of biological WML as well ay complying
with 39 Comp. Gen. 119 (1959).

ocC|P)6)
hone numbcrm} I

b)(5)

Approved by Country Manager or Designee:

Comments:

S ———————O
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Participant Information

First and last name Nationality Position Place of
Duty

. |0)B) Ukrainian Bacteriologist b)(3):10 (b)(5)
reference laboratory %J:,,SO%
. for diagnosis of EDP

2. Ukrainian Head of the reference
laboratory for the
diagnosis of ONP

3. Ukrainian Doctor-viralogist of
virology reference
laboratory

4. Ukrainian Head of the
microbivlogical
reference laboratory
S. Ukrainian Head of Virology
Reference Laboratory
b, Ukrainian Bacteriologist of the
microbiological
reference laboratory
7. Ukrainian Duclor-virologist of
virology reference
laboratory

8. Ukrainian Bacteriologist
Microbiology

=

Reference Laboratory

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3



Obtained via FOIA by Judicial Watch Inc.

UNCLASSIFIED

Training Event Plan
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Part I: Training Event Plan (TEP)
Event #
Instructions

In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Munager/CBEP Training Coordinator via emal @ minimum ol 60 days prior to (he event:
Wl bl T3-7 mbs cbep-tranee nl anl |

b)(5)

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
(UP)

[astructorsi Name and Email1{°)©) |

Course Information

Date Submitted to CBEP: 20]8-02-27

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: On-the-Tob Training

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

Location of 'I‘mirlirlg:l'{b)'[3)31O USC 130c

Start Date: 2018-05-03
End Date: 2018-05-08
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

§ b)(5
C'TR Logistics Support (CLS): ** Comploie CLS [onm umed submit vin el 10 the Country Manower ¥o)

el the Travel Temn: BT TRTUOT J - 1=l Jow =T =Te e el i 1
(c.g.. lodging, travel arrangements, ground transportation, atrport pickup/drop-oft, food and
beverage). Note: Justification required for food and beverage at training events,

Approved by Country Manager or Designece:

Comments:

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

First and last name Nationality Position Place of
Duty b)(5)
1 b)(6) Ukrainian Bauterivlogist b)(3)10 USC
reference laboratory k-
| for diagnosis of EDP
2 Ukrainian Head of the reference
laboratory for the
diagnosis of ONP
3 Ukrainian Doctor-virologist of
virology reference
laboratory
4 Ukrainian Head of the
microbiclogical
reference laboratory
5 Ukrainian Head of Virology
Reference Laboratory
6 Ukrainian Bacteriologist of the
microbiological
reference laboratory
7 Ukrainian Doctor-viralogist of
virology reference
laboratory
8 Ukrainian Bacteriologist
Microbiology
Reference Laboratory
CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event #
Instructions

In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Munager/CBEP Training Coordinator via emal @ minimum ol 60 days prior to (he event: b)(5)
Hiva belvonr 13-7 by choepsteaniee el anll

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
L) [BY6)

lnstructurlsl Name and Emnill
Course Information

Date Submitted to CBEP: 20]8-02-27

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: Initial

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

Location of ‘I'raining: [(P)(3):10 USC 130c

Start Date: 2018-04-10
End Date: 2018-04-13
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
®Yes ONo M ICNo, include raiming material for PA approval, **

Has the Collaborator’s PA office approved the training material?
BYes ONo **I1fNo. include training material for DA approval. **

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
O Yes (IT7Yes, specity langnagd and ask UOR for a Translation Request Form) B No

Lnterpretation Services Provided by DTRA:
LI Yes (I Yes, specify language and ask COR for an Interpretation Request Form) ¥ No

Integrating Contractor Logistic Support:
{e.z.. purchase items. training venues, translation, interpretation, and trainee coordination)

CTR Logistics Support (CLS): ** Compleie CLS form and submil vin email 1o the Country Manager
ek the Travel Temm: EToa BT T s e Tr e T-Tem G e, il

(c.g.. lodging, travel arrangements, ground transportation, atrport pickup/drop-oft, food, and
beverage). Note: Justification required for food and beverage at training events,

1. Daftee beeaks and Lunches: Participants will be needing coffee breaks (morning at
10:00 AM and afternoon 3:00 PM) and lunches at 1:00 PM for participants (7 persons)

2. Wooden frames for Certificales to il A4 format centificales (7 picees)

Justification:

[t is expected and customary in Ukraine for lunches and coffee breaks to be provided for all-
day training Coffce-breaks usually last about 15 minutes and there is not ample time for
trainces to leave the facility and re-enter to have a coftec-breaks. Additionally. lcaving the
facility for obtaining lunch/cotfec-breaks will disrupt training activitics,

The Pathogen Asset Control System (PACS) improves the accountability of pathogens of
securily concem al pariper facilities, which enhances biosafety and biosecurily oy the
nonproliferation of biological weapons of mass destruction (WMD), PACS is provided to our
partner nations in response to the core mussion ot J3CTB to support the non-proliteration of
hiological WM. PAC'S training participation with provided coffee hreaks is necessary 1o
obtain the full benetit of the cvent and cnsure the U.S. Government's investment will lead to a
succcssful campaign in preventing the proliferation of biclogical WMD as well as complying
with 39 Comp. Gen. 119 (1959).

P()(::l(b)(ﬁ)

Approved by Country Manager or Designee:

Comments:

(0)(5)

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

Fiost and Tast namg Nationality Pusitiun Plave ol
o L 1G]
1|(b)(6) Ukrainian Head of the National b)(3):10 USC
130c

Center for strains of
IRICIOUIEaNTETS

2 Ukrainian Head of the sector of
development of
technologies of
lyaphilization and
storage of strains of
microorganisms

3 Ukrainian The controller of the
sector of development
of technologies of
lyophilization and
storage of strains of
microorganisms

4 Ukrainian lunior researcher of
biotechnology and
guality contrel viral
drugs

5 Ukrainian Head of the
department of
hacteriological
rescarch and quality
control of the vVID

6 Ukrainian acting Head of the
sector of maintaining
reference cultures of

microorganisms

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event #

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinator via email a mimimum ol 60 days prior to the evenl:
fen belvenr [3- 7 by chep-teanimed neal anl,

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Code: Black & Veatch  Ukraine
L 516

Instruclurlsl Mame and I-_m'alll

Course Information
Date Submitted to CREP: 20]18-02-27

List Course Number(s) and Name(s):

Pathogen Asset Control System v3 Administration TRNHAS-0015%;
CIT12-TO1 PACS Administrating;

Pathogen Asget Control System vS Usage, TRNHAS-00157;
CITII-TOI PACS Using,

Type of Training: On-the-Tob Training

SOW/TGICDRL: EIDSS & PACS Inplementation TOY

| Location of I'raining: [©)3):10 USC 130c
[0)(3):10 USC 130c

Start Date: 2017-04-16
End Date: 2017-04-20

Has the 'I'RA Public Alfaics (PA) office approved the training malterial?
®Yes ONo ** 1INo, imclude traming malerial for PA approval. **

Has the Collaborator’s PA office approved the training material?
B Yes ONo **II No, include training material for PA approval, **

(0)(3)

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
0O Yes (If Yes, specity language and agk COR for a Translation Request Form) & No

Interpretation Services Provided by DTRA;
0 Yes (If Yes, specify language and ask COR for an Interpretation Reguest Form) 5 No

Integrating Contractor Logistic Support:
(c.p., purchasc items, training venues, translation, interpretation, and traince coordination)

3): H* Complete CLS forin and submit via email to the Country Manager

and the Trave! Terme Boa Delvoe 137 sl et fay el Teaona siai nnl¥y b)(5)
(¢.g., lodging, travel asrangements, graund transportation, airport pickup/drop-coff, food and
beverage). Note: Justification required for-food and beverage at training events,

Approved by Country Manager or Designec:

Comments:

CBEP Training Event Plan (February 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Coaoperative Threat Reduction (CTR)

Participant Information

First and last name Nationality Position Place of Dut
[e)6) Ukrainian | Head of the National [b)3)10 USC o))

Center fur strains of 130c
microorganisms

2. Ukralnian Head of the sector of
development of
technologies of
lyophilization and
storage of strains of
MICroorganisms

3. Ukrainian The controller of the
sector of development
of technologies of
lyophilization and
storage of strains of
microanrganiame

4. Ukrainian Junior researcher of
biotechnology and
quality control viral

' drugs

5. = Okrainian Head of the
department of
bacteriological
research and gquality
control of the VID

b. Ukrainian acting Head of the
sector of maintaining
reference cultures of
microarganisms

s

S ————————
CBEP Training Event Plan (February 2018)
Distribution A. Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-In Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2336

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl:
Hllu elvonr |1|_mh\.t.'hx.'h-lli|1n|r|!!’H P | 1|'|||, |

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - UA
(b)(6)

Course Information

Date Submitted to CBEP: 20190517

List Course Number(s) and Name(s): P.2 - PACS Adminmistrating (CI'T12-T01)

Type of Training: On-the-job (OJT)
SOW/TOMCDRI.: EIDSS & PACS Implementation TO9
D)(3).10 USC 130cC

Location of Training:

Start Date; 2019061 )
End Date: 2019063

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
HYes ONo ¥ IfNo, include training material for PA approval, *¥

Has the Collaborator’s PA office approved the training material?
M Yes [ONo  ** I No, include training material for PA approval, **

T'ranslation Services Provided by DTRA:

(0)(5)

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

OYes (I Yos, specify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
OYes (I Yos, specify language and ask COR for a Translation Request Form) No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation, and traince coordination)
Not required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country
Manager and the A&AS Project Lead

(e, lodging, travel arrangements, ground transportation, airport pickupidrop-ofT, food and
beverage). Note: Justification required for food and beverage at training events.

Approved by Couniry Manager or Designee:

Comments:

(0)(5)

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unelassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

! Last, First, M1 Nationality Position Place of Duty | (D)(5)
b)(6) Ukrainian TBD e

Ukrainian TBD |

Ukrainian TBD

Ukrainian TR :

Ukrainian TBD |

Ukrainian TBD _

Ukrainian TBD |

Ukrainian TBD |

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2238

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP, Submit the TEP to the Country
Manaper/CBEP Training Coordinator via emal @ minimum ol 60 days prior to (he event:

e bebne el cbueme beinaee el H'I;l]

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

ntry Code: B&V - UA

Course Information

Date Submitted to CBEP: 20]8]228

List Course Number(s) and Name(s): P.2 - PACS Adminmistrating (CI'T12-T01)

Type of Training: On-the-job (OJT)

SOW/TOMCDRI.: EIDSS & PACS Implementation TO9

b)(5)

[PXE)10USC 730¢

ILaocation of Training:

b)3):10 USC 130c

Start Date; 20190122
End Date: 20190124

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
ZYes [ONo **If No, include training matcrial for PA approval, **

Hus the Collaboratur’s PA office approved the training material?
A Yes [ONo  ** Il No, include traiming malerial for PA approval, **

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Translation Services Provided by DTRA:
OYes (If Yes, specify language and ask COR Tor a Translation Request Form) X No

Interpretation Services Provided by DTRA:
OYes  (If Yos, specify language and ask COR for a Translation Request Form) No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training vcnues, translation, interpretation, and traince coordination)
Not required

CTR Logisties Support (PLS): ** Complete PLS form and submit via email to the Country (0)O)
Manager and the A& AN Project Lead

{e.z.. lodging, travel arrangements, pround transportation, airport pickup/drop-off, food and
beverage). Note: Justification required for food and beverage at training events.
Approved by Couniry Manager or Designee:

Comments:

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unelassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Participant Information

ast, Firs Nationality ) Position : / b)(5)
(0)(6) Ukrainian ~ Labwratory assistant SPEI L
ol the Microbiology
Laboratory
Ukrainian Head of the
Diphtheria
Lahicalory
Ukrainian ~Junior Research
Scientist of the
Diphtheria
Laboratory
Ukrainian  Research Scientist of
the Rickettsiosiy
[ ahoralory
Ukrainian lcad of the
Rickettsiosis
[aboratory
Ukrainian ~ Lead Research
Scientist of the Q-
Fever Laboratory
Ukrainian Rescarch Scientist of
the Q-Fever
_ Luboratory
Ukrainian ~Senior Research
Scientist of the TV
Laboratory
Ukramian ~ Senior Research
Scientist of the TVI
| _Luboratory

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2270

Instructions
In accordunce with the Statement of Work (SOW), Task Qrder (TO), or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Manager/CBEP Training Coordinator via emiail & minimum ol 60 days prior to (he event: (b)(3):10 USC 130c
""“"” el enr pi milys chep-traminwdo nen il |

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - LA
(b)(B)

Course Information
Date Submitted to CBEP: 20190305

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT12-T01)
Type of Training: Initial

SOW/TO/CDRL: EIDSS & PACS Implementation TOY
[0)3).10 USC 130¢C

Start Date: 2019031
End Date: 20190322

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
X Yes ONo  ** 1 No, include training material for PA approval, **

Has Lhe Collaborator’s PA office approved the training material?
X Yes ONo **]fNo. include training material for PA approval, **

Translation Services Provided by DTRA:
O Yoo (If Yes, specify language and ask COR for a Translation Request Form) B Nu

CBEP Training Event Plan (January 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Interpretation Services Provided by DTRA:
O Yes (If Yes, specify language and ask COR [or an Interpretation Request Form) 34 No

Integrating Contractor Logistic Support:
(c.g.. purchase items, training venues, translation, interpretation. and traince coordination)

Comments:
Participant Information
Last, First, MI Nationality Position Place of Duty
(0)(G) Ukrainian TBD b)(3):10 USC e ks

I Ukrainian ' TBD e | |
Ukrainian TBD ||
Ukrainian TRD | |
Ukrainian TBD ||
Ukrainian TBD ||
Ukrainian TBD ||
Lkrainian TBD | | ]

CBEP Training Event Plan (January 2018)

Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2271

Instructions
In aecordunce with the Statement of Work (SOW), Tusk Order (TO), or Contract Data
quulrumnts Ll:-.t (( DRL) <1II tldmlna events require & TEP. Submit the TEP to the Country
gil & minimum ol 60 days prior to (he event:

1rr;: bulviir pimbx chep-trainineia il il

| =

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - LA

b)(6)

Course Information

Date Submitted to CBEP: 20190305

List Course Number(s) and Name(s): P.2 - PACS Adminmistrating (CI'T12-T01)

Type of Training: On-the-job (OJT)

SOW/TOMCDRI.: EIDSS & PACS Implementation TO9

Location of Training: [P)(3)10 USC 130c

Start Date: 20190325
End Date: 20190327

Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
HYes ONo *IfNo, include training material for PA approval, **

Has the Collaborator’s PA office approved the training material?
M Yes [ONo  ** I No, include training material for PA approval, **

T'ranslation Services Provided by DTRA:

(0)(3)

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

O Yes  (If Yoy, speeify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
UYes  (1f Yos, specity language and ask COR for a Translation Request Form) X1 No

Integrating Contractor Logistic Support:
(c.g., purchasc 1tems, training venucs, translation, interpretation, and tramnce coordination)
Not required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country
Manager and the A&AS Project Lead

(e.g.. lodging, wavel arrangements, ground transportation, airpont pickup/drop-ofT, food and
beverage). Note: Justification required for food and beverage at training events.
Approved by Couniry Manager or Designee:

Comments:

Participant Information
Last, First, M1 | Nationality Position Place of Duty

(b)(6) Ukrainian TBD D)E)10USC ]
1 keainian TRD e i
Ukrainian TBD |
Ukrainian : 8D
Ukrainian TBD |
Ukrainian TBD |
Ukrainian TRD |
Ukrainian TBD |

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2

(0)(3)
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2297

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country
Manager/ CBEP Trainimg Coordinalor via email a mimimum ol 60 days prior to the eventl:
Hll'.; [y ls coige L1l [TRIETS t'huh-ll:nnlrlufu P | 11|||.|

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

BTRIC/Government Collaborator’s Name and Country Cade: B&V - LA

@

(6)

Course Information
Date Submitted to CBEP: 20190320
List Course Number(s) and Name(s): P.2 - PACS Administrating (CITI12-T01)
Type of Training: On-the-job (OJT)
SOW/TOVCDRL: EIDSS & PACS Implementation 109

Location of Trainingl'[b}{s):10 e

Start Date: 20190403
End Date: 201920405

Estimated Cost:

Has the D'TRA Puhlic Affairs (PA) office approved the training material?
X Yex [ONa  *#If No. include teaining material for PA approval. **

Has the Collaborator’s PA office approved the training material?
X Yes DONo **IfNo, include traiming material for PA approval, *¥

Translation Services Provided by DTRA:

b)(5)

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

OYes  (If Yos, speeify language and ask COR for a Translation Request Form) No

Interpretation Services Provided by DTRA:
UYes  (1f Yos, specity language and ask COR for a Translation Request Form) X1 No

Integrating Contractor Logistic Support:
(c.g., purchasc 1tems, training venucs, translation, interpretation, and traince coordination)
Nat required

CTR Logistics Support (PLS): ** Complete PLS form and submit via email to the Country BE)
Manager and the A&AS Project Lead
(e lodging, wravel ammangements, ground transportation, airport pickup/drop-ofT, food and
beverage). Note: Justification required for food and beverage at training events,
Approved by Couniry Manager or Designee:
Comments:
Participant Information
First and last name Nationality Position Place ol
Duty
1|(0)(6) Ukrainian Head of the laboratory for the b)(3):10
i ] study of anthrax - UsC130c
2 Lkrainian . Senionr Research Scientist,
Labaratory of Mycotoxicalogy | |
3 UKrainian . Leading veterinarian,
Laboratory of Mycotoxicology | |
1 Ukrainian ~ Junior Researcher, Laboratory
of leptuspirosis | |
5 Ukrainian ~ Junior Researcher, Laboratory
of leptospirasis ||
6 Ukrainian  Researcher, Laboratory of the
. . study of anthrax
7 Ukrainian ) laboratory assistant,
Neuroinfection Laboratory | |
3 Ukrainian ~ Senior Researcher, Laboratory
of Anaerobic Infections

CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

b)(5)

9. (b)(6) Ukrainian _Leading Researcher, Laboratory tﬁg(g)-:g[)c
of Anaerobic Infections |
10 Ukrainian ~ Senior Researcher, Laboratory
of Anaerobic Infections |
11 Ukrainian ~ Researcher, Laboratory of
anaerobic infections |
12 Ukrainian . Leading veterinarian,
Laboratory of Anaerobic
Infections |
13 Ukrainian _ Senjor Researcher, Laboratary
of Bacterial Animal Diseases |
14 Ukrainian Leading veterinarian,
Laboratory of bacterial animal
diseases |
15 Ukrainian ) Leading veterinarian, )
Laboratory of bacterial animal
diseases |
16| Ukrainian Specialist of Scetor of
_ international relations and GIS
CBEP Training Event Plan (August 2018)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 3
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

Part I: Training Event Plan (TEP)
Event # 2735

Instructions
In accordunce with the Statement of Work (SOW), Task QOrder (TO)Y, or Contract Data
Requirements List (CDRL), all training events require a TEP. Submit the TEP to the Country

Manager/BTRP Trainimg Coordinalor via email a mimimum ol 60 days prior to the evenl: (0)(5)
Ull':; el et ot mlss l'l-|!II'|'!-|l':l||’1i|1’.!'e’.|’ Pl ml]l

NOTE: Canceled events - Notify the training team via the email above.
Rescheduled cvents - Send an updated TEP to the cmail above.

=

1 groment Collaborator’s Name and Country Code:
lack & Veatch {b)(6)

Course Information

Date Submitted to BTREP: 20211109

List Course Numhber(s) and Name(s): CIT12-T01 PACS Administrating (OIT)

Type of Training: Refresher

SOW/TO/CDRL: EIDSS & PACS Implementation TO?7
0)3) 10 USC 130C

Location of Training

Start Date: 20211129
End Date: 20211130
Estimated Cost:

Has the DTRA Public Affairs (PA) office approved the training material?
® Yes [ONo "*IfNo, include training material for PA approval. **

Has the Collaborator’s PA office approved the training material?
®Yes [ONo **I1fNo, include training material for PA approval. **

Translation Services Provided by DTRA:

O Yes (If Yes, specify languape and ask COR for a Translation Request Form) & No

Interpretation Services Provided by DTRA:
O Yes (If Yes, specify language and ask COR for an Interpretation Request Form) B No

BTRP Training Event Plan (January 2019)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 1
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UNCLASSIFIED

Training Event Plan
Cooperative Threat Reduction (CTR)

[ntegrating Contractor Logistic Support: N/A
(e.g.. purchase items, raining venues, translation, inlerpretation, and trainee coordination)

CTR Logistics Support (PLS): ** Complete PLS fim and submit via email 1o the Country Manager
and the ARAS Projeet Load

(c.g., lodging, travel arrangements, ground transportation, airport pickup/drop-off, food and
beverage). Note: Justification required for food and beverage at training events.
Approved by Country Manager or Designee:

Comments:
Participant Information
[ Last First MI | Nationality Pasition Place of Duty )5
(b)6) Ukrainian ~Head of Avian b)(3):10 USC 130c
_ Discases Lab
Ukrainian Head of Virology lab
Ukraimian ~ Head of genetics of

microorganisms lab

BTRP Training Event Plan (January 2019)
Distribution A, Approved for Public Release: Distribution unlimited
Unclassified/For Official Use Only when Filled-1n Page 2
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REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
AKT [EPEJAYI NIPAB BJIACHOCT! YPSJIV CIIA

TOP-BYCO-U183

This Act is concluded by the undersigned representatives of the Defense Threat Reduction Agency (DTRA) - Department of

Defense of the United States of Amcrica and M@)Q)J 0 USC 130c

acknowledges receipt on behalf of National Academy of Agranian Sciences of Ukmaine on the basis of the following

erences: Agreement Between the United States of America and Ukraine Concerning Assistance to Ukraine in the Flimination
of Strategic Nuclear Arms, and the Prevention of Proliferation of Weapons of Mass Desuuction, dated October 25, 1993, as
amended and extended to December 31, 2020, as per the Diplomatic Note of the Ministry of Affairs of Ukraine #414/23-196/54-
2540, dated December 27, 2013 (U.S. — Ukraine CTR Umbrella Agreement); * Agreement Between the Department of Defense of
the Unuted States of America and the Ministry of Heslth of Ukraine Concerning Cooperation in the Area of Prevention of
Proliferation of Technology, Pathogens and Expertise that Could Be Used in the Development of Biological Weapons” dated
August 29, 2005 Biological Threat Reduction Implementing Agreement - BTRIA,

@ﬁ USC 130c__ | According to the report DTRA transfers the ownership of property speciiied o the inventory list attached and
(N (r"‘e

DIE)10 USC 1300

The undersigned parucipanis acknowledge that the United States of Amcrica retains rights of audit and examination of the
transferred material and related records and documentation in accordance with the procedures defined in Article X of the

Agreement,

Huxue Bkazaui mpeacTaBHUKH 3acBLTYYIOTH 10 Cnonyveni LUTtatH Amepyiki 36epiraiors 3a cofoi0 mpapo ma ayaurt i ornan
nepejAHHX MATepianie i BIANOPIAHMX 3aNKCB TA AOKYMeHTAT BiANOBIAHO 3 MPOUETYPAMK BKa3AHHMH B cTatTi X Vroan.

The property listed in A nt 1, in total value of $4010,77 has been delivered t%b)@" and the inventory inspected and
confirmed accurate by the 2][23 representative.

D)E)10 USC 1300

b)(8)
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@ Obtained via FOIA by Judicial Watch Inc.
TOP-BVCO-0203

REPORT OF TRANSFER OF U.S, GOVERNMENT PROPERTY OWNERSHIP

AKT NEPEJAYI INPAB BJIACHOCTI YPAAY CLUA
TOP-BVCO-0203

This Act iy concluded by the undersigned re
Delense of the Uniled States of America and th

[b)(3):10 USC 130c Iccording o the report DTRA transfers the ownership of property specified in the inventory list attached and
IVM acknowtedges receipt on hehalf of National Academy of Agrarian Sciences of Ukraine on the basis of the following
references: Agreement Between the United States of America and Ukraine Concerning Assistance to Ukraine in the Elimination
of Strategic Nuclear Arms. and the Prevention of Praliferstion of Weapons of Mass Destruction, dated October 25, 1993, as
amended and extended to December 31, 2020. as per the Diplomatic Note of the Ministry of Affairs of Ukraine #314/23-196/34-
2540, dated December 27, 2013 (U.S. - Ukraine CTR Umbrella Agreement): “Agreement Between the Depariment of Defense of
the United States of America and the Mimisiry of Health of Ukraine Concerning Coaperation in the Arca of Prevention ol
Proliferaton of Technology, Pathogens and Expertise that Could Be Used in the Development of Biological Weapons™ dated
August 29, 2005 Biological Threat Reduction Implementing Agreement — BTRIA.

(0)(3).10 USC 130C

The undersigned participants acknowledge that the United States of America retains rights of aodit and examination of the
transterred material and related records and documentation in accordance with the procedures defined in Article X of the
Agreement

Hivkue Brazami npcactasHukn 3aceiauytoTe wo Cronyycki Ltatit AMcpuky 30¢piratoth 3a cobow npaso Ha ayait i orian
nepeanix Marepiania i RINNOBIAHAX 3aNHCIB Ta AOKYMEHTALIT BIANOBIAHO 3 NPOUEAYpPaMH BKalaHMMH B c1aTTi X Yroau.

The property listed in Attachment 1. in total value of $1.754.05 has been delivered w and the inventory inspected and
conlirmed accurate by the 1VM representative.

b)(6)
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Q) Obtained via FOIA by Judicial Watch Inc. TOP-BVCO-0204

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
' AKT INEPEJIAYI ITPAB BTACHOCTI VPSLLY CHIA

TOP-BVCO-0204

This Act is “'“’“lu‘jed h)’ lhc Und‘f{\lgmd representatives ol the Defense Threat Reduction Agency (DTRA) - Department of
:a and 1hdD)(3):10 USC 130c

(b)3):10 USC 130c hecording to the report DTRA transfers the
awnership ol property speciiied 1n the (nventory NSt artached an@ﬁm-es receipt on behalf of Nauonal Academy
ol Agrarian Scicnces of Ukraine on the basis of the fullowing relerences: Agreement Between the United States of America and
Ukraine Concerning Assistance to Ukraine in the Ehminution of Strategic Nuelear Arms. and the Prevention of Prohiferation of
Weapons of Mass Destruction. dated Octaber 25, 1993, ay amended and extended to December 31, 2020. as per the Diplomatic
Nate of the Ministry of Affairs of Ukraine #414/23.196/54.2540. dated December 27. 2013 (U.S. — Ukraine CTR Umbrella
Agreement)y “Agreement Between the Dcpnr(mcnl of Defense of the United States of America and the Ministey of Health of
Ukraine Concerning Cooperaion in the Area ol Prevenuon of Proliferation ol Technology, Pathogens and Expertise that Could
Be Used in the Development ol Biological Weapons™ dated August 29, 2005 Biological Threat Reduction Implementing
Agreement — BTRIA.

(0}(3).10 USC 130C

The undersigned participants acknowledge that the United States of America retans righis of audit and exanunanon ot the
transferred material and related records and documentation 1n accordance with the procedures defined in Article X of the
Agreement,

(0)(3).10 USC 130C

The property listed in Atlachment [ in total value of $2.212.31has been delivered 1 |I{t[)21[§):10 and the inventory inspected and
confirmed accurate by (WP)E)X10  |representative.

1S 1230~
D)3)10 USC 1300

b)(6)
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TOP-BVCO-0205

@ REPORT OF TRANSFER OF U.S, GOVERNMENT PROPERTY OWNERSHIP
AKT INIEPEJAAUYI IIPAB BJACHOCTI YPHLY CLIA

TOP-BVC0O-0205

This Act s concluded by the undersigned representatives of the Defense Threat Reduction Agency (DTRA) - Department of

Defense of the United States of America and(P)(3):10 USC 130c

|(b}(3):10 USC 130c : According to the report DTRA transfers the ownership
ol property specified in the inventory list attached and ';D,l)r(a)'m USC IcKnowledges receipt on behalf of the Ministry of Health of

Ukraine on the basis of the Tollowing references: Agreement Between the United States of America and Ukraine Concerning
Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proleration of Weapons of Masg
Destruction, dated October 25. 1993, as amended and extended to December 31, 2020, as per the Diplomatic Note of the Minisiry
of Alfairs of Ukraine #414/23-196/54-2540. dated December 27, 2013 (U.S. - Ukraine CTR Umbrella Agreement); “Agreement
Between the Department of Defense of the United States of America and the Ministry of Health of Ukraine Concerning
Cooperation in the Area of Prevention of Proliferation of Technology. Pathogens and Expertise that Could Be Used in the
Development of Biological Weapons™ dated August 29, 2005 Biological Threat Reduction Implementing Agreement = BTRIA.

DIE).10 USC 1300

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the
trunslerred material und related records and docuinentation in accordance with the procedures defined in Article X of the
Agreement.

Hikue BKazaHi NpeacTaBHUKH 3acBiTtyi0Te wo Cnoayvesi Ltarn Amepuku 30epiraioth 3a coD0I0 NPABO Ha ayanT 1 ONIA
nepeaaHny MaTepiatis | BIANOBIIHNX JANHCIE TA JOKYMEHTALIT BIANOBIAHO 3 NPOLEAYpaMH BKalaHHMK B cTaTTi X Yroa.

o s : : i ([D)3)10 USC : -
The property listed in Atachment 1, in total value of $ $2.401.31 has been delivered Gfian- and the inveniory inspected
and conlirmed accurate by the RIEH LNMU representative,

DIGE)10 USC 1300

(0)(6)




Obtained via FOIA by Judicial Watch Inc.

Page 333 of 345
Withheld pursuant to exemption
(b)(4) : (b)(B): (B)(3):10 USC 130¢

of the Freedom of Information and Privacy Act




Obtained via FOIA by Judicial Watch Inc.

— TOP-BVCO-0229

=)

KEPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
AKT EPEJAYI NIPAB BIACHOCTI YPRAY CIIA

TOP-BVCO-0229

{DTRA) - Depastment of

This Act umnchdedbytlwundansml —

B)(3)10 USC 130C | According 10 the report DTRA transfers the
ownership of property specified in the inventory list attached and{0)(3) 10] acknowledges receipt on behalf of National Academy
of Agrarian Sciences of Ukraine on the basis of the following references: Agreement Between the United Staies of America and
Ukraine Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation of
Weapons of Mass Destruction, dated October 25, 1993, as amended and extended to December 31, 2020, as per the Diplomatic
Note of the Ministry of Affairs of Ukwnine #414/23-196/54-2540, dated December 27, 2013 (U.S. - Uknaine CTR Umbrella
Asmunem); wmmmdm&mdﬁevmmdmummmomwhd

Cooperation in the Area of Prevention of Proliferation of Tectmology, Pathogens and Expertise that Could
mummtumdwwwmwmm 2005 Biological Threat Reduction Implementing

B)(3).10 USC 130c

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of Lhe
transferred material and relsted records and documentation in accordance with the proceduwres defined in Asticle X of the
Agrecment.

Huxvwe maawi npeacrasumn 1acsinvyiors mo Coowyweni [lharu Asepincn 30epiraioms 38 coboo npano na aynwr i orsun
NEPCRAHIX METCPIANIS ) BUTIOBIAMIX JAAMCIS T8 JOKYMCHTAL BIANOBLIHO 3 MPOLCAYPaMM BXasaHHMH B crarTi X Yrogw.

The property listed in Attachment 1, in total value of $1,174.00 has been delivered 10| o ' nd the invertory inspected and
mmmo”ﬂb){S)iO |Wm

(0)(3).10 USC 130C

b)(6)
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o
@ Obtained via FOIA by Judicial Watch Inc. . 4 TOP-BVCO-0232

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
AKT DEP 1 NIPAB BJIACH P 1A

TOP-BYCO-0232

This Act is concluded by the undersigned representatives of the Defense Threat Reduction Agency (DTRA) - Department of
Defense of the United States of America and the |(b)(3):10 USC 130c |

[£)3) 10 USC 130c | According to the report D transiers the ownership of property specified in the inveniory list aftached
and|D)3)1 | acknowledges receipt on behalf of the Ministry of Health of Ukraine on the basis of the following references.
Agreement Between the United States of America and Ukraine Concemning Assistance to Ukraine in the Elimination of Strategic
Nuclear Arms, and the Prevention of Profiferation of Weapons of Mass Destruction, dated October 25, 1993, as amended and
extended to December 31, 2020, as per the Diplomatic Note of the Ministry of Affairs of Ukraine #414/23-196/54-2540, dated
December 27, 2013 (U.S. - Ukraine CTR [ fmbrella Agreement), “Agreement Between the Department of Defense of the Linited
States of America and the Ministry of Health of Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of
Technology, Pathogens and Expertise that Could Be Used in the Development of Biological Weapons™ dated August 29, 2005
Biological Threat Reduction Implementing Agreement — BTRIA.

b)(3):10 USC 130c

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the
transferred maierial and related records and documentation in accordance with the procedures defined in Anicle X of the

Agreement,

Hitkue pxasani npeacrassnky sacsiavyors o Croayyeni LHratn Amepnsn 36epiraiots 3a cobowo npaso Hs ayasT i orasn
NEPCABHIX MATEPIANIB | BUINOBUIHKX 3ANHCIB TA AOKYMENTAL BLINOBUINO 3 NPOLIEAYPAMH BKA3ZHHMH B cTaTTi X Yroan

The property listed in ment 1, in total value of $ 1,114.35 has been delivered to[?)C) ! | and the inventory inspected and
confirmed accurate by t f?}f{?{“o representative.

(0)(3).10 USC 130C

b)(6)
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)|  REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
AKT NEPE/IAY] NIPAB BJACHOCTI YPAAY CLUA

TOP-BVC0-0213

This Act is concluded by the undersigned representatives of the Defense Threat Reduction Agency (DTRA) - Department of

Defense of the United States of America and the[(D)(3) 10 USC 130c

[(0)(3):10 USC 130c According to the report DTRA transfers the
ownership of property specified in the inventory list attached and(2)3) 10 [acknowledges receipt on behalf of National Academy

of Agrarian Sciences of Ukraine on the basis of the following references: Agreement Between the United States of America and
Ukrainc Concemning Assistance 1o Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation of
Weapons of Mass Destruction, dated October 25, 1993, as amended and exiended 10 December 31, 2020, as per the Diplomatic
Note of the Ministry of Affairs of Ukraine #414/23-196/54-2540, dated December 27, 2013 (U.S. — Uknaine CTR Umbrella
Agreement). “Agreememt Between the Depariment of Defense of the United States of America and the Ministry of Health of
Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of Technology, Pathogens and Expertise that Could
Be Used in the Development of Biological Weapons™ dated August 29, 2005 Biological Threat Reduction Implementing
Agreement - BTRIA.

b)@)10 USC 1300

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the
transferred material and related records and documentation in accordance with the procedures defined in Article X of the
Agreement,

Huxue sxazani npeacrasHukn 3aceigayrots o Cnoayyeni Lltatn Amepuku 36epiraiore 3a cobolo npano Ha ayauT i orisa
NEPCAGHHX MATCPIaNiB i BIANOBIIKKX 3AMHCIB TA AOKYMEHTALLIT BIANOBIANO 3 NPOUCAYPAMH BKAZANHMH B CTaTTE X Yroau,

The property listed in Attachment 1, in total value of $3,029.45 has been delivered tf?g;(?_):m and the inventory inspected and
confirmed accurate by the[(p)3).10 Jepresentative.

DIGE)10 USC 1300

b)(8)
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REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
NEPE I BB 1y C

TOP-BVCO-0234

This Act is concluded by the undersigned representatives of the Defens
Defense of the United States of America and the [2)(3):10 USC 130c
According to the report DTRA transfers the ownership of property specified in the inventory list attached md|_{b)_(§)i_1_0_ |
acknowledges receipt on behalf of of the Ministry of Health of Ukraine on the basis of the following references: Agreement
Betweeén the Usgiied Staies of Amsvigigand Ukraine Conceming Assistance to Ukraine in the Elimination of Strategic Nuclear
Anns, and the Prevention of Proliferation of Weapons of Mass Destruction, dated October 25, 1993, as amended and extended

to December 31, 2020, as per the Diplomatic Note of the Ministry of Affairs of Ukraine #414/23-196/54-2540, dated
December 27, 2013 (U.S. - Ukraine CTR Umbrelia Agreement): “Agreement Between the Department of Defense of the
United States of America and the Ministry of Health of Ukraine Concerning Cooperation in the Ares of Prevention of
Proliferation of Technology, Pathogens and Expertise that Could Be Used in the Development of Biological Weapons™ dated
August 29, 2005 Biological Threat Reduction implementing Agreement — BTRIA,

bI@)10 USC 1300

The undersigned panticipants acknowledge that the United States of America retains rights of audit and examination of the
transferred material and related records and documentation in accordance with the procedures defined in Article X of the
Agreement,

Hitkye pxazani npeactastnky 1acsiayors wo Cnonyveni Wtaty Amephxu 36epiraiorh 3a coboto npaso Ha ayanT i Oras
NepeiaHnX MATEPIANIB i BLNOBLIHKMX JANHCIB TR ZOKYMEHTALIT BI/INOBIRHO 3 IPOUEAYPAMH BKAIAHHMH B cTaTTi X Yroau.

The property listed in Attachment 1, in total value of $1,814.77 has been delivered to2)®){and the inventory inspected and
confirmed accurate by the PHC representative.

(0)(3).10 USC 130C

b)(6)
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TOP-BVCO-0235

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
EPE ACHOCTI YP.

TOP.BVCO0-0234

This Act is concluded by the undersigned repres ; i DTRA) - Department of
Defense of the United States of America and thefP)(3):10 USC 130c

|{b){3)110 USC 130c According (o the report DTRA
transfers the ownership of property specified in the inventory Iist attached and{?l@-’ﬁﬂ |acknow!edgcs receipt on behalf of the
State Veterinary and Phytosanitary Service of Ukraine on the basis of the following references: Agreement Between the Linited
States of America and Ukraine Conceming Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the
Prevention of Proliferation of Weapons of Mass Destruction, dated October 25, 1993, as amended and extended to December 31,
2020, as per the Diplomatic Note of the Ministry of Affairs of Ukraine #414/23-196/54.2540, dated December 27,2013 (U.S. -
Ukraine CTR Umbrella Agreement); “Agreement Between the Department of Defense of the United States of America and the
Ministry of Health of Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of Technology, Pathogens and
Expertise that Could Be Used in the Development of Biological Weapons™ dated August 29, 2005 Biological Threat Reduction
Implementing Agreement — BTRIA.

D)3)10 USC 1300

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the
transferred material and related records and documentation in accordance with the procedures defined in Article X of the
Agreement.

Hux4e prazani npeacTaBHKkd 3achinyyots wo Cnonyyeni LUtatn Ameprky 30epiraiors 3u coboo Npaso Ha ayanT i orisg
nepesanix MaTepianip i BiANOBIAHUX IANHUCIB T8 AOKYMEHTANIT BIANOBIAHO 3 NpoueaypamMH Bkatakrmy B ctatTi X Yroam.

The property listed in Attachment 1, in total value of $1,537.12 has been delivered l-{b)(3)31 0 |and the inventory inspected and
confirmed accurate by thqb)(3):10  |representative. m

(0)(3).10 USC 130C

(0)(6)




Obtained via FOIA by Judicial Watch Inc.

Page 343 of 345
Withheld pursuant to exemption
(b)(4) : (b)(B): (B)(3):10 USC 130¢

of the Freedom of Information and Privacy Act




Obtained via FOIA by Judicial Watch Inc. TOP-BVCO-0266

@ REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP
AKT IEPEJAAUYI ITPAB BJIACHOCTI YPALY CIIA

TOP-BVCO-0266

This Act ts concluded by the undersigned representatives of the Defense Threat Reduction Agency (DTRA) - Department of

Defense of the United States of America and the [(0)(3):10 USC 130c

[e)(3)-10 USC 130c [According to the report DTRA (ransfers (he
ownership of property specified in the inventory list attached and[2)3)10 Ecknowledges receipt on behalf of National Academy
of Agrarian Sciences of Ukraine on the basis of the following references: Agreement Between the United States of Amtiesica and
Ukraine Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation of
Weapons of Mass Destruction, dated October 25, 1993, as amended and extended to December 31, 2021, as per the Diplomatic
Note of the Ministry of Affairs of Ukraine #414/23-194/56-5462, dated December 30, 2020 (U.S. — Ukraine CTR Umbrella
Agreement); “Agreement Between the Department of Defense of the United States of America and the Ministry of Health of
Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of Technology, Pathogens and Expertise that Could
Be Lised in the Development of Biological Weapons” dated August 29, 2005 Biological Threat Reduction Implementing
Agreement — BTRIA.

b)3).10 USC 1300

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the
transferred material and related records and documentation in accordance with the procedures defined in Anticle X of the
Agreement.

Hikue sxalani npeacTaBHuky 3acBindyiors, mo Cnonyyeni [Lratw Amepuky 36epiraioTs 3a coforo Mpaso Ha ayauT i ornan
nepegaHHX MaTepianis i BIAMOBIAHMX 3aNHCIB Ta JOKYMeHTaNIl BIANOBIAHO 3 npoueaypamy sxazanumu B crarti X Vroan,

The property listed in Attachmcm ] in total value of Sl ,243.92 (One thousand two hundred forty=three dollars and 92 cents) has
been delivered ¢ [ECVM ed accurate by thel(0)(3):10 [representative.

(0)(3):10 USC 130c

(D)(4); (R)(B); (b)(3):10 USC 130c
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