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2. 7 SustainahiJity and Transition Plan 
PACS sustainment includes maintenance of two main components: 

1. IT infrastructure 

a. Hardware Server and network 

b. Computer workstations 

c. Barcode equipment and peripherals 

2. PACS Software Application 

Maintenance of PACS will require availability of on-site IT services, refresh/repair of equipment (if 

necessary) and regular procurement (after initially provided package is used) of the following materials: 

Barcode consumables 

Cartridges for document printers 

Paper for document printers 

Antivirus annual renewal 

Initial system Hardware/Software package provided by CBEP will include equipment on warranty from 1 
to 3 years (depending on type of equipment), COTS software licenses and supplies sufficient for at least 

2 years of system operations. 

PACS software license will be provided with no expiration date and for unlimited number of 

workstations within b){3) 10 Support of current version of PACS application will be provided at least 
l l<:r. 

through 2021. 

Black & Veatch will supply ~~~ 1 0 all documentation required for successful maintenance of PACS. 

During project implementation CBEP an J~~11~0 
fully takes over the maintenance of PACS capability components. 
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3 Roles & Responsibilities 
Matrix below defines Roles & Responsibilities of the project participants 

.9 "' !::: ..c 
~-5; 3: Q. > :1 

Task I Responsible Party > ... 
~ :E w o?$ 

VI 
u cu () co > w"C$ > u co o?$ - ro u !:!:! cu ~ c:o 

...J 

Preparation & Planning 

Review & Approve Implementation Plan X X 
MoU between CBEP &ft~l<3l 1 0 I I I Sf: 1 ::\Or X X 

Identify Working Group X X 

Define PACS locations X X X 

Identify PACS trainees/users X X 

Identify additional requirements X X X X X 
Certification & Attestation 

Develop technical assignment for PACS attestation I certification X 
Conduct tender and identify local licensed company to perform 
PACS attestation I certification X 
Develop detailed schedule and plan for PACS attestation I 
certification X X 
Implement PACS attestation I certification plan X X 
Achieve attestation/certification of PACS X X X X X X 

Survey, Procurement & Deployment 

Conduct Site Survey X 

Document AS-IS Business Process X X 

Develop Site-Specific Design X X 

Develop HW /SW specification X 
Conduct HW/SW procurement X 

Deploy SCS X X X 

Deploy COTS HW /SW X X X 

Deploy PACS X X 

Prepare "As-built" X 

Training 

Define tra ining schedule X X 
Conduct training and user examination X 

Conduct initial customization, data entry and import 

Commissioning 

Initial customization, start trial use X X 
Document TO-BE business-process X X 
Fully customize to local requirements X 
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Develop SOPs I Instructions X X X 
Start real PACS operations X X 
Conduct TOP X X X 

Support & Maintenance 

Provide S&M X X 
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5 Deliverables 
List of deliverables for PACS Implementation at J~~ 10 

ncludes: 

• As-built Documentation 

• PACS Maintenance Plan 

• Standard Operation Procedures (SOPs) for PACS a ~~~:11J0c 
• PACS User Manuals 

• PACS Training Materials 
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b)(3)10 USC 130c 

PACS Implementation at the L-----------------------1 

Phase 2 On-the-Job Training Report, Septerll'bat25 .b. 27, 2018 

Executive Summarv 

- PACS on-the-job training was conducted for users ofthefb)(3) 10 usc 130c 
~l<b_l<_3)_1o_u_s_c_1_3o_c ____________________________________________________ ~lon September25 

27, 2018 under Phase 2 implementation activities; 

- PACS existing configuration and customization were checked jointly with the on-site PACS 'Working 
Grour~· (V/G); 

- Phase 1 implementation activities, including progress and current status were reviewed; issues and problems 
discussed and resolved. 

- P ACS Maintenance and Support Plan was discussed in detail with representatives o fT 
Department. 

OJT Participants 

B&V: : r~,~ 

• 
• 

b)(6) 

• b)(6) 

• 

• 
• 
• 

• b)(6) 

• (b)(6) 

• 
(b)(6) 

• (b)(6) 

• b)(6) 

• (b)(6) 

~ 
BLACK&VEATCH 
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Future activities 

P ACS users to continue with material registration, moving and destruction operations. 

- PACS users to reflect the process of Subculturing in PACS; 

- B& V to update Standard Operating Procedure (SOP) to include the Subculturing operation process; 

- 1b)6~ 10 usc o perfom1 check ofPACS interface and provide feedback (if any); 

- Phase 3 implementation activities agreed for December 2018. 

~ 
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. l{b){3)1 0 USC 130c 

PACS [mplementatton at the._ _________________ ____, 

Phase 3 On-the-Job Training Report. December 19-21 , 2018 

e.HWII(il'e Summmy 

- ll&V has completed the final stage of PACS implementation at the Institute of Experimental and Clinical 
Vctcrinal)' Medicine of the of the 1\'ationa\ Academy of Agrarian Sciences (~AAS) of Ukraine. The si te has 

heen ti.llly commissioned in all operations of P /\CS functionality. 
- l'ACS on-the-job training and on-~i te activitie~ were c011ducted for users on December 19-2 1, 201 8 under 

l'hase 3 implementation activities; 

- PJ\CS existing configuration and customization were checked jointly with the on-si te PACS Working Group {b){5) 

(WG); 

- Jlha~e 2 implementation activitie~ were reviewed; i~sues ar d r I ms discussed and resolved; 

- Standard Operating Procedure (SOP) for £'ACS use 11t 1~~~}: 1 0 W<ts updated to indude the Di<tgnostic 
Opcrmion process the updated SOP suhmi tted to the on-s1te ·or ing Group. 

l:l&V: 

~b~{~) 1 ~-

• fb){6) 

• b){6) 

• rbl{6) 

• lb){6) 

• Kb){6) 

• b)(6) 

• b){6) 

• b){6) 

• b){6) 

b)(6) 

• b){6) 

• b)(6) 

• fb){6) 

• b)(6) 

I (t\cting Head of the Laboratory of Virology) 
.Postg 

!(Lead 

J 

radualt: of the Department ofY!olecular Diagnostics and Contro l) 

Researcher of the Pig Diseases Research Laboratory) 
Lead Scientist o f the Laboratory of Viro logy) 

l(llead of the Department of Avian Diseases) 

I<S cnior Researcher of the Department of the Avian Diseases) 
of the Laboratory of Bios<•fety, Qu<•Iity Management) l(llead 

I(L cud Metrology Engineer of the Lahoratory of fiiosafcty, Q uali ty f\.1anagement) 

d of the Laboratory of J:hotechnology) Hea 
(Res care her o f the l aboratory o f Oioteehnology) 

ofthc Brucellosis Laboratory) IT'Hcad 
ior Research~:r o f the BrucelloHiH Laboratory) 

d of the Tuberculosis Lahoratmy) 
(Jun 

Ilea 
(Lead Researcher of Tuberculosis Laboratory l I 

D 
BLACKAVEATCH 
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- PACS users to continue with material registration, moving, destruction and subculturing operations. 
- Pt\CS users to refl ect the process of Din gnostic Operations in Pt\CS; 
- B&V to providt: acct:ss to PACS llelpdesk to PACS users; 
- 0& V to continue support 1"1\C'S user~ of ~b)~3) 10 USC 
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EQUIPMENT AND MATERIALS SPECIFICATION 

Tho Equ pmont VendOr Slla I ClleCk tho IOI'owong: 
1. lntegnty ol tne hs~ and make sure that different poe<;es of e«upment ontegrate witll each otltef (espeaa ty rn case of any replacemeo:S). 
2. Determine Part Numbet$ (PIN) from 111e oescnpuon 01 tne ~ems to case 111ese otems <10 not nave correspond ng PIN SI10Wn on tne -sL 
3. Spoof 0<1 warranty roprcsontllhO required minimum. which sna't be extended if standard (Ciofau~) warranty provoGO<f by an OEM is longer. 

Attachment C - Specification· c-1 -Summary Spec 1 of 4 
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Table C.2.1: Specification C-2-1 ·Server Equipment 

Item# Bundle PIN Description Warranty 

1. Server 
755262-821 Proliant DL360 Gen9 E5-2630v3 Rack(1U)/Xeon8C 3 years 

1.1 2.4 GHz(20Mb }/1 x16GbR20 _2133/P440arFBWC(2GbiRAID 
0/1/1 0/5/50/6/60)/noH DD(S)SFF/noDVD/i L0std/4x1 GbEth/EasyRK/1 x50 
"'· _,..,... t(2un) 

1.2 
755384-821 HP DL360 Gen9 Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/85W) 3 years 

Processor Kit 
Server 726718-821 HP 8GB (1x8GB} Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years 

1.3 
MemqryKit 

1.4 764632-821 HP DL360 Gen9 SFF DVD-RW 3 years 

1.5 
785069-821 HP 900GB 12G SAS 10K rpm SFF(2.5-inch) SC 3yr Warranty Hard 3 years 

Drive 
1.6 720478-821 HP SOOW Flex Slot Platinum Hot Plug Power Supply Kit 3 years 

1.7 Backup B7B69A HP RDX1000 USB3.0 External Disk Backup System 3 years 

1.8 Subsystem Q2044A HP RDX 1TB Removable Disk Cartridge 3 years 

2. Server Support 

2.1 Monitor F4M97AA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years 

2.2 UPS SMX1500RMI2U APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years 

2.3 Server Console 638214-821 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year 

3. Networking and Communications 

3.1 Networking J9782A HP 2530-24 Switch Lifetime Limited 

3.2 N/A UTP Category 5 Patch Cord 2 m. 
Cables 

3.3 N/A UTP Category 5 Patch Cord 1 m. 

4. Software 

4.1 Microsoft 9EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic 

4.2 Software 228-10817 SQLServerStandardEdition 2016 Sngl OLP 1License Nolevel 
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Table C.3.1: Specification C-3-1 • All-in-one Workstation Equipment and Software 

3vears 

Table C.3.~ Specification C-3-2 • Barcode Printer 

1.3 

lA 

Table C.l.:J: Specffioatlon C-3-3 • Barcod@ Scanner 

Teble C.3.4: Speclflc:~tlon C-3-4 - Perso1\0I Ptlnter 

Attachment C • Specification • C-3 • Workstation 4 of 4 

Obtained via FOIA by Judicial Watch Inc.



PACSSSD 

b)(3)1 0 USC 130c 

Page 1 of 14 

Obtained via FOIA by Judicial Watch Inc.



Cooperative Biological Engagement Program (CBEP) 

Pathogen Asset Control System (PACS) 

Site Specific Design for 
(b)(3) 10 USC 130c 

SSD-1 ECVM-001 

Revision# 0.1 

Prepared by: Black & Veatch 
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PACS Site Specific Design for 
r)(.l) 10 usc 1300 

This document contains site specific design information required for the following 
site deployment: 

b)(3)1 0 USC 130c 

Actual for: 

Confirmed by: 

2022/03/27 

(Black & Veatch) ----------------------
IECVM Director ----------------------
IECVM Representative ----------------------

Page 3 of 14 
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Introduction 
This document provides details of SiteS 
System (PACS) a (b)(3) 10 usc 130c 

~--~~--~~~~--~~~~~~~----~~~~~ Deployment Guide provide required information for PACS deployment at (b)(3)1 0 
USC 130c 

Referenced Documents 

Page 4 of 14 SSD-lECVM-bOl Title 
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Revision History 
Revision Issue Date SCR Comments 

0.1 2017/02/13 N/A Initial Document 

Definitions, Acronyms, Abbreviations 
Definition Value 

CBEP Cooperative Biological Engagement Program 

PACS Pathogen Asset Control System 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name Service 

IP Internet Protocol 

SSD Site Specific Design 

UPS Uninterruptible Power Source 

Page 5 of 14 SSD-lECVM-001 Revisions_Definitions 
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Physical Conditions 

Infonnation shown in following table is collected during Site Survey. This Survey 
(observation) may not be full, and cannot be considered as a part of specialized assessment. 

Subcontractor shall assure that issues listed in following table are resolved prior to equipment 
installation. 

# Location Description Possible Impact Required activities Photo 

Page 7 of 14 1 Physical Conditions 
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Structured Cabling System and Equipment Placement 

Subcontractor shall prepare and coordinate Structured Cabling System and 

Equipment placement plans with in-country Black & Veatch representative. 

Equipment Placement Plan 

r:-1 BLACK&VEATCH 
~ Bulldl~o a world of Clittere~te. Page 8 of 14 01 Plans 
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I 

I 

l(b)(3)1 0 USC 130c 
PACS Implementation at the ,__ ___________ ____, 

Phase 2 On-the-Job Training Report, December 11 - 13/ December 26,201 8 

C.r<Witlil't' Summw r 

- PACS on-the-job training was conducted for users of thJb)(3) 10 USC 130c 
tb)(3):1 0 USC 130c tn Dccemht:r II - IJ undt:r PhMc 2 

implementation activities. Anthrax Lahoratoty activities were conducted on Decem her 26. 20 l X; 
- r ACS existing configuration and customization were checked jointly with the on-~itc P /\CS Working Group 

(WG); 

- Ph~:~:-~e I implementcttion activities. including progn:ss <1110 current status wt:n: n:vit:wed: issues and prohlt:ms 

discussed and resolved; r )(:)I 
Standard Operating Procedure (SOP) for PACS usc a 1 ~ _ was updated to include the Subculturing Operation 
process - the updated SOl' submitted to the on-site \ 'Or tng Group. 

-

0./T Parricipanls 

n&v: 

. b)(6) 

• 
r )(3)10 
usc 

• tb)(6) kScnior Researcher, Lahoratory of /\nacrohic Infections) 

• ~b\(6\ !Lending Researcher. Laboratory of /\naerobic Infections) 
• ~b\(6\ W~Senior Researcher, Laboratory of Anaerobic Infections) 
• b)(6) esearcher, Lcthuratory of Anaerobic lnlh :tions) 
• b\(6\ rLeading Veterinarian. Lahoratory of 1\naerohic Infections) . b)(6) [Senior Researcher, Laboratory of Bacterial Animal Diseases) 
fb)(6) !Leading Veterinarian. Laboratory of the ljacterial Animal Diseases) 
• [h\(fl\ (I lead of the Anthrax Laboratory) 
• Kb)(6) ~ Researcher, Anthrax Lahoratory) 
• Kb)(6) .!Senior Research Scicmist, Laboratory ofMycowxicology) 
• lbl(6) r<Leading Veterinarian, Laboratory of Mycotoxicology) . b)(6) !(Junior Rest:arch~::r, Labonttory ot' Lt:ptospirosis) 
• b)(6) I(Lahoraroty Assistant. 1\curointcction Lahorat01y) 

• b)(6) I( Research Scientist, Sector of International Relationships and Geoinformation 
~ystcms) 

D 
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Future U('/ivitie.~ 

- PACS users to continue with material registration, moving and destruction operations; 

- .Mf.S users to refl ect the process of Subculturing in P/\CS; 
- ~to perform cht:ck ofPACS intt:rf'ace ;md provide l'et:dback (i f any); 

- Pha~c] implementation activities agreed tor March 20 19. 
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30
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Phase 3 On-the-Job Training Report, Apri1 3-5, 2019 
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(b)(5) 
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Fuwre acti1•ities: 

- P/\CS users co continue with material registra tion, moving, destruction and subculturing operations. 
- PACS us~n.. to r~n~ct th~ prm:~ss o f Diagnostic Oper.tt ions in PACS: 

- ll& V to provide ucccss to P /\CS l lclpdc;;k to P 1\CS user:;; 

- l:l&V to continue support PACS users ort~(3): I 

iJ 
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PACS Implementation Plan at~l------------
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PACS Implementation Plan at~l-------------

?..., -· ' Sns ta ina hi I i ty and Transition Pian 
PACS sustainment includes maintenance of two main components: 

1. IT infrastructure 

a. Hardware Server and network 

b. Computer worksta t ions 

c. Barcode equipment and peripherals 

2. PACS Software Applica tion 

Maintenance of PACS will require availability of on-site IT services, refresh/repair of equipment (lf 

necessary) and regular procurement (after initially provided package is used) of the following materia ls: 

Barcode consumables 

Cartridges for document printers 

Paper for document printers 

Antivirus annual renewal 

Init ial system Hardware/Software package provided by CSEP will include equipment on warranty f rom 1 

to 3 years (depending on type of equipment), COTS software licenses and supplies sufficient for at least 

2 years of syst em operations. 

PACS software license will be provided with no expiration date and for unlimited number of 

workstations within ~b)(3 ~upport of curre nt version of PAC5 applicat ion will be provided et leest 

through 2021. 

Black & Veatch will suppl~b}~3j all documentation required for successful maintenance of PACS. 

During project implementation CBEP an~ill agree on mutually acceptable date whe{~h<3>jull y 
takes over the maintenance of PACS capability components. 

Page 7 of 11 
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PACS Implementation Plan at~l-------------

3 Roles & Responsibilities 
Matrix below defines Roles & Responsibilities of the project participants 

a. 
:E (!' ,g 

~ ~ 3 !::: ~ > ::J 
UJ Ill 

Task I Responsible Party > Qj 
~ :t ltl a!! > -~ 2: u m oil "' 2: .!!: <D 

Preparation & Planning 

Review & Approve Implementation Plan X X 

MoU between CBEP ~~ X X 
1n 

Identify Working Grou X X 

Define PACS locations X X X 

Identify PACS trainees/users X X 

Identify additional requirements X X X X X 
Certification & Attestation 

Develop technical assignment for PACS attestation I certification X 
Conduct tender and identify local l icensed company to perform 
PACS attestat ion I certification X 
Develop detailed schedule and plan for PACS attestation I 
certification X X 
Implement PACS attestation I certificat ion plan X X 
Achieve attestation/certification of PACS X X X X X X 

Survey, Procurement & Deployment 

Conduct Site Survey X 

Document AS· IS Business Process X X 
Develop Site-Specific Design X X 
Develop HW/SW specification X 
Conduct HW/SW procurement X 
Deploy SCS X X X 
Deploy COTS HW/SW X X X 
Deploy PACS X X 
Prepare "As-built" X 

Training 

Define training schedule X X 
Conduct t raining and user examination X 
Conduct init ial customizat ion, data entry and import 

Comm lsslon lng 

Initial customization, st art tnal use X X 
Document TO-BE business-process X X 
Fully customize to local requirements X 

Page 8 of 11 
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PACS Implementation Plan at~l------------

Develop SOPs I Instructions X X X 
Start real PACS operations X X 
Conduct TOP X X X 

Support & M aintenance 

I Provide S&M I XI XI 

Page 9 of 11 
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PACS Implementation Plan at~!-------------~-----

5 Oe liverable.s 
List of deliverables for PACS Implementation afb}(3 tncludes: 

• As-built Documentation :
10 

• 
• 
• 
• PACS Training Materials 

Page 11 of 11 
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EQUIPMENT AND MATERIALS SPECIFICATION 

The Equipment Vendor shall check the tollowing: 
1. lntegnty of the list, and make sure that dofferent poeces of equopment onlegrate with each olher (especoally on case of any replacements). 
2. Determine Part Numt>ers (PIN) from the oescrlptioo of the nems In case these items ao not have correspona1ng PIN shown In the list 
3. Specified warranty representsllle required minimum. which sna:I be extended if standard (default) warranty provi<led by an OEM is lOnger. 

Table C.1.1: 

Attachment C - Specification - C-1 - Summary Spec 1 of 4 
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Table C.2.1: Specification C-2-1 ·Server Equipment 

Item# Bundle PIN Description Warranty 

1. Server 
755262-821 Proliant DL360 Gen9 E5-2630v3 Rack(1U)/Xeon8C 3 years 

1.1 2.4 GHz(20Mb }/1 x16GbR20 _2133/P440arFBWC(2GbiRAID 
0/1/1 0/5/50/6/60)/noH DD(S)SFF/noDVD/i L0std/4x1 GbEth/EasyRK/1 x50 
"'· _,..,... t(2un) 

1.2 
755384-821 HP DL360 Gen9 Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/85W) 3 years 

Processor Kit 
Server 726718-821 HP 8GB (1x8GB} Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years 

1.3 
MemqryKit 

1.4 764632-821 HP DL360 Gen9 SFF DVD-RW 3 years 

1.5 
785069-821 HP 900GB 12G SAS 10K rpm SFF(2.5-inch) SC 3yr Warranty Hard 3 years 

Drive 
1.6 720478-821 HP SOOW Flex Slot Platinum Hot Plug Power Supply Kit 3 years 

1.7 Backup B7B69A HP RDX1000 USB3.0 External Disk Backup System 3 years 

1.8 Subsystem Q2044A HP RDX 1TB Removable Disk Cartridge 3 years 

2. Server Support 

2.1 Monitor F4M97AA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years 

2.2 UPS SMX1500RMI2U APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years 

2.3 Server Console 638214-821 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year 

3. Networking and Communications 

3.1 Networking J9782A HP 2530-24 Switch Lifetime Limited 

3.2 N/A UTP Category 5 Patch Cord 2 m. 
Cables 

3.3 N/A UTP Category 5 Patch Cord 1 m. 

4. Software 

4.1 Microsoft 9EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic 

4.2 Software 228-10817 SQLServerStandardEdition 2016 Sngl OLP 1License Nolevel 
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1 b)(4) 

1 

1 

1 
4 

1 

1 
1 

1 

1 

1 

1 

6 

3 

8 
1 

GRAND TOTAL: I $ 14,248.00 II 
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Table C.3.1: Specification C-3-1 • All-in-one Workstation Equipment and Software 

Table C.3.~ Specification C-3-2 • Barcode Printer 

1.3 

lA 

Table C.l.:J: Specffioatlon C-3-3 • Barcod@ Scanner 

Teble C.3.4: Speclflc:~tlon C-3-4 - Personal Ptlnter 

Attachment C • Specification • C-3 • Workstation 4 of 4 
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Cooperative Biological Engagement Program (CBEP) 

Pathogen Asset Control System (PACS) 

Site Specific Design for 

(b)(3)1 0 USC 130c 

(b)(3) 10 
usc 

SSD 13oc 01 

Revision# 0.1 

Prepared by: Black & Veatch 

Page 2 of 14 
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PACS Site Specific Design for 
r ){3) 10 usc 1300 

This document contains site specific design information required for the following 
site deployment: 

b){3)1 0 USC 130c 

Actual for: 

Confirmed by: 

2022/03/28 

(Black & Veatch) 

------------lj){3) 10 usc 1300 

Page 3 of 14 

2022/03/28 

2022/03/28 
2022/03/ 28 
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Introduction 
This document provides details of Site Specific Design {SSD) for the Pathogen Access Control 
System (PAC$) at b)(3)10 usc 130c SSD and Deployment Guide provide required 

information for PACS ep oyment a }~~~} 1 0 

Referenced Documents 
PACSI~b)(3) 1 ~pecification 

Page 4 of 14 SSDKb)(3) 1 tol Title 
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Revision History 
Revision Issue Date SCR Comments 

0.1 2017/02/13 N/A Initial Document 

Definitions, Acronyms, Abbreviations 
Definition Value 

CBEP Cooperative Biological Engagement Program 

PACS Pathogen Asset Control System 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name Service 

IP Internet Protocol 

SSD Site Specific Design 

UPS Uninterruptible Power Source 

Page 5 of 14 01 Revisions_Definitions 
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(b)(4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 6 of 14 

b)(3) 10 

SSD usc ~1 Site Info 
130c 
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Physical Conditions 

Infonnation shown in following table is collected during Site Survey. This Survey 
(observation) may not be full, and cannot be considered as a part of specialized assessment. 

Subcontractor shall assure that issues listed in following table are resolved prior to equipment 
installation. 

# Location Description Possible Impact Required activities Photo 

Page 7 of 14 ss 1 Physical Conditions 
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Structured Cabling System and Equipment Placement 

Subcontractor shall prepare and coordinate Structured Cabling System and 

Equipment placement plans with in-country Black & Veatch representative. 

Equipment Placement Plan 

l{b){4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 8 of 14 01 Plans 
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. (b)(3) 10 USC 130c 
PACS Implementahon at the 

b)(3)1 0 USC 130c 

Phase 2 On-the-Job Training Report, October 04 - 05. 2018 

e.HWII(il'e Summmy 

- PACS on-thc-joh training was conducted thr users ofthc (b)(3):1 0 USC 130c 

(b)(3)1 0 USC 130c 

October 04 05, 20 18 under Phase 2 implementation activities; 
- l'ACS exis ting configurat ion m1d customL::ation were checked jointly with the on-site l'ACS Working 

Group (WG); 

- Phase l implementation activities. including progress and current status were reviewed: issues and proh\ems 
discussed and resolved. 

OJT Pouiciptml.~ 

b)(4) 

D 
BLACKAVEATCH 

(b)(5) 

Obtained via FOIA by Judicial Watch Inc.



b)(4) 

future w·tiw[/l:..~ 

PACS us~rs to continue with materia l registration. moving and destrut:tion op~rations. 

Pt\ CS users to refl ect the process of Subculturing in P/\CS; 
B&V to update Stanliard Operaling Procedure (SOP) to irlChrlie the Subcul turing operation process; 

Kb)(3):1 Ito pcr fbnn check of Pl\CS in tcrtllcc and provide teed hack (i f any): 

- Pha;;e 3 implementation attivitie;; agreed for January 201 9. 

b)(3)1 0 USC 130c 

L------------------------------------------------,J~omrn.,nt"d [SNEC12): Rt~WII IIIItlfld (or ri!<J<>c\ivr•. 
FOIA Exemption: b\6) Personal Privacy 

D 
BLACKAVEATCH 
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b)(6) 

I~KS I 

~----------------------------------------------------------~r~-)(-5) ______________________ ___ 
D 

BLACKAVEATCH 
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PACS Implementation at th (b)(3):1 0 usc 130c 

(b)(3)10 USC 130c 

Phase 3 On-the-Job Training Report. January 22 - 24, 2019 

e.HWII(il'e Summmy 

- ll&V has completed the final smge ofPACS implementation at thcKb)(3) 10 USC 130c 

kb)(3) 10 USC 130c 

The site has been tully commissioned in all operations of P ACS functionality. 

- l'ACS on-the-job training was conducted for users o~~)(3) 1 ~n January 22-24. 2019 under Phase 3 

implementation activities; 
- PJ\CS existing configuration and customization were checked jointly with the on-site PACS Working 

Group (WG): 

- l'hase 2 implementation activities. includi11g progress and current status were rev iewed: issues and problems 

discussed and resolved: 
- Standard Operating Procedure (SOP) tor PACS usc a~(b)(3)10 f'as updated to include the Diagnostic 

Operation process the updated SOP submitted to the on-site Working Group. 

(b)(4) 

D 
BLACKAVEATCH 

(b)(5) 
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b){4) 

L---f~·~i~llil~ll l'-·' --l/1 '' ~-,~, .~-~~--~ ------------------------------------------------------------------------~ 

r~S) 

- PACS ust:r.; to continue with materill l registmtion. moving. dt:struction tmd ~ubcuhuring operlltions. 

- Pt\CS users to refl ect the process of Diagnostic Operations in P/\CS: 
- u&v to provide access to I'ACS llelpdesk to I'ACS users; 

- TS&V to continue ~upport PAC'S users otfb~(~):1 ~- I 

D 
BLACKaVEATCH 
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b)(3):1 0 usc 130c 

Cooperative Biological Engagement Program (CBEP) 

Biological Safety & Security (BS&S) 

Pathogen Asset Control System 

Implementation Plan 

Revision 1.0 

March 28, 2022 
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b)(4); (b)(6) 

PACS Implementation Plan at (b)(3) 10 
USC 130c 

Page 2 of 11 
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PACS Implementa tion Plan al(b)(3):10 

Contents 
1 Introduction ....................................................................................................... .................................. .4 

2 Implementation Plan ..... ..... ............ ........................................................ , .......... ........................... ........ 5 

2.1 Preparation & Planning .................................................................. .. .. ........ ................................... S 

2.2 Certification & Attesta tion ......................................................... , .................................................. 5 

2.3 Survey, Procurement & Deployment ............................................................................................ S 

2.4 Training ......................................................................................................................................... 6 

2.5 Commlssioning .............................................................................................................................. 6 

2.6 Support & Maintenance ............................................................................................................... 6 

2.7 Sustainability and Transition Plan ................................................................................................. 7 

3 Roles & Responsibilit ies ........................................................................................................................ 8 

4 Schedule ............................................................................................................................................. 10 

S Deliverables ... ..... ................................................................................................................................ 11 

Page 3 of 11 
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PACS Implementation Plan at@t<~):1 0 I 

?..., -· ' Snsta ina hi I i ty and T ransition Pian 
PACS sustainment Includes maintenance of two main components: 

1. IT infrastructure 

a. Hardware Server and network 

b. Computer workstations 

c. Barcode equipment and peripherals 

2. PACS Software Applica tion 

Maintenance of PACS will require availability of on-site IT services, refresh/repair of equipment (lf 

necessary) and regular procurement (after initially provided package is used) of the following materials: 

Barcode consumables 

Cartridges for document printers 

Paper for document printers 

Antivirus annual renewal 

Init ial system Hardware/Software package provided by CSEP will include equipment on warranty from 1 

to 3 years (depending on type of equipment), COTS software licenses and supplies sufficient for at least 

2 years of syst em operations. 

PACS software license will be provided with no expiration date and for unlimited number of 

workstations withirkb)(3): I support of current version of PACS application will be provided at least 

through 2021. 

Black & Veatch will suppl*b)(3) I all documentation required for successful maintenance of PACS. 

During project implementation CBEP andj(b)(3) I will agree on mutually acceptable date whei b)(3):1 fully 

takes over the maintenance of PACS capability components. 
0 

Page 7 of 11 
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PACS Implementation Plan aE:JI-------------

3 Roles & Responsibilities 
Matrix below defines Roles & Responsibilit ies of the project participants 

a. 
:E I!) !::: ,g 

:r "' ~ ~ ::J > Ill 
Task I Responsible Party 

Ul .... :I: UJ a!! - Qj :r w ltl > a::~ UJ s u m oil -' "' a: .!!: .... <D 

Preparation & Planning 

Review & Approve Implementation Plan X X 
MoU between CBEP & kb)(3) 11 X X 
Identify Working Group X X 

Define PACS locations X X X 

Identify PACS trainees/users X X 

Identify additional requirements X X X X X 
Certification & Attestation 

Develop technical assignment for PACS attestation I certification X 
Conduct tender and ident ify local l icensed company to perform 
PACS attestation I certification X 
Develop detailed schedule and plan for PACS attestation I 
cert ification X X 
Implement PACS attestation I certificat ion plan X X 
Achieve attestat ion/certi fication of PACS X X X X X X 

Survey, Procurement & Depl oyment 

Conduct Site Survey X 
Document AS· IS Business Process X X 
Develop Site-Speci fic Design X X 
Develop HW/SW specification X 
Conduct HW/SW procurement X 
Deploy SCS X X X 
Deploy COTS HW/SW X X X 
Deploy PACS X X 
Prepare "As-buil t" X 

Training 

Define training schedule X X 
Conduct t ra ining and user examination X 
Conduct initial customizat ion, data entry and import 

Comm lsslon lng 

Initial customization, st art tnal use X X 
Document TO-BE business-process X X 
Fully customize to local requirements X 

Page 8 of 11 
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PACS Implementation Plan af{b)(3):1 0 

Develop SOPs I Instructions X X X 
Start real PACS operations X X 

Conduct TOP X X X 

Support & M aintenance 

I Provide S&M I XI XI 

Page 9 of 11 
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PACS Implementation Plan atEJI---- ---------

5 Deliverables 
List of deliverables for PACS Implementation at~(3) I includes: 

• As-built Documentation 

• PACS Maintenance Plan 

• Standard Operation Procedures (SOPs) for PACS aj~~l(~)}~~ _ 
• PACS User Manuals 

• PACS Tra ining Materials 

Page 11 of 11 
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EQUIPMENT AND MATERIALS SPECIFICATION 

The Equipment Vendor shall check the tollowing: 
1. lntegnty of the list, and make sure that dofferent poeces of equopment onlegrate with each olher (especoally on case of any replacements). 
2. Determine Part Numt>ers (PIN) from the oescrlptioo of the nems In case these items ao not have correspona1ng PIN shown In the list 
3. Specified warranty representsllle required minimum. which sna:I be extended if standard (default) warranty provi<led by an OEM is lOnger. 

Attachment C • Specification • C-1 • Summary Spec 1 of 4 
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Table C.2.1: Specification C-2-1 ·Server Equipment 

Item# Bundle PIN Description Warranty 

1. Server 
755262-821 Proliant DL360 Gen9 E5-2630v3 Rack(1U)/Xeon8C 3 years 

1.1 2.4 GHz(20Mb }/1 x16GbR20 _2133/P440arFBWC(2GbiRAID 
0/1/1 0/5/50/6/60)/noH DD(S)SFF/noDVD/i L0std/4x1 GbEth/EasyRK/1 x50 
"'· _,..,... t(2un) 

1.2 
755384-821 HP DL360 Gen9 Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/85W) 3 years 

Processor Kit 
Server 726718-821 HP 8GB (1x8GB} Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years 

1.3 
MemqryKit 

1.4 764632-821 HP DL360 Gen9 SFF DVD-RW 3 years 

1.5 
785069-821 HP 900GB 12G SAS 10K rpm SFF(2.5-inch) SC 3yr Warranty Hard 3 years 

Drive 
1.6 720478-821 HP SOOW Flex Slot Platinum Hot Plug Power Supply Kit 3 years 

1.7 Backup B7B69A HP RDX1000 USB3.0 External Disk Backup System 3 years 

1.8 Subsystem Q2044A HP RDX 1TB Removable Disk Cartridge 3 years 

2. Server Support 

2.1 Monitor F4M97AA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years 

2.2 UPS SMX1500RMI2U APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years 

2.3 Server Console 638214-821 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year 

3. Networking and Communications 

3.1 Networking J9782A HP 2530-24 Switch Lifetime Limited 

3.2 N/A UTP Category 5 Patch Cord 2 m. 
Cables 

3.3 N/A UTP Category 5 Patch Cord 1 m. 

4. Software 

4.1 Microsoft 9EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic 

4.2 Software 228-10817 SQLServerStandardEdition 2016 Sngl OLP 1License Nolevel 

Obtained via FOIA by Judicial Watch Inc.
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(b)(4) 
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3 

8 

GRAND TOTAL: $ 14,248.00 
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Table C.3.1: Specification C-3-1 • All -in-one Workstation Equipment and Software 

Table C.3.~ Specification C-3-2 • Barcode Printer 

1.3 

lA 

Table C.l.:J: Specffioatlon C-3-3 • Barcod@ Scanner 

Teble C.3.4: Speclflc:~tlon C-3-4 - Personal Ptlnter 

Attachment C • Specification • C-3 • Workstation 4 of 4 
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(b)(3) 10 USC 130c 

Cooperative Biological Engagement Program (CBEP) 

Pathogen Asset Control System (PACS) 

Site Specific Design for 

Revision# 0.1 

Prepared by: Black & Veatch 

Page 2 of 13 SSD~b~(~) 1 lool Title 
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PACS Site Specific Design for 
b)(3)1 0 USC 130c 

This document contains site specific design information required for the following 
site deployment: 

(b)(3)1 0 USC 130c 

Actual for: 

Confirmed by: 

2022/03/28 

(Black & Veatch) 
--------------r.~{~b)~(3~) 1=0 1Director 

-----------I~ fa~ . Representative 

Page 3 of 13 
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Introduction 
This document provides details of Site Specific Design {SSD) for the Pathogen Access Control 
System (PAC$) atl<bl(3l 10 usc 130c I SSD and Deployment 

Guide provide required information for PACS deployment at }~~(~)}~,~ 

Referenced Documents 

Page 4 of 13 
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Revision History 
Revision Issue Date SCR Comments 

0.1 2017/02/13 N/A Initial Document 

Definitions, Acronyms, Abbreviations 
Definition Value 

CBEP Cooperative Biological Engagement Program 

PACS Pathogen Asset Control System 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name Service 

IP Internet Protocol 

SSD Site Specific Design 

UPS Uninterruptible Power Source 

Page 5 of 13 01 Revisions_Definitions ....___ ..... 
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Physical Conditions 

Infonnation shown in following table is collected during Site Survey. This Survey 
(observation) may not be full, and cannot be considered as a part of specialized assessment. 

Subcontractor shall assure that issues listed in following table are resolved prior to equipment 
installation. 

# Location Description Possible Impact Required activities Photo 

Page 7 of 13 1 Physical Conditions 
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Structured Cabling System and Equipment Placement 

Subcontractor shall prepare and coordinate Structured Cabling System and 

Equipment placement plans with in-country Black & Veatch representative. 

Equipment Placement Plan 

r:-1 BLACK&VEATCH 
~ Bulldl~o a world of Clittere~te. Page 8 of 13 01 Plans 
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b)(3)1 0 USC 130c 
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PACS I I 
. h Kb)(3)1 0 USC 130c mp emenlatton at l e~...l ___________________ ____. 

Phase 2 On-the-Job Training Report, August 2 1-22, 20 18 

C.r<Witlil't' Summwr 

,, . . . , , l(b)(3)1 0USC130c 
- PACS on-the-JOb tranung was conducted lor users ol tht:J 

l(b)(3):10 USC 130c l1 August 2 1·22, 20lllundcr Ph1o~c 2 o,.in_1_p-:-le-n-1c_n_ti1-t,....io_n_<~_c-:ti-v,....i t,....ic-~.-. ---------' 

- PACS existing con figuration and customization were checked jointly with the on-site PACS Working 
Group (W G): 

- Phase 1 implementation activities. including pwgress and ~.;urrent status were reviewed; issues and problems 
discu:;:;cd and rc:;olvcd. 

b)(4) 

u 
BLACKaVEATCH 

(b)(5) 
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fb){3) 10 USC 130c 

f utwt' cwti vjt jt:.• 

- PACS users to continue with material registration. moving and destruction operations. 
- PACS users to reflect the process of Subculturing in P/\CS; 
- 1:3&V to update Standard Operating Procedure (SOP) to include the Subculturing operation process 

(completed); 

- 1<~~(3)lo perform check of Pt\CS interface and provide feed hack (if any): 
H \ 

l1'1:>e 3 implementation activities agreed for November 201 S. 

b)(6) 

D 
BLACKAVEATCH 
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{b){3)10 USC 130c 

PACS Implementation at theL...--------------------1 

Phase 3 On-the-Job Training Report, November 28-29. 2018 

e.HWII(il'e Summmy 

- ll&V has completed the tinal stage of PACS implementation at thc~,;.fb...;.)(;_3;_) _1 0_u_s_c_1_3_o_c ______ __. 

l{b){3):1 0 USC 130c I The site has hccn fully commissioned in all operations ofPACS functionali ty; 

- PACS on-the-job training and on-si te activities were conducted for users on November 28-29, 2018 under 
l'hase 3 implementation activities; 

- PACS ~:xistin_g confi_gunation mu.l cusH>mization were checkt:d jointly with tht: on-silt: PACS Working Group 
(WG}; 

- Phase 2 implementation activities were reviewed; issues and problems discussed nnd resolved: 
Standard Operating Procedure (SOP) !'or PACS use ill PJIC WitS updilted to include the Diagnostic Opemtion 
process - tht: upd11ted StW submitted to the on-site Working Group. 

{b){4); {b){6) 

u 
BLACKAVEATCH 

{b){5) 
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{b){4) 

future ac·tivjtje.,· 

- PACS users to continue with materia l registration. moving. destruction and subculturing orerations: 

PACS users to refl ect the process of Diagnostic Operations in Pt\CS; 
- B&V to continue e~ssisti ng in setting up of test sets and diagnostic templates together with PACS users: 

- O&V to provide access to PACS llclpdcsk !() PAC$ users; 

B& V to conti nue support PAC'S users of PHC'. 

{b){6) 

D 
BLACKAVEATCH 
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From: 
To: 
Subject: 
Dilte: 

Attachments: 

b)(6) 

(Non·DoD Source] Fwd: xternal] (~~(~) .1~- ACS Phase 2 £mplementatlon Completion Report 
Wedr~esday, August 8, 2016 l:%:~ :?1"1 

PACS Imolementation at~~2(~) 10 pn Ukraine Phase 2 • Reoort (EN).docx 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser. 

r---=--1 

"Frrilifb )(6) I 
Sent: Wednesday, August 8, 201 8 I 0:27:47 AM 
To:l(b)(6) 
(b)(6) 
~)(6) 

{b){6) I 
Subject: [ExternalJifb){3) 10 

ll<:r. 110r 
~AC'S Phase 2 Implementation Completion Report 

Dear aiL 

d · I • d I . ' PI 2 . I . . . . l{b){3)10 usc 130c ~I Attache you wtl tm the report on comp et1on ot 1ase tmp ementat1on act1vtt1es at 1e 

I 

conducted t1n-rhe-job training covered enl1anced PACS operations, while the team also worked to review all existing 
i ~sues and Phase I ~tatus and activities. 

Going fo rward, the si te will continue with P ACS operations including those features/functions covered under Phase 
2 activities. 

R&V and the Working Group proceed with SOPs update ( to cover Phase 2 activities) while Phase 3 (tlnal phase) of 
the implementation has been agreed for October 2018. 

Let us know if you have any questions. 

Obtained via FOIA by Judicial Watch Inc.



. J(b)(3)1 0USC130c 
P A CS Tmplementat1on at the1 
(b)(3)10 USC 130c 

Phase 2 On-the-Job Training Report, July 30-31, 20 18 

E.\t:.Cttlivc Summan' 

- PJ\.CS on-the-job training was conducted for users ofthd(b)(3)10 usc 130c 
l(b)(3)10 USC 130c 

fbl(3) 10 usc 130c Ln July 30-31, 2018 under Phase 2 implementation activities; 

- P J\.CS existing configuration and customization were checked jointly with the on-site P J\.CS Working 
Group (WG); 

- Phase l implementation activities, including progress and current status were reviewed; issues and problems 
discussed and resolved. 

O.!T Participants 

b)(4); (b)(5) 

WJ 
BLACK&VEATCH 
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b){4) 

Future activities 

PACS users to continue with material registration, moving and destruction operations. 

- PACS users to reflect the process of Subculturing in PACS; 
O&V to upd<.tte Stc:md«mJ Operi:1ting Procedure (SOP) to include the Subculturing opemtion process; 

- ~bJ6~ 10 usc p perfonn check of PACS interface and provide feedback (if any); 

Phase; 3 impltmentation activitits agrttd for October 2018. 

(b)(4) 

Phase 1 SOPx in ll.H! 

li] 
BLACK&VEATCH 
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(b)(6) 

li] 
BLACK&VEATCH 
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Thanks, 

b){6) 

Please consider the environment before printing my email 

Please note that the infonnation and attachments in this email are intended for the exclusive use of the addressee and 
m~y cont~i n confidential or privileged infonnation If you ~re not the intended recipient. please do not forward. copy 
or print the message or its attachments. Notify me at the above address. and delete this message and any 
attachments. Thank you. 

Obtained via FOIA by Judicial Watch Inc.



l(b)(3) 10 USC 130c 
PACS Implementation at th1 

(b)(3):1 0 USC 130c 

Phase 3 On-the-Job Training Report, October 30-31/November 14, 2018 

lcmcntation at th (b)(3):1 0 USC 130c 

~~~~~------------~ unctlonn 1ty. 
The site has been fully commissioned in all operations of P/\C'S 

- PACS on-the-joh training <md on-site m:tivities were ~:onducted for users on O~:tober 30-31, 20 18 under 
Phase 3 implementation activities, Virology Department activities were conducted on November 141h: 

- Pi\CS existing con figuration and customization were checked jointly with the on-site Pi\CS Working 
Group (WG): 

- Phase 2 implementation activities were reviewed; issues and problems discussed cmd resolved; 

- Stantiarcl Opr.r!llin!! Prnr.r.1lurr. (SOP) fi1r PACS u~r. ~~t~l(~):_1_?~ ~vw; up•iHtr.d to indutir. thr. niaeno~tir. 
Operation process the updated SOP submitted to the on-si te Working Group. 

b)(4); (b)(6) 

D 
BLACKaVEATCH 

I 

p)(5) 
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~)(4) 

Future m·til'ilies 

- I' AC'S users lo conlinut: wi1h nwlt:rial rt:gislnllion. moving, uestnJclion and subcuhuring opt:ra lion~. 

- PACS us~rs to n: ll~ct th~ prm:~ss nf Diagnostic Operations in PACS: 

- ~~l<~>:.1~~- to send copy of draft decree on official acceptance of P/\CS electronic rcpons (to be scm for 
approvnl b*b)(3):1 o ~o R& V pcd(b)(3):1 0 I leadership B& V 10 provide comments if any. 

- B&V 10 pmvide access 10 PAC:S llclpdesk 10 PACS users. 

- n&V to continue support PAC'S users at )(3):10 
ISr. 1::\0r 

il 
BLACK a VEATCH 
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(b)(5) 

D 
BLACKaVEATCH 
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(b)(6) 

b)(5) 

b)(5) 

D 
BLACKaVEATCH 

[ 
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b)(5) 

b)(5) 

D 
BLACKaVEATCH 
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Cooperative Biological Engagement Program (CBEP) 

Biological Safety & Security (BS&S) 

Pathogen Asset Control System 

Implementation Plan 

At the (b)(3):1o usc 13oc 

Revision 1.0 

March 28, 2022 
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b)(5) 
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PACS Implementation Plan a 
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?..., -· ' Snsta ina hi I i ty and Transition Pian 
PACS sustainment Includes maintenance of two main components: 

1. IT infrastructure 

a. Hardware Server and network 

b. Computer worksta t ions 

c. Barcode equipment and peripherals 

2. PACS Software Applica tion 

Maintenance of PACS will require availability of on-site IT services, refresh/repair of equipment (lf 

necessary) and regular procurement (after initially provided package is used) of the following materia ls: 

Barcode consumables 

Cartridges for document printers 

Paper for document printers 

Antivirus annual renewal 

Init ial system Hardware/Software package provided by CSEP will include equipment on warranty from 1 

to 3 years (depending on type of equipment), COTS software licenses and supplies sufficient for at least 

2 years of syst em operations. 

PACS software license will be provided with no expiration date and for unlimited number of 

workstations within SSCIBSM. Support of current version of PACS application will be provided at least 

through 2021. 

Black & Veatch will suppl~~~~~):1 0 ~II documentation required for successful maintenance of PACS. 

During project implementation CBEP an¥~l(~} 10 jwill agree on mutually acceptable date when 

b}(3}:1 0 fully takes over the maintenance of PACS capability components. 
IIC"~ 

Page 7 of 11 
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PACS Implementation Plan 1~1_(~).1~~ 

3 Roles & Responsibilities 
Matrix below defines Roles & Responsibilit ies of the project participants 

a. 1!1 !::: ;:E:E ~ .g 

::! ::J 
<A ~ ::! ~ > Ill 

Task I Responsible Party CD a; :a UJ a!! 
;:;~ :a ltl > 

0 u m oil "' "' 0 <A <I> ~ <D .... ~ 

Preparation & Planning 

Review & Approve Implementation Plan X X 

MoU between CBEP *b}_(~) .1~- I X X 
Identify Working Group X X 

Define PACS locations X X X 

Identify PACS trainees/users X X 

Identify additional requirements X X X X X 
Cert ification & Attestation 

Develop technical assignment for PACS attestation I certification X 
Conduct tender and identify local l icensed company to perform 
PACS attestat ion I certification X 
Develop detailed schedule and plan for PACS attestation I 
certification X X 
Implement PACS attestation I certificat ion plan X X 
Achieve attestation/certification of PACS X X X X X X 

Survey, Procurement & Depl oyment 

Conduct Site Survey X 

Document AS· IS Business Process X X 
Develop Site-Speci fic Design X X 
Develop HW/SW specification X 
Conduct HW/SW procurement X 
Deploy SCS X X X 
Deploy COTS HW/SW X X X 
Deploy PACS X X 
Prepare "As-built" X 

Training 

Define training schedule X X 
Conduct t raining and user examination X 
Conduct init ial customizat ion, data entry and import 

Comm lsslon lng 

Initial customization, st art tnal use X X 
Document TO-BE business-process X X 
Fully customize to local requirements X 

Page 8 of 11 
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PACS Implementation Plan af~l<~>}_?J 

Develop SOPs I Instructions X X X 
Start real PACS operations X X 

Conduct TOP X X X 
Support & Maintenance 

I Provide S&M I XI XI 

Page 9 of 11 
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5 Oe liverable.s 
List of deliverables for PACS Implementation a 

• As-built Documentation l!..!.::!l.<...!....!l.il.l 

• 
• 
• 
• PACS Training Materials 

Page 11 of 11 
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EQUIPMENT AND MATERIALS SPECIFICATION 

The Equipment Vendor shall check the tollowing: 
1. lntegnty of the list, and make sure that dofferent poeces of equopment onlegrate with each olher (especoally on case of any replacements). 
2. Determine Part Numt>ers (PIN) from the oescrlptioo of the nems In case these items ao not have correspona1ng PIN shown In the list 
3. Specified warranty represents llle required minimum. which sna:I be extended if standard (default) warranty provi<led by an OEM is lOnger. 

T hi C 11 S a & . .. pe~ lfl tl ca on · s 8fV8J' 

I 1 I Tabla c :z.1· .:)pea.rleaJKJn .._.z. , -6en~en:.quJP111anJ 1 l.)~b)(4) I 

GRAND TOTAL: L!..i(b)(4) 

Table- C.-1 .2: Speclfle-:allon -Workstation 

,. T!iblc C 3.1 Speoifocation C...'l-1 - All·•ri'QnQ Workstallon Equipment a lid So"wart< tl s b)(4) 
2 T'lblo C.3.2, SpcCilrocaoon C..J-2 ·Barcode Pfintor G $ 
'3 table C.3.3 SpecifiCa!ICln C-.3-3. 6arco<J6 Seanne- 6 s 
4 'I'Jible C.3,t :SpecifiC3110n-c-.3-4 - Pe<eol'al Prinloi 1.. ' ORAND TOTAl.; I $ !(b)(4) I 

jTOTAL! Is 3s.ss4.oo 1 

Attachment C • Specification • C-1 • Summary Spec 1 of 4 
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Table C.2.1: Specification C-2-1 ·Server Equipment 

Item# Bundle PIN Description Warranty 

1. Server 
755262-821 Proliant DL360 Gen9 E5-2630v3 Rack(1U)/Xeon8C 3 years 

1.1 2.4 GHz(20Mb }/1 x16GbR20 _2133/P440arFBWC(2GbiRAID 
0/1/1 0/5/50/6/60)/noH DD(S)SFF/noDVD/i L0std/4x1 GbEth/EasyRK/1 x50 
"'· _,..,... t(2un) 

1.2 
755384-821 HP DL360 Gen9 Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/85W) 3 years 

Processor Kit 
Server 726718-821 HP 8GB (1x8GB} Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years 

1.3 
MemqryKit 

1.4 764632-821 HP DL360 Gen9 SFF DVD-RW 3 years 

1.5 
785069-821 HP 900GB 12G SAS 10K rpm SFF(2.5-inch) SC 3yr Warranty Hard 3 years 

Drive 
1.6 720478-821 HP SOOW Flex Slot Platinum Hot Plug Power Supply Kit 3 years 

1.7 Backup B7B69A HP RDX1000 USB3.0 External Disk Backup System 3 years 

1.8 Subsystem Q2044A HP RDX 1TB Removable Disk Cartridge 3 years 

2. Server Support 

2.1 Monitor F4M97AA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years 

2.2 UPS SMX1500RMI2U APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years 

2.3 Server Console 638214-821 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year 

3. Networking and Communications 

3.1 Networking J9782A HP 2530-24 Switch Lifetime Limited 

3.2 N/A UTP Category 5 Patch Cord 2 m. 
Cables 

3.3 N/A UTP Category 5 Patch Cord 1 m. 

4. Software 

4.1 Microsoft 9EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic 

4.2 Software 228-10817 SQLServerStandardEdition 2016 Sngl OLP 1License Nolevel 
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Oty Pri~.;u Tutdl 

b)(4) 

4 

6 

3 

8 

GRAND TOTAL: $ 14,248.00 
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Table C.3.1: Speclflcatlon C-3·1 • All-ln-one Workstation Equipment and Software 

Table C.3.2': Specification C-3-2 · Barcode Printer 

T"3.ble C.3.3: SpecfHutlon C-3-3 • ~rcodo Scanner 

Tobie C.3.-t: Spocl flcatlon C-3-'1 - Porsol\al Printer 

Attachment C • Specification • C-3 • Workstation 4 014 
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PACSSSD 

b)(4) 

r:1l BLACK & VEATCH 
~ Bulldlov ~world or ctirrer~oct. Page 1 of 13 
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Cooperative Biological Engagement Program (CBEP) 

Pathogen Asset Control System (PACS) 

Site Specific Design for 
b)(3)1 0 USC 130c 

Revision# 0.1 

Prepared by: Black & Veatch 

Page 2 of 13 
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PACS Site Specific Design for 
r ){3) 10 usc 1300 

This document contains site specific design information required for the following 
site deployment: 
b)(3)1 0 USC 130c 

Actual for: 

Confirmed by: 

2022/03/28 

(Black & Veatch) 

l
(b)(3):1 0 ~irector 

------------i-USC 130c 

------------i epresentat1ve 

Page 3 of 13 

2022/03/28 

2022/03/28 
2022/03/28 
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Introduction 
This document provides details of Site Specific Design {SSD) for the Pathogen Access Control 
System (PAC$) a {b){3) 10 usc 130c 

b){3)1 0 USC 130c SSD and Deployment Guide provide required information for PACS 

Referenced Documents 
Specification 

Page 4 of 13 
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Revision History 
Revision Issue Date SCR Comments 

0.1 2017/02/13 N/A Initial Document 

Definitions, Acronyms, Abbreviations 
Definition Value 

CBEP Cooperative Biological Engagement Program 

PACS Pathogen Asset Control System 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name Service 

IP Internet Protocol 

SSD Site Specific Design 

UPS Uninterruptible Power Source 

Page 5 of 13 01 Revisions_Definitions 
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r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 6 of 13 
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Physical Conditions 

Infonnation shown in following table is collected during Site Survey. This Survey 
(observation) may not be full, and cannot be considered as a part of specialized assessment. 

Subcontractor shall assure that issues listed in following table are resolved prior to equipment 
installation. 

# Location Description Possible Impact Required activities Photo 

Page 7 of 13 1 Physical Conditions 
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Structured Cabling System and Equipment Placement 

Subcontractor shall prepare and coordinate Structured Cabling System and 

Equipment placement plans with in-country Black & Veatch representative. 

Equipment Placement Plan 

r:-1 BLACK&VEATCH 
~ Bulldl~o a world of Clittere~te. Page 8 of 13 
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r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 9 of 13 01 Host Server 
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r:-1 BLACK&VEATCH 
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(b)(4) 

r:-1 BLACK&VEATCH 
~ Bulldl~o a world of Clittere~te. Page 12 of 13 01 DCVM 
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r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 13 of 13 ss 01 Workstations 
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On-the-Job Training and Commissioning Report, June 11 - 13. 2019 

e.HWII(il'e Summmy 

. . Jb)(3):1 0 USC 130c 
- ll&V has completed PACS Hnplcmcntauon at th L-----------------------1 

fb)(3) 10 USC 130c lrhc site has hccn fully commissioned in all operations ofPACS functionality; 

- PACS on-the-job training and on-sire activities were conducted for users on June 11 -13. 20 13 under Phase 
2-3 implementation activities; 

- PACS ~: xistin_g confi_gunation mu.l cusH>mization were checkt:d jointly with tht: on-silt: PACS Working Grour> 
(WG}; 

- Phase 1 implementation activities were reviewed; issues and problems discussed nnd resolved: 

(b)(4); (b)(6) 

D 
BLACKAVEATCH 

(b)(5) 
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b)(3)10 usc 130c 

Fulure twljvjtjev 

- PACS user.. to continue with matcri11l rcgistnll ion. moving. destruction ;md :.ubcuhuring opcrd t iun~: 

- Pt\CS users to reflect the process of Subculturing Operations and Diagnostic Operations in Pt\ C'S: 
- u&v to provide nccess to l'ACS lte lpdesk to l'ACS users; 

B&V to update Standnrd Operating Pnxedure (SOP) to include the Subculturing and Diagnostic operations 
process; 

- B&V 10 continue support or PACS users o \~6~ 10 
USC 

il 
BLACK a VEATCH 
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I~XSJ 

L------------------------------~~----------------------------~r .... _)(-5) ______________________ __ D 
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PACS Implementat ion at th~b){3) 10 usc 130c 
~rb~)(~3)~1~0~U~S~C~1~30~c============~,---------------~ 

On-the-Job Training and Commissioning Report. March 18 - 27, 2019 

£.rcwuli1't' Summmy 

- P ACS IIW iSW intrastructurc was mcured and installed at the allocated space at thJbl{3):1 0 USC 13°C 
b){3)10 USC 130c 

::> I server and 3 workstations operating in a closed network envimnment (isolated from the Internet); 
u All approvals for network installation, inch1ding specifics at certain laboratories. were received from 

the site leadership. 

- PACS IIWiSW infi'<~structure W<IS successfully conl~un:d as, ,!.1~ ~~~ 10 
<llld prepan:d for 

trainingicommissioning activities; 

- PACS training activities, including on-the-job training (OJT) session. were conducted for users oft he ~~b(~): 1 0 

during March 18 27,20 19 (classroom training: March 18 22. 2019; OJT: March 25 27. 2019); 

- PACS conl1guration <1nd customization wert: performed jointly with the on-site PACS Working Group (WG). 

(b)(4); {b){6) 

D 
BLACKaVEATCH 

(b){5) 
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Kb)(4) 

Futlll'l! tu:tidth•s 

- PAC'S users to perform rcgistrntion of All C."<-i:>ting pnthogcns in I'ACS by June 201 ~); 
- l<~l_(~): 1 0 I and n& v to prepare Standard Operating Procedure (SOP} documentation ti>r dai ly operations: 

- Phase 2 implcmcmation uctivities agreed tor July 20 19. 

il 
BLACK a VEATCH 

Obtained via FOIA by Judicial Watch Inc.



b)(6) 

D 
BLACKaVEATCH 

Obtained via FOIA by Judicial Watch Inc.



(b)(6) 

D 
BLACKaVEATCH 

Obtained via FOIA by Judicial Watch Inc.



b)(6) 

D 
BLACKaVEATCH 

Obtained via FOIA by Judicial Watch Inc.



(b)(6) 

(b)(5) 
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Cooperative Biological Engagement Program (CBEP) 

Biological Safety & Security (BS&S) 

Pathogen Asset Control System 

Implementation Plan 
bX3):1 o usc 130c 

Revision 1.0 

March 28, 2022 
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PACS Implementation Plan a 
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PACS Implementation Plan 

2.7 Snstainahility and Trans ition Plan 
PACS sustainment Includes maintenance of two main components: 

1. IT infrastructure 

a. Hardware Server and network 

b. Computer workstations 

c. Barcode equipment and peripherals 

2. PACS Software Application 

Maintenance of PACS will require avai lability of on-site IT services, refresh/repair of equipment (lf 

necessary) and regular procurement (after initially provided package is used) of the following materials: 

Barcode consumables 

Cartridges for document printers 

Paper for document printers 

Antivirus annual renewal 

Init ial system Hardware/Software package provided by CSEP will include equipment on warranty from 1 

to 3 years (depending on type of equipment), COTS software licenses and supplies sufficient for at least 

2 years of syst em operations. 

PACS software license will be provided with no expiration date and for unlimited number of 

workstations withirfbJ(3):1 !support of current version of PACS applicat ion will be provided et le~~St 
through 2021. 

Black & Veatch will suppl~(b)(3): 1 111 documentation required for successful maintenance of PACS. 

r:::-;";~:::"'1 

During project implementation CBEP an~~~(3) lwill agree on mutually acceptable date when .~1(~): 1 0 

fully takes over the maintenance of PACS capability components. 

Page 7 of 11 
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3 Roles & Respons ib ilities 
Matrix below defines Roles & Responsibilit ies of the project participants 

a. 
'!) _ :E !:: ,g 

3: ~ ::J 
Q. "' a: > Ill 

Task I Responsible Party <( :v ;;: UJ a!! 
"'~ <( ltl > 
::> "' ~ 0.: u m a!! 

.!!: ::> ::> <D 

Preparation & Planning 

Review & Approve Implementation Plan X X 

MoU between CBEP Bf,.b~(~)}~"- 1 X X 
Identify Working Group X X 

Define PACS locations X X X 

Identify PACS trainees/users X X 

Identify additional requirements X X X X X 
Certification & Attestation 

Develop technical assignment for PACS attestation I certification X 
Conduct tender and identify local l icensed company to perform 
PACS attestat ion I certification X 
Develop detailed schedule and plan for PACS attestation I 
certification X X 
Implement PACS attestation I cert ificat ion plan X X 
Achieve at testat ion/certi fication of PACS X X X X X X 

Survey, Procurement & Deployment 

Conduct Site Survey X 

Document AS· IS Business Process X X 
Develop Site-Speci fic Design X X 
Develop HW/SW specification X 
Conduct HW/SW procurement X 
Deploy SCS X X X 
Deploy COTS HW/SW X X X 
Deploy PACS X X 
Prepare "As-buil t" X 

Training 

Define training schedule X X 
Conduct t raining and user examinat ion X 
Conduct initial customizat ion, data entry and import 

Comm lsslon lng 

Initial customization, st art tnal use X X 
Document TO-BE business-process X X 
Fully customize to local requirements X 

Page 8 of 11 
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PACS Implementation Plan at~l-----------

Develop SOPs I Instructions X X X 
Start real PACS operations X X 
Conduct TOP X X X 

Support & M aintenance 

I Provide S&M I XI XI 

Page 9 of 11 

Obtained via FOIA by Judicial Watch Inc.



b)(4) 

Obtained via FOIA by Judicial Watch Inc.



5 Deliverables 
List of deliverables for PACS Implementation aj(b)(3) I includes: ." 

• As-built Documentation 

• 
• 
• 
• 

PACS Maintenance Plan 

Standard Operation Procedures (SOPs) for PACS at)(3) 1 I 
PACS User M anuals 

PACS Training Materia ls 

Page 11 of 11 
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EQUIPMENT AND MATERIALS SPECIFICATION 

The Equipment Vendor shall check the tollowing: 
1. lntegnty of the list, and make sure that dofferent poeces of equopment onlegrate with each olher (especoally on case of any replacements). 
2. Determine Part Numt>ers (PIN) from the oescrlptioo of the nems In case these items ao not have correspona1ng PIN shown In the list 
3. Specified warranty representsllle required minimum. which sna:I be extended if standard (default) warranty provi<led by an OEM is lOnger. 

!TOTAl~ I$ 23,141.00 I 

Attachment C • Specification • C-1 • Summary Spec 1 of 4 
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Table C.2.1: Specification C-2-1 ·Server Equipment 

Item# Bundle PIN Description Warranty 

1. Server 
755262-821 Proliant DL360 Gen9 E5-2630v3 Rack(1U)/Xeon8C 3 years 

1.1 2.4 GHz(20Mb }/1 x16GbR20 _2133/P440arFBWC(2GbiRAID 
0/1/1 0/5/50/6/60)/noH DD(S)SFF/noDVD/i L0std/4x1 GbEth/EasyRK/1 x50 
"'· _,..,... t(2un) 

1.2 
755384-821 HP DL360 Gen9 Intel Xeon E5-2630v3 (2.4GHz/8-core/20MB/85W) 3 years 

Processor Kit 
Server 726718-821 HP 8GB (1x8GB} Single Rank x4 DDR4-2133 CAS-15-15-15 Registered 3 years 

1.3 
MemqryKit 

1.4 764632-821 HP DL360 Gen9 SFF DVD-RW 3 years 

1.5 
785069-821 HP 900GB 12G SAS 10K rpm SFF(2.5-inch) SC 3yr Warranty Hard 3 years 

Drive 
1.6 720478-821 HP SOOW Flex Slot Platinum Hot Plug Power Supply Kit 3 years 

1.7 Backup B7B69A HP RDX1000 USB3.0 External Disk Backup System 3 years 

1.8 Subsystem Q2044A HP RDX 1TB Removable Disk Cartridge 3 years 

2. Server Support 

2.1 Monitor F4M97AA HP ProDisplay P17A 17-inch 5:4 LED Backlit Monitor 3 years 

2.2 UPS SMX1500RMI2U APC Smart-UPS X 1500VA Rack/Tower LCD 230V 2 years 

2.3 Server Console 638214-821 HP USB BFR with PVC Free US Keyboard/Mouse Kit 1 year 

3. Networking and Communications 

3.1 Networking J9782A HP 2530-24 Switch Lifetime Limited 

3.2 N/A UTP Category 5 Patch Cord 2 m. 
Cables 

3.3 N/A UTP Category 5 Patch Cord 1 m. 

4. Software 

4.1 Microsoft 9EM-00120 WinSvrSTDCore SNGL LicSAPk OLP NL 2Lic Corelic 

4.2 Software 228-10817 SQLServerStandardEdition 2016 Sngl OLP 1License Nolevel 
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Oty Pri~.;u Tutdl 

(b)(4) 

4 

6 

3 

$ 14,248.00 
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Table C.3.1: Specification C-3-1 • All-in-one Workstation Equipment and Software 

Table C.3.~ Specification C-3-2 • Barcode Printer 

1.3 

lA 

Table C.l.:J: Specffioatlon C-3-3 • Barcod@ Scanner 

Teble C.3.4: Speclflc:~tlon C-3-4 - Personal Ptlnter 

Attachment C • Specification • C-3 • Workstation 4 of 4 
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PACSSSD 

b)(4) 
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Cooperative Biological Engagement Program (CBEP) 

Pathogen Asset Control System (PACS) 

Site Specific Design for 
(b)(3)1 0 USC 130c 

Revision# 0.1 

Prepared by: Black & Veatch 

Page 2 of 13 
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PACS Site Specific Design for 
b)(3) 10 USC 130c 

This document contains site specific design information required for the following 
site deployment: 

(b)(3)1 0 USC 130c 

Actual for: 

Confirmed by: 

2022/03/28 

-------------r,;:+,(B"'-1-::rac"k & Veatch) 

l
(b)(

3
) 

10 ~Director ------------1.usc 130c 
Representative 

-------------------L--~ 

Page 3 of 13 

2022/03/28 

2022/03/28 
2022/03/28 

SSD ~~~ 1 0 
001 Title 

130c 
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Introduction 
This document provides details of Site Specific Design {SSD) for the Pathogen Access Control 
System (PACS) at (b)(3l 10 usc 130c D and 

Deployment Guide provide required information for PACS deployment a 1b)6~ 10 usc 

Page 4 of 13 
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Revision History 
Revision Issue Date SCR Comments 

0.1 2017/02/13 N/A Initial Document 

Definitions, Acronyms, Abbreviations 
Definition Value 

CBEP Cooperative Biological Engagement Program 

PACS Pathogen Asset Control System 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name Service 

IP Internet Protocol 

SSD Site Specific Design 

UPS Uninterruptible Power Source 

Page 5 of 13 
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(b)(4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 6 of 13 Site Info 
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Physical Conditions 

Infonnation shown in following table is collected during Site Survey. This Survey 
(observation) may not be full, and cannot be considered as a part of specialized assessment. 

Subcontractor shall assure that issues listed in following table are resolved prior to equipment 
installation. 

# Location Description Possible Impact Required activities Photo 

Page 7 of 13 1 Physical Conditions 
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Structured Cabling System and Equipment Placement 

Subcontractor shall prepare and coordinate Structured Cabling System and 

Equipment placement plans with in-country Black & Veatch representative. 

Equipment Placement Plan 

l{b){4) 

r:-1 BLACK&VEATCH 
~ Bulldl~o a world of Clittere~te. Page 8 of 13 01 Plans 
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(b)(4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 10 of 13 SSD-URAPI-001 Host Server 
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(b)(4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 11 of 13 SSD-URAPI-001 PACS VM 
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{b){4) 

r:-1 BLACK & VEATCH 
~ Bulldl~o a world or Clitter~~te. Page 12 of 13 SSD-URAPI-001 DC VM 
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r:-1 BLACK & VEATCH 
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Section B - Supplies or Services and Pticcs 

ITEM NO SUPPLII2S/SCRVJCES QUANTITY 
I 

UNIT 
Each 

UNIT PRICE 
0001 

Labor 
CPFF 
EIDSSiP/\CS Implementation Support I/\ W SOW dated 27 :vtay 16 v 9 .9 
FOB: Destination 
PURCI lASE REQUEST NU:vtBER: 1 IDTRA 16203 I 3 
R799 

ACRN AA 
CIN: HDTRA I 620313000 I 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST 1 FEE 

ITEM NO SUPPLIES/SERVICES QUANTITY UN IT UNIT PRICE 
000101 

FLanding fo r CLIN 000 I 
CP~F 
Expansion work C'vlod 0 I) FY 17 funds good through 30 Sep 19. 

ACRN AD 
CIN: HIHKA16203 U0005 

ESTIMATED COST 
rJXED FEE 

TOTAL EST COST + FEE 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
000102 

Funding for CLIN 000 1 
CPFF 
Expansion work (:vtod 0 l) FY 18 funds good through 30 Scp 20. 

ACRN AC 
CIN: HDTRAI620313001 I 

ESTIMATED COST 
nxcD rcc 

TOTAL EST COST+ FEE 

HDTRA 1-0R-D-0007 
000907 

b)(4) 
AMOUNT 

$6,65 1,793 .73 

AMOUNT 
so.oo 

so.oo 
so.oo 
SO.OO 

AMOUNT 
so.oo 

SO.OO 
so.oo 
SO.OO 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
000103 

Funding for CLIN 000 1 
CPFF 
FY 19 funds good through 30 Sep 21. 

ESTIMATED COST 
fiXED FEE 

TOTAL EST COST + FEE 
ACRN AD 
CIN: HDTRAI9315350001 

ITt::vt NO SUPPLJESiSERVICt:::S QUANTITY UNIT UN IT PRICE 
0002 I Each 

Travel 
COST 
FOB: Destination 
R799 

ESTIMATED COST 
ACRN AA 
CIN: IIDTRA16203 130002 

ITE:'vl NO SUPPLIESiSERVICES QUANTITY UNIT UNIT PRICE 
000201 

flJ!~ding fo r CLIN 0002 
COST 
Expansion work (Mod 0 I) FY 17 funds good through 30 Sep 19. 

ESTIMATED COST 
ACRN AH 
CIN: HDTRA\6203130006 

HDTRA 1-0R-D-0007 
000907 

Page 3 uf22 

/\MOUNT 
$0.00 

so.oo 
so.oo 
so.oo 

rb){4) 

AMOUNT 
b){4) 

AMOUNT 
SO.OO 

rb){4) 

I 

Obtained via FOIA by Judicial Watch Inc.



ITE\1 NO SUPPLIESiSERYICES QUANTITY 
OOU2U2 

Funding for CLIN 0002 
COST 
FY 19 funds good through 30 Sep 21. 

ACRN AD 
CIN: HDTRA 19315350002 

ITJ::::vt NO SUPPLI J:::S/SJ:::RV ICES QUANTITY 
000203 

Funding fo r CLIN 0002 
COST 
FYI R funds good through 30 Scp 20. 

ACRN AC 
CIN: HDTRA 16203130009 

ITEM NO SUPPLI ES/SERVICES QUANTITY 
0003 I 

Equipment & :'vtatcrials 
CPFF 
fOD : Destination 
R799 

ACRN AA 
CIN: HDTRA16203 130003 

UNIT UNIT PRICE 

ESTIMATED COST 

UNIT UNIT PRICE 

ESTIMATED COST 

UNIT UNIT PRICE 
Each 

ESTIMATED COST 
FJXE .. 'J FEE 

TOTAL EST COST I FEE 

HDTRA 1-0R-D-0007 
000907 

Page 4 uf22 

AMOUNT 
so.oo 

D 
AMOUNT 

SO.OO 

(b)(4) 

AMOUNT 
b)(4) 

$8.00 I ,929. 14 

l(b)(4) 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
OOUJUI 

Funding for CLIN 0003 
C PFF 
Expansion work (\ilod 0 I) FYI 7 funds good through 30 Sep I 9. 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
ACRN AB 
CIN: HDTR.Al 6203 130007 

ITEM NO SUPPLIES/SeRVICES QUANTITY UN IT UN IT PRICE 
000302 

Funding fo r CLIN 0003 
(.'PH 
Expansion work (Yfod 0 I) FY 1 R funds good through 30 Scp 20. 

E~TI MATLl) CO~T 
f-IXED rEE 

TOTAL EST COST + f'EE 
ACRN AC 
CIN: liDTRA I62031300 JO 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
000303 

Funding for CLIN 0003 
CPFF 
FY 19 funds good through 30 Sep 21. 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ fEE 
ACRN AD 
CIN: HDTRA19315350003 

HDTRA 1-0R-D-0007 
000907 

Page 5 uf22 

AMOUNT 
so.oo 

$0.00 
so.oo 
so.oo 

(b)(4) 

AMOUNT 
so.oo 

:)0 .00 
so.oo 
so.oo 

fb)(4) 

AMOUNT 
so.oo 

so.oo 
so.oo 
so.oo 

l(b)(4) I 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
0004 I Each 

Other Direct Costs (ODCs) 
CPFF 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
ACRN AA 
CIN: HDTR.A l6203130004 

ITEM NO SUPPLIES/SeRVICES QUANTITY UN IT UNIT PRICE 
000401 

Funding for CLI N 0004 
(.'PH 
Expansion work (Yfod 01) FY17 funds good through 30 Scp 19. 

E~TI MATLl) CO~T 
f- IXED rEE 

TOTAL EST COST + f'EE 
ACRN AB 
CIN: IIDTRA162031300060 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
000402 

Funding for CLIN 0004 
CPFF 
FY 19 funds good through 30 Sep 21. 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ fEE 
ACRN AD 
CIN: HDTRA1931535000-1 

HDTRA 1-0R-D-0007 
000907 

Page 6 uf22 

AMOUNT 
(b)(4) 

$3,761,532.05 

rb)(4) 

AMOUNT 
so.oo 

:)0.00 
so.oo 
so.oo 

rb)(4) 

AMOUNT 
so.oo 

so.oo 
so.oo 
so.oo 

rb)(4) 

I 

I 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO SUPPLIES/SERVICES 
OOU4U3 

Funding for CLIN 0004 
C PFF 

QUANTITY 

FYI g funds good through 30 Sep 20. 

ACRN AC 
CIN: HDTR.Al 6203 1300 12 

UNIT UNIT PRICE 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 

HDTRA 1-0R-D-0007 
000907 

Page 7 uf22 

AMOUNT 
so.oo 

$0.00 
so.oo 
so.oo 
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Section E - Inspection and Acceptance 

INSPECTION AND ACCEPTANCE TERMS 

Supplies/services will be inspected/accepted at: 

CLIN INSPECT AT INSPECT BY 
0001 NIA NiA 
000101 N!A NiA 
000102 N!A NiA 
000103 N!A NiA 
0002 N!A N/A 
000201 N!A N/A 
000202 N!A N/A 
000203 NIA N/A 
0003 NIA N/A 
000301 NIA N/A 
000302 N/A NiA 
000303 N/A NiA 
0004 N/A NiA 
000401 N/A NiA 
000402 N/A NiA 
000403 N/A NiA 

ACCEPT AT 
NIA 
N/A 
N/A 
N/A 
N!A 
N!A 
N!A 
N!A 
N!A 
N/A 
N/A 
N/A 
N/A 
N/A 
N/A 
N/A 

HDTRA 1-0R-D-0007 
000907 

Page 8 of22 

ACCEPT BY 
Government 
NiA 
NiA 
NiA 
Govcmmcnl 
NiA 
NiA 
NiA 
Govcmmcnl 
Nil\ 
N/A 
N/A 
Government 
N/A 
N/A 
N!A 

Obtained via FOIA by Judicial Watch Inc.



Section F - Deliveries or Pcrfonnancc 

DELIVERY INFORMATION 

CLIN DELIVERY DATE QUANTITY 

0001 POP 26-JUL-2016 TO NiA 
30-SEP-20 19 

000101 N!A N/A 

000102 N!A NiA 

000103 N!A NiA 

0002 POP 26-JUL-2016 TO N/A 
30-SEP-2019 

000201 N/A NiA 

000202 N/A NiA 

000203 NiA NiA 

0003 POP 26-JUL-20 16 TO NiA 
30-SEP-2019 

000301 N/A N/A 

000302 Nii\ N/A 

000303 NiA N/A 

SI IIP TO ADDRESS 

HDTRA 1-0R-D-0007 
000907 

Page 9 uf22 

DODAAC/ 
CAGE 

DEFENSE THREAT REDUCTION HDTRAI 
AGENCY /PI-CTB 

(b)(6) 

[QJ NRD 
FT BEL VOIR VA 22060-620 L 

b)(6) 

1· Ll: Destmatlon 

NiA NiA 

NiA NiA 

NiA NiA 

DEFENSE TI IREAT REDUCTION IIDTRAI 
AGENCY iPI-CTD 

l<b)(6) I 
[Q] 8725 JOHN J. KINGMAN RD 

FT BELVOIR VA 22060-620L 
(b)(6) 

rOO: Destination 

N/A N/A 

N!A N/A 

N/A N/A 

DEFENSE THREAT REDUCTION HDTRAI 
AGENCY /Pl-CTB 

(b)(6) 

[QJ 

N/A N/A 

N/A N/A 

N/A N/A 

Obtained via FOIA by Judicial Watch Inc.



0004 POP 26-JUL-2016 TO 
JO-ScP-20 19 

000401 N/A 

000402 N/A 

000403 N/A 

N/A 

N/A 

N/A 

N/A 

EFENSE Ti l REA T REDUCTION 

NiA 

N/A 

N/A 

HDTRA 1-0R-D-0007 
000907 
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IIDTR/\.1 

N/A 

N/A 

NiA 
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Section G - Contract Admini~lrali<)n Data 

~CCOUNTING AND APPROPRIATION DATA 

HDTRA 1-0R-D-0007 
000907 

Pngc II of22 

A: 0443 15 097 OIJ4 000 N 20162018 D .34HQ 0901 515BR KD Br OT 1618 0134 34HQ J'RICT DTRA 25 
:v1ol: Nr :fb){4) 1 - - - - - -

13: 0.$43 15 097 0134 000 N 201 72019 D J IIIIQ 090151 513R KD 13P2 OT 17JQ 01.34 3.$IIQ PRICT DTRA '257 
\10l:NTI{b){4) I 
C: 0443 '(097 0134 000 N 301 ~2020 D J41 1Q 0901 515I3R KD DP CIT 18 1820 OJJ4 J4riQ PRIC'T DTRA 257 
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The payment office shall nol make payment using ACRN AA for any invoices submitted for work performed a Her 
September 30, 20 I 8. 
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Section I - Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE 

52.2 I 7-9 
52.228-3 
52.232-22 
252.201-7000 
252.225-7043 

252.232-7003 

Option To Extend The Tenn Of The Contract 
Worker's Compensation Insurance (Defense Base Act) 
Limitation Of Funds 
Contracting Officer's Representative 
Antiterrorism/Force Protection Policy for Defense 
Contractors Outside the United States 
Electronic Submission of Payment Requests and Receiving 
Reports 

CLAUSES INCORPORATED BY FULL TEXT 

52.244-2 SUBCONTRACTS (OCT 2010) 

(a) Definitions. As used in this clause--

MAR2000 
JUL 2014 
APR 1984 
DEC 1991 
.IUN 2015 

DEC 2018 
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Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in 
accordance with Part 44 of the Federal Acquisition Regulation (FAR). 

Consent to subcontract means the Contracting OfTicer's written consent lor the Contractor to enter into a particular 
subcontract. 

Subcontract means any contract as defined in FAR Subpart 2.1, entered into by a subcontractor to fumish supplies 
or services for perfonnance of the prime contract or a subcontract. It includes, but is not limited to. purchase orders, 
and changes and modifications to purchase orders. 

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced 
contract actions (including unpriced modifications or unpriced delivery orders), and only if required in accordance 
with paragraph (c) or (d) of this clause. 

(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required for any 
subcontract that-

( I) I!:> of the co!:>t-rcimbur!:>cment, time-and-materials, or labor-hour type; or 

(2) 1$ fixed-price and exceed!:>-

(i) For a contract awarded by the Department or Defense, the Coast Guard. or the National Aeronautics and Space 
Administration, the greater of the simplilied acquisition threshold or 5 percent of the total estimated cost or the 
contract: or 

(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space 
Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of the contract. 

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting 
Officer's written consent before placing the following subcontracts: 

None 
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(c)( 1} The Contractor shall notily the Contracting Oflicer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b), (c), or ( d} of this clause, including the 
following inl()mlation: 

(i) A description of the supplies or services to be subcontracted. 

(ii} Identification of the type of subcontract to be used. 

(iii) Identification of the proposed subcontractor. 

(iv) The proposed subcontract price. 

(v) The subcontractor's current. complete, and accurate certified cost or pricing data and Certificate of Current Cost 
or Pricing Data, if required by other contract provisions. 

(vi) The subcontractor's Disclosure Statement or Ce1tificate relating to Cost Accounting Standards when such data 
arc required by other provisions of this contract. 

(vii) A negotiation memorandum reflecting-

(A) The principal clements orthc subcontract price negotiations; 

(B) The most significant considerations controlling establishment of initial or revised prices; 

(C) The reason certilicd cost or pricing data were or were not required; 

(D) The extent if any, to which the Contractor did not rely on the subcontractor's certified cost or pricing data in 
determining 
the price objective and in negotiating the final price: 

(E} The extent to which it was recognized in the negotiation that the subcontractor's certified cost or pricing data 
were not accurate. complete, or current; the action taken by the Contractor and the subcontractor; and the effect of 
any such defective data on the total price negotiated: 

(F) The reasons for any significant difference between the Contractor's price objective and the price negotiated: and 

(G) A complete explanation of the incentive fee or profit plan when incentives are used . The explanation shall 
identify each critical perfom1ance clement, management decisions used to quantify each incentive clement, reasons 
for the incentives, and a summmy of all trade-off possibilities considered. 

(2) The Contractor is not required to noti fy the Contracting Officer in advance of entering into any subcontract for 
which consent is not required under paragraph (c), (d), or (c) of this clause. 

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Onicer to any 
subcontract nor approval of the Contractor's purchasing system shall constitute a detennination 

( I} Of the acceptability of any subcontract terms or conditions: 

(2) Of the a llowability of any cost under this contract; or 

(3) To relieve the Contractor of any responsibility for perfonning this contract. 

(g} No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a
percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee 
limitations in FAR 15.404-4(c)(4)(i). 
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(h) The Contractor shall g1ve the Contractmg OIHcer nmnediate wnllen not1ce ol any actton or sutt tiled and prompt 
notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion of the 
Contractor, may result in litigation related in any way to this contract, with respect to which the Contractor may be 
entitled to reimbursement from the Govemment. 

(i) The Government reserves the right to review rhe Contractor's purchasing system as set forrh in FAR Subpart 
44.3. 

(j) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were evaluated during 
negotiations: 

(End of clause} 

252.20 l-900 I CONTRACTING OJ7PICC POINT OP CONTACT (POC) (Dec 2007} 

The POC in the Procuring )on""'' 'i"'r am,.f~ for this contract action isfbl(6) I ContractS lecialist, DTRA-
AL/ACC, telephone numbe{b)(6) . email addres r;:'(b~)(~6)~--'------L----t 

252.203-9000 Prohibition on the Use of Senior Mentors (JUNC 20 I 0) 

(a) The use of senior mentors by the Defense Threat Reduction Agency (DTRA) enhances the readiness of the 
Agency across a wide range of strategic, operational. joint. functional, technical, management and development 
mission areas. The relevant prior service, joint force experience, and unique expertise of these senior consultants 
provide senior leadership with valuable insights and contribute to the continuous improvement of the Agencies' 
operation~. 

(b) ~or the purposes of this clause. Senior Mentor is defined as a retired tlag. general or other military officers (0-6) 
or retired senior civiliun officiul (Senior Executive Service (SCS), Senior Level (SL), Scientific und Profe~~ionul 
(ST)) who provides expctt experience-based mcntoring, teaching, training, advice, and recommendations to senior 
military officer!:>, staff-; and students ll!:> they participate in war games, warfighting courses, operational planning, 
operational exercises, and decision-making exercises. 

(c) In accorduncc with Secretary of Defense ~emorandum entitled "Policy on Senior Mentors'' dutcd April I, 20l0. 
DTRA will hire all senior mentors as highly quali lied experts (IIQE) under 5 U.S.C. 9903. This policy balances the 
need lor DTRA to secure the specinli:£ed knowledge required lor these operational exercises with the need to hire 
such experts iJie. ;';} -;:1a,ttti,lcr that ~0014.~5 JGiic trust and conlldence. 

(d) The Contractor shall not inc lude the usc of senior mentors in bids or proposals l()r services/supplies ollcred to 
DTRA 

(e) The Contractor shall include the substance of this clause in all subcontracts. 

(End of Clause) 
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The payment office shall make payment using the oldest tiscal year appropriations first. exhausting all funds in the 
previous fiscal year before disbursing from the next tiscal year. In the event there is more than one ACRN 
associated \'llith the same fiscal year, the payment amount shall be disbursed from each ACRN within a tiscal year in 
the same proportion as the amount of funding obligated for each ACRN within the fiscal year. 

(End of clause) 

252.209-9003 NON-GOVERN\1ENT SUPPORT PERSONNEL (APR 201 I ) 

Select DTRA-cmployed support contractors may have access to contractor infom1ation. technical data or computer 
software that may be marked a~ proprietary or otherwise marked with restrictive legends. Each DTRA support 
contractor performs under a contract that contains organizational conflict of interest provisions and/or includes 
contractual requirements lor nondisclosure of proprietary contractor information or data/sonwarc marked with 
restrictive legends. These contractOrs require access while providing DTRA such support as advisory and assistance 
services. contract specialist suppmi, and support of thc Defense Threat Reduction Inlonnalion Analysis Center 
(DTRIAC}. The conu·actor, by submitting a proposal or cnlering inlo this contracl. is deemed to have consented lo 
the disclosure of'its inlbm1ation to DTRA ·s support contractors. 

The following are, at present, the prime contractors anticipated to access such documentation: Booz Allen Hamilton 
and All Native Managed Services. This list is not a ll inclusive (e.g .. subcontractors) and is subject to change. 

252.215-9004 KEY PERSONNEL (AUG 20 12) 

The personnel listed below are considered essential to the work being pertonned hereunder. Prior to removing. 
replacing. or diverting any of the specified individuals. the Contractor shall notify the Contracting Otlicer 
reusonably in udvance and shall ~ubmit justificution (including propo~ed ~ub~titutions) in ~ufficicnt detail to permit 
evaluation of the impact on this Contract. No deviation shall be made by the Contractor without the prior written 
consent of the Contracting Officer; provided, that the Contracting Officer authori7.es in writing the change, such 
authori7.ation shall constitute the consent of the Contracting Officer required by this paragraph. The personnel listed 
helow may, \Vith the consent of the contnt<:ting parties, he amended from time to time during the course of the 
Contract to either add or delete per:;onncl a:; appropriate. 

[To be determined by the Government on review of Technical/Management Proposals) 

(b)(6) 
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252.216-9005 PROFIT OR FEE ON TRAVEL COSTS (JUL 2008) 

Travel shall not be a profit or fee bearing cost element. 

(End of clause) 

HDTRA 1-0g-D-0007 
000907 

Page 17 of22 

252.232-9012 -Invoicing, Receipt, Acceptance, and Property Transfer (iRAPT) formally 
(W A WF)- RECEIPT AND ACCEPTANCE (RA) INSTRUCTIONS (OCT 2015) 

(a) As prescribed in DFARS clause 252.232-7003 Electronic Submission of Payment Requests 
(Jun 2012), Contractors must submit payment requests in electronic form. Paper copies will no 
longer be accepted or processed for payment unless the conditions of DF ARS clause 252.232-
7003(c) apply. To facilitate this electronic submission, the Defense Threat Reduction Agency 
(DTRA) has implemented the DoD sanctioned Invoicing, Receipt, Acceptance, and Property 
Transfer (iRAPT) for contractors to submit electronic payment requests and receiving repmts. 
The contractor shall submit electronic payment requests and receiving reports via (iRAPT). 
Vendors shall send an email notification to the Contracting Officer Representative (COR), 
Program/Project Manager or other government acceptance official identified in the 
contract by clicking on the Send Additional Email Notifications link upon every submission 
of an invoice/cost voucher in iRAPT. To access (iRAPT), go to https://wawf.cb.mil. 

For questions, contact the DTRA iRAPT Team at dtra.belvoir.J4-RC.mbx.dtra-wawf
hclp(ic;.mail.mil. 

(b) Definitions: 
Acceptor: Contracting Officer's Representative, Program/Project Manager, or other 
government acceptance official as identified in the contract/order. 
Pay Official: Defense Finance and Accounting Service (DF AS) payment office identified in the 
contract/order. 
SHIP To/Service Acceptor DoDAAC: Acceptor OoDAAC or OCMA OoDAAC (as specified 
in the contract/order). 
DCAA Auditor DoDAAC: Needed when invoicing on cost-reimbursable contracts. (Go to 
www.dcaa.mil and click on the appropriate link under Locator to search for your DCAA 
DoOAAC.) 
>>>>> For contracts that are administered by the Office of Naval Research (ONR): <<<<< 

Enter the ONR DoDAAC in the DCA/\ Auditor and Service Approver DoDAAC 
field in iRAPT. 

(c) iRAPT Contractor Input Information: 
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The contractor shall use the following information in creating electronic payment requests in 
(iRAPT): 

Invoice Type in iRAPT: 
If billing for Cost Type/Reimbursable contracts (inc1uding T &M and LH), select "Cost 

Voucher" 
If billing for Firm-Fixed Price (FFP) Materials Only, select "Combo" 
If billing for FFP Materials and Service, select "Combo" 
If billing for FFP Services Only, select "2-n-1 (Services Only)" 
If the contract contains both FFP and Cost Type (including T&M and LH) line items, 

they must be invoiced separately on appropriate types mentioned above. Upon the written 
approval of the Project Manager or Contracting Officer's Representative, the contractor may 
invoice both line items in one type of invoice. 

F 'RAPT R f I ~ or 1 ou m2: n ormatiOn S T bl B l cc a c cow: 

Description 
SF26 ISF33 ISF 1449 ion 1155 
Located in Block/Section 

Contract Number 2 ~ 2 l 
Delivery Order See Individual Order 4 ~ 
CAGE Code 7 15a 17a 9 
Pay DoDAAC 12 ~5 l8a 15 

Inspection 
Section E (except SF 1449, See Entitled): 
INSPECTION AND ACCEPTANCE 

Acceptance 
Section E (except SF 1449, See Entitled): 
INSPECTION AND ACCEPTANCE 

Issue Date 3 ~ 3 3 
Issue By DoDAAC 5 r 9 6 
Admin DoDAAC 6 ~4 16 7 
Ship To I Service 
Acceptor DoDAAC 6 ~4 16 7 
Ship to Extension Do Not Fill In 

Services or Supplies 
Based on majority of requirement as detennined 
by monetary value 
Do not change "N" (no) to "Y" (yes) unless this 

Final Invoice? is the last invoice and the contract is ready for 
closeout. 

(d) Final Invoices/Vouchers -Final Payment shall be made in accordance with the Federal 
Acquisition Regulation (FAR) 52.216-7, entitled "Allowable Cost and Payment." 

Invoices- Invoice 2_-n-1 (Services Only) and Invoice and Receiving Report (Combo) 
Select the "Y" selection from the "Final Invoice?" drop-down box when submitting the final 
invoice for payment for a contract. Upon successful submission of the final invoice, dick on the 
Send Additional Email Notijicfttions link to send an additional email notification to the 
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Contracting Officer Representative (COR), Program/Project Manager or other government 
acceptance official identified in the contract. 

Final Cost Vouchers- Once the final DCAA audit is complete for cost reimbursable 
contracts and authorization from DCAA is received, submit the final cost voucher to 
ldtra.belvoir.J4-8C.mbx.closeouts@mail.mil J 

**DO NOT SUBIVIIT Fll\AL VOUCHERS (El\DING II\ ~~Z") VIA ilV\t>T, submit only 
to the e-mail listed above. 

(e) WA WF e-Business Suite Training may be accessed online at 
https://wawftraining.eb.mil/wbt/. To practice creating documents in iRAPT, visit the practice 
site at https:/ /wawftraining.cb.mil. General OF AS information may be accessed using the DF AS 
website at http://www.dfas.mil/. Payment status information may be accessed using the 
mylnvoice system at https://wawf.eb.mil. Your contract number and shipment/invoice number 
will be required to check status of your payment. 

av ti'mail.mil Vendors shall forward any additional DTRA related iRAPT questions to 
dtra. be lvoir.J4-8C. mbx.dtra-wawf-hclp(iDma i l.mil. 

(f) DCMA Administered Contract exceptions are as follows: 

F 'RAPT R f I fi or 1 ou mi! n ormatiOn S T bl 8 I ee a e e ow: 

Description 
SF26 ISF33 ISF 1449 ton 1155 
Located in Block/Section 

Ship To I Service 
b4 116 16 Acceptor DoDA.AC 5 

Final Cost Vouchers - Once the final DCAA audit is complete for cost reimbursable 
contracts and authorization from DCAA is received, submit the final cost voucher to the 
DCMA Office identified on the contract. 

Note2: For specific invoice related inquiries, please contact the DCMA office identified 
on the cont ract. Vendors shall forward any additional DTRA related iRAPT questions to 
khra.belvoir.J4-RC. mbx.dtra-wawf-help((i.{ma i I. mi tl 

End ofclause 

252.237-9000 CONTRACT HOLIDAYS (JUN 2010) 
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(a) The price/costs in Section B of the contract include federal holiday observances; accordingly, the Government 
will not be billed for such holidays, except when services arc required by the Government and arc actually 
performed on the federal holiday. 

(b} The following days are contract holidays: 

New Year's Day 
Martin Luther King's Birthday 
President's day 
Memorial Day 
Independence Day 
Labor Day 
Columbus Day 
Veteran's Day 
Thanksgiving Day 
Christmas Day 

OJ January 
Third Monday in January 
Third Monday in February 
Last Monday in May 
04 July 
First Monday in September 
Second Monday in October 
II November 
Fourth Thursday in November 
25 December 

(c) If a federal holiday listed above falls on a Saturday or Sunday, the official observance of the holiday will be on 
the previous Friday or the following Monday. 

(End of Clause) 

252.237-9001- Enterprise-wide Contractor Manpowe1· Reporting Aplllication (APR 2013) 

(a) In accordance with Section 2330a oftitle I 0, United States Code (I 0 CSC 2330a). Contractors shall report AI. I. 
contractor labor hours (including subcontractor labor hours) required for performance of services provided under 
this contract via a secure data collection site. The contractor shall completely till in all required data fields using the 
following v.:eb address: http://www.ecmra.mil/. 

(b) Reporting inputs will be for the labor executed during the period of performance during each Government fi scal 
year ( FY ), which runs October I through September .10. Whi lc inputs may he reported any time during the I· Y, all 
data shall he reported no later than October 3 1 of each calendar year, beginning with 201 3. Contractors may direct 
questions to the help desk at: http://•vww.eemra.mil. 

(End l?f'Ciause) 

252.247-9000 GOVERNMENT CONTRACTOR TRAVEL (JUL 2007) 

The Joint Travel Regulation (JTR), Appendix E, Part I.A. I .b., states invitational travel applies to 
individuals acting in a capacity that is related directly to, or in connection with, official DOD 
activities; however, this does not include a contractor's employee traveling in the performance of 
the contract. Appendix E, Part I.B.4. RESTRICTIONS, further states invitational travel must 
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not be authorized for contractors. Appendix E, Patt III states neither the JFTR nor the JTR may 
be used as official contractor travel regulations as they apply to uniformed personnel and 
Defense Department civilian employees and contain provisions, the use of which is illegal by 
contractors. The JTR can be viewed at https://secureapp2.hgda.pentagon.mil/perdiem 

Discounts may be obtained for some travel related services (identified below); however, 
commercial vendors are under no obligation to extend Government rates for the Government's 
travel and transportation programs to contractors working on behalf of the Federal Government. 
Contractors must contact their Contracting Officer Representative (COR) to obtain a 
Government Contractor Official Travel Letter of Identification, signed by the authorizing 
Contracting Officer. 

Contract City-Pair Air Passenger Transportation Program and Other Government Fares. Use of 
GSA contract city-pair air passenger fares is governed by GSA's contracts with the airlines and 
by the Defense Transportation Regulation (DOD 4500.9-R), Part I, Chapter 103. Use of other 
airfares reserved for Government employees on official business is governed by the airline fare 
structure and rules. Government contractors are not eligible to participate in the GSA city-pairs 
program for air passenger transportation services as of October 1, 1998. 

Rail Service. Commercial passenger rail vendors may voluntarily offer discount rates to 
contractors traveling who are on official Government business at the vendor's discretion. 

Lodging Programs. GSA and Services' lodging programs may voluntarily offer discount rates to 
contractors who are on official Government business at the vendor's discretion. 

Car Rental Program. Military Surface Deployment and Distribution Command (SDDC) 
negotiates special rate agreements with car rental companies available to all Government 
employees and uniformed personnel while traveling on official Government business. Some 
commercial car rental companies may voluntarily offer similar discount rates to Government 
contractors at the vendor's discretion. 
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Exhibili Attachment Table of C ontcnts 

DOCUMENT TYPE 
Attachment 2 

DESCRIPTION 
Propeny Transfer 
DDII49 

PAGES 
10 

Attachment 3 Excess Inventory SF 1428 14 

DATE 
30-SEP-20 19 

30-SEP-20 19 
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Section B - Supplies <W Service~ and Prices 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001 I Lot (b)(4) 

Lahor - l.:lase 
CPFF 
The contractor shall provide support as set lorth in Attachment 00 I. Statement or 
Work (SOW) entitled '1Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
PURCHASE REQUEST NUMBER: HDTRA 1931826 
R799 

ESTIMATED COST 
FIX ED FEE 

TOTAL EST COST+ FEE 
$4,344,62R.OO 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
000101 so.oo 

Funding fo r CLIN 000 I 
crrr 
RTRP FY 19 

ESTIMATED COST so.oo 
f.JXED rEE so.oo 

TOTAL EST COST I FEE SO.OO 

ACRN AA [b)(4) 

CIN: HDTRAI931R260001 
I 

Obtained via FOIA by Judicial Watch Inc.



ITE\1 NO 
)()02 

lTC:vt. NO 
p00201 

TEMNO 
pooJ 

HDTRA 11800003 
HDTRA 119F0077P00006 
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SUPPLIESiSERYICES QUANTITY UN IT UNIT PRICE AMOUNT 
l Lol (b)(4) 

Travel - Base 
COST 
The contractor shall provide support as set forth in Attachmenr 00 l , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vt.;\rch 20 19. The work to be performed under this CLIN is severable. 
FOH: Destination 
R799 

ESTIMATED COST 

SUPPLJES!SERVlCt:S QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding for CLIN 0002 
COST 
BTRP fYl9 

ESTIMATED COST ~(\ (\(\ 

ACRN AA rb)(4) 

CIN: IIDTRAI9318260002 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot b)(4) 

Cquipmcnl and \ttatcrials - Base 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
fiXED FEE 

TOTAL EST COST+ FEE 
$1,270.129.00 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
UOUJOI 

ITEM NO 
0004 

ITEM NO 
000401 

SUPPLIESiSER VICES QU ANTITY 

Funding for CLIN 0003 
CPFF 
BTRP FYJ9 

ACRN AA 
CIN: HDTR.A 193 18260003 

SU PPLI ES/SER VICES QUANTITY 
I 

Other Direct Costs - Base 
(.'PH 

UNIT UNIT PRICE 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

UNIT UNIT PRICE 
Lot 

HDTRA 11800003 
HDTRA 119F0077P00006 

Page 4 of 45 

AMOU NT 
so.uo 

$0.00 
so.oo 
so.oo 

r b)(4) 

AMOUNT 
(b)(4) 

The contractor shall provide support as set fi>rth in Attachment 001, Statement of 
Work (SOW) entitled "Electronic lntcgmtcd Discu::oc Survcilluncc Sysh.:m 
(LIU!'>S) and Pathogen A::;::;ct Control ~ystcm (PAC!'>) Implementation" dated 05 
March 20 19. The work to he performed under thi::; CLIN i!; scvcrahle. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST r FEE $1.856,864.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding fo r CLIN 0004 
CPFF 
BTRP FYI9 

ESTIMATED COST $0.00 
FIXED FEE SO.OO 

TOTAL EST COST+ FEE so.oo 
ACRN AA fb)(4) 

CIN: HDTRA I93 1&260004 I 

Obtained via FOIA by Judicial Watch Inc.
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lor 

UNIT PRICE 
0005 
OPTIO~ Labor - EIDSS I 

CPrF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
March 2019. The work to be performed under this CLI N is severable. 
fOB : D~.:~ tinlltion 
R799 

ESTIMATED COST 
I' I XED FI.!L:: 

TOTAL EST COST+ FI::E 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
Lot 

UNIT PRICE 
0006 1 
OrTI0:-.1 Travel - EIDSS I 

COST 
The contractor shall provide support as set lonh in Allachmcnt 00 I , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Contro l System (PACS) hnplcmcntation'' dated 05 
March 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

ITEM NO SUPPLIES/SERVICES QUANTITY 
1 

UNIT 
Lot 

UNIT PRICE 
0007 
OPTI0:--1 Equipment and Materials- EIDSS I 

CPrF 
The contractor shall provide support as set torth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease SUJveillance System 
(EIDSS) and Pathogen A:;:;ct Control System (PACS) hnplemcntati(>n" dated 05 
March 20 19. The work to he performed under this CLJN is scvcrahle. 
FOB: Dcstimttion 
R799 

ESTIMATED COST 
f-IXED FEE 

TOTAL EST COST + rEE 

AMOUNT I 
b)(4) 

$192,761.00 

AMOUNT 
{b){4) 

AMOUNT 
{b){4) 

~YJ,I 1 Y.UU I 

Obtained via FOIA by Judicial Watch Inc.
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE AMOUNT 
OOOR 
OPTIO\f 

ITEM NO 
0009 
OPTIO\f 

Other Direct Co::;t::; - EIDSS I 
CPH 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Im.cg;<l.4cd m!i<caS\': S~~trvea:leal\.$ System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
\ttarch 2019. The work to be perlonned under this CLIN is severable. 
FOB: Destination 
R799 

SU PPLI ES/SERVICES 

Labor- t:JDSS 2 
CPH' 

QUANTITY 
I 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 

UNIT 
Lot 

UNIT PRICE 

The contractor shall provide supp01t as set forth in Attachment 00 I . Statement of 
W'ork (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
\ttarch 2019. The work to he performed under this CLIN is scverahle. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

ITE\tt NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE 
0010 
OPTIO~ Travel - EIDSS 2 

COST 
The contractor shall provide supporl as set forth in Attachment 00 I . Statement or 
Work (SOW) entitled ''Electmnic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
\1arch 20 19. The work to be performed under this CLIN is severable. 
fOD : Destination 
R799 

ESTIMATED COST 

b)(4) 

$1 R4,R55 .00 

AMOUNT 
(b)(4) 

$192,761.00 

AMOUNT 
(b)(4) 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
0011 
OP'I'I0:-.1 

ITEM NO 
00 12 
OPTI0\1 
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SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Equipment and Materials - EIDSS 2 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation·• dated OS 
:vtarch 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
$93.119.00 

SUPPLIGS/SCRVICES QUANTITY UNJT UNIT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Co~t!; - EIDSS 2 
CPH 
The contractor shall provide suppo1t as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Glcctr~mic Integrated Disca~c Surveillance Sy::;tcm 
(EIDSS) and Pathogen Asset Control System (P/\CS) hnplcmcntatiM'. dated 05 
\It arch 2019. The work to be perlom1ed under this CLJN is severable. 
FOB: Destination 
R799 

ESTIM/\ TED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$184,855.00 

Obtained via FOIA by Judicial Watch Inc.
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT UNIT PRICE 
0013 Lot 
OPTIO"J Labor - EIDSS 3 

CPFF 
The contractor sh;:~ll provide support as set forth in Attachment 00 I, St;:~tement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation·· dated 05 
March 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
riXED FEE 

TOTAL EST COST+ FEE 

ITEYf NO SUPPLIES/SERVICES QUANTITY UNIT 
Lot 

UNIT PRICE 
0014 I 
OPTIO:"II Travel - EIU!)S 3 

COST 
The contractor shall provide support us set forth in Attachment 001, Statement of 
W~n·k (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen A~~ct Control System (PACS) Implementation'" dated 05 
\II arch 2019. The work lobe perlom1cd under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE 
0015 
OPTIO:--J Equipment and Materials - EIDSS 3 

CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease SUJveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19. The work to he performed under thic; CLINic; ~everahle. 
FOB: Destination 
R799 

ESTIMATED COST 
f-IXCO me 

TilT A 1 D~TCO_~T_-i-TilTI 

AMOUNT 
b)(4) 

$192.761.00 

AMOUNT 
(b)(4) 

AMOUNT 
b)(4) 

$93, 11 9.00 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
0016 
OPTI0:-.1 

ITEM NO 
1001 
EXERCISED 
OPTI0:--1 

ITEM NO 
10010 1 

HDTRA 11 800003 
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SU PPLIES/SERVICES QUANTITY UN IT UN IT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Costs - ElDSS 3 
CPH 
Th~ ~.:~111tru~.:hn ::. l ~ttll p• ~1vid~ Mli'JN•t u~ ::.~l f\11tlt iu All<tduu~nt 00 1, Slt~l~•u~o: ul ~~r 

Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(ClOSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
.\tturch 20111. fhe work to he performed under th1s CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$184,855.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Labor - Option Period I 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Wurk (SOW) enlitkd "clt:~,;trunic lnlegruled Di:;t:u~e Survei ii<.LIIl:t: Sy:;tt:tll 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19, The work to be performed under this CLIN is severable. 
FOI:l: Destination 
R799 

ESTIMATED COST 
r-JXCD rEC 

TOTAL EST COST I fEE 
$ 1,933,419.00 

ACRN AB (b)(4) 

CIN: HDTRA 11 3RJ700001 

SlJPPLIES/SER VICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding for CUN I 00 I 
CPFF 

ESTIMATED COST SO.OO 
FIXED FEE SO.OO 

TOTAL EST COST I FEE 
SO.OO 

ACRN AB $0.00 

Obtained via FOIA by Judicial Watch Inc.



ITE:vt NO 
1002 
EXERClSEO 
OPTI0:--1 

ITEM NO 
1003 
EXERCISED 
Of'TIO:"J 

HDTRA 11800003 
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CIN: IIDTRA 11 383700001 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
l Lot b)(4) 

Travel- Option Period I 
COST 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(E([)SS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19. The work to be performed under this CLI N is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
ACRN AB 
CIN: HDTRA ll 3RJ700002 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Equipment and Yfatcrials- Option Period I 
CPFF 
The contractor !>hall provide support as !>et lonh in Auachmem 00 I. Statement or 
Work (SOW) cmilled ''Electronic Integrated Disease Surveillance System 
(ClOSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 I Y. The work to be pertormed under this CLI N is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
$644,7R9.00 

ACRN AB 
b)(4) 

CIN: H DTR.A 11383 700003 

I 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
IOUJUI 

ITEM NO 
1004 
F.XF.RC: ISED 
UPTIO.~ 

ITEM NO 
100401 

SUPPLI ES/SERVICES QUANTITY 

Funding for CLIN 1003 
CPFF 

ACRN AB 
CIN: HDTRAl\ 383700003 

SU PPLI ESiSJ::RVICES QUANTITY 
I 

Other Direct Costs - Option Period l 
CPH' 

UNIT UNIT PRICE 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

UNIT UNIT PRICE 
Lot 

HDTRA 11 800003 
HDTRA 119F0077P00006 

Page 11 o f45 

AMOUNT 
so.oo 

$0.00 
$0.00 
so.oo 
so.oo 

AM()I INT 
b}{4) 

Th~.: ~o:tmtnu.; tor ::;hull provid~.: suppurt us ::;d fo rth in Attachm~o:nt 001, Stutcmcnt uf 
Work (SOW) entitled "Electronic Integrated Disea"c Surveillance System 
(ClOSS} <md J'ld~mg•.;..-. A~t Cm~t~o l System (PACS) Implementation" dated 05 
:vtarch 20111. The work to he pert(>rmcd under th i ~ CLI N i ~ severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL hSl COST I t-he 
$793,73 1 00 

ACRN AB {b){4) 

CIN: IIDTRA11383700004 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding fo r CLI N I 004 
CPFF 

ESTIMATED COST so.oo 
riXED FEE so.oo 

TOTAL EST COST + FEE 
so.oo 

ACRN AH so.oo 
CIN: HDTRA 1\ 383700004 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
2001 
OPTIO~ 

ITEM NO 
2002 
OrTI0:-.1 

ITEM NO 
2003 
OI"TI0:--1 
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SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lor b)(4) 

Labor - Option Period 2 
CPrF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
March 2019. The work to be performed under this CLI N is severable. 
fOB : D~.:~lination 
R799 

ESTIMATED COST 
I' IXED FI.!L:: 

TOTAL EST COST+ FI::E 
$ 1,499.117.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1 Lot (b)(4) 

Travel - Option Period 2 
COST 
The contractor shall provide support as set lonh in Allachmcnt 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation'' dated 05 
March 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

SUPPLIES/StRVJCES QUANTITY UNIT UNIT PRICE AMOUNT 
1 Lot b)(4) 

Equipment and Materials- Option Period 2 
CPt-:F 
The contractor :;hall provide support as :;et forth in Attachment 00 I, Statement (>f 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(ElDSS) and Pathogen A!;!;Ct Cnntr(>l System (PACS) lmplcmcntati(>n" <.luted 05 
March 2019. The work to he performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
nxco rcc 

TOTAL EST COST I FEE 
$305,851 .00 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
2004 
OPTI0\1 

ITEM NO 
3001 
OPTI0\1 
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SU PPLI ES/SER VICES QUANTITY UNIT UNIT PRICE AMOIJNT I 

I Lot b)(4) 

Other Direct Co:sh - Option Pcri(>d 2 
CPH 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation'' dated 05 
:Vtarch 2019. The work to be perlonned under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
:b{)L5,J.S4.0U 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AM()IJNT 

I Lot (b)(4) 

Labor- Option Period 3 
CPfF 
The contractor shall provide support as set forth in Attachment 00 I. Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vi arch 2019. The wnrk to he performed under this CLJN is severahle. 
FOB: Destination 
R799 

ESTI MATED COST 
fiXED FEE 

TOTAL EST COST + fEE 
)1,4YY, Il/ .VV 

Obtained via FOIA by Judicial Watch Inc.



ITE\1 NO 
JOU2 
OPTI0'-1 

ITEM NO 
3003 
OPTI0\1 

ITEM NO 
3004 
OPTIO~ 
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SUPPLIESiSERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
l Lol b)(4) 

Travel - Option Period 3 
COST 
The contractor shall provide support as set forth in Attachment 00 l , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOH: Destination 
R799 

ESTIMATED COST 

SUPPLIES/SERVICES QUANTITY UN IT UNIT PRICE AMOUNT 
I Lot b)(4) 

Equipment and :vfaterials- Option Period 3 
CPH 
Th(.: contractor shall provid(.: support as S(.:t forth in Attac.hm(.:nt 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance Sy::;tcm 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation" dated 05 
:vfarch 20 19. The work to he performed under this CLJN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$305,85 1.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Costs - Option Period 3 
CPrr 
The contractor shall provide support as set fonh in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
{hlDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 2019. The work to be performed under this CLI N is severable. 
FOH: Destination 
R799 

ESTIMATED COST 
f iXED FEE 

TOTAL EST COST + FEE 
$623.334.00 I 

Obtained via FOIA by Judicial Watch Inc.



Section E - Inspection and Acceptance 

INSPECTION AND ACCEPTANCE TERMS 

Supplies/services wil1 be inspected/accepted at: 

CLIN INSPECT AT INSPECT BY 
0001 Destination Government 
000101 N!A NiA 
0002 Destination Government 
000201 N!A NiA 
0003 Destination Government 
000301 N!A N/A 
0004 Destination Government 
000401 N!A N/A 
0005 Destination Government 
0006 Destination Government 
0007 Destination Government 
ooog Destination Government 
0009 Destination Government 
0010 Destination Government 
0011 Destination Government 
0012 Destination Government 
0013 Destination Government 
0014 Destination Government 
0015 Destination Government 
0016 Destination Government 
1001 Destination Government 
100101 N!A NiA 
1002 Destination Government 
1003 Destination Government 
100301 N!A NiA 
1004 Destination Government 
100401 N!A NiA 
2001 Destination Government 
2002 Destination Government 
2003 Destination Government 
2004 Destination Government 
3001 Destination Government 
3002 Destination Government 
3003 Destination Government 
3004 Destination Government 

CLAUSES INCORPORATED BY FULL TEXT 

252.201-9000 PROJECT MANAGER (SEP 201 3) 

The Project Manager for this requirement is: 

ACCEPT AT 
Destination 
N/A 
Destination 
N/A 
Destination 
N/A 
Destination 
N!A 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
N/A 
Destination 
Destination 
N/A 
Destination 
N/A 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
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ACCEPT BY 
Government 
N!A 
Government 
N!A 
Government 
NiA 
Government 
NiA 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
N!A 
Government 
Government 
N!A 
Government 
N!A 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
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{b){6) 
_ll_·~~~~~~~~~ 

uetense Threat Reduction Agency/PH.TI:l IOI 
8725 John J. Kingman Rd., MS 6201 
Fort Belvoir VA 27I060-620J 
Telephone number :_{b){6) 
e-mail address :r;:-fb~)(~6)..__ _____ _._ _ __, 

WAWF Acceptor DoDAAC: HAA722 

(End of Clause) 
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252.20 1-900 1 CONTRACTING OfPICC POINT OP CONTACT (POC) (Dec 2007) 
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Section F - Deliveries o r Pcrfonnancc 

DELIVERY INFORMATION 

CLIN DELIVERY DATE 

0001 POP 01-AUU-2019 TO 
3 I -JUL-2021 

000101 N!A 

QUANTITY 

NiA 

N/A 

0002 POP01-AUG-2019TO NiA 
3 1-JUL-2021 

000201 Ni l\ 

0003 POP 0 1-AUG-20 19 TO 
31-JUL-2021 

000301 N/A 

0004 POP 01-AUG-2019 TO 
3 1-JUL-2021 

000401 Nil\ 

N/.1\ 

NiA 

NiA 

NiA 

N/.1\ 

HDTRA 11 800003 
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SI IIP TO ADDRESS 

DEFENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l<b)(6) I 
8725 JOHN J. KINGMAN RD [Q] EI BEI.YQIB Y8 12060-6201 

~b)(6) 

FOB: Destination 

Ni A 

DH'ENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l<b)(6) I 
8725 JOHN J. KINGMAN RD g 
FT BEL VOIR VA 22060-620 l 

~b)(6) I 
FOB: Destination 

Nil\ 

DCfCNSC TI IRCAT REDUCTION 
AQE~~:~r:;~J -~:16 

~b)(6) I [Q] 8725 JOHN J. KINGMAN RD 
FT BELVOIR VA 22060-620 l 

~b)(6) I 
FOB: Destination 

NiA 

DEFENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l(b)(6) ~ 
8725 JOHN J. KINGMA RD [Q) ti aEL VQiB :YA 2J060-620 1 

~b)(6) 
FOB: Dcstinnli()n 

Nil\ 

DODAAC / 
CAGE 

HDTRA1 

Ni A 

HDTRAI 

Nil\ 

IIDTRAI 

NiA 

HDTRAI 

Nil\ 
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0005 12 mths. AOE 

0006 12 mths. AOE 

0007 12 mths. AOE 

0008 12 mths. AOE 

0009 12 mths. AOE 

0010 12 mths. AOE 

0011 12 mths. AOE 

0012 12 mths. AOE 

0013 12 mths. AOE 

0014 12 mths. AOE 

00 15 12 mths. AOE 

0016 12 mths. AOE 

1001 01 -AUG-2022 

100101 N/A N/A 

1002 OJ -AUG-2022 

HDTRA 11800003 
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DEFENSE TIIREAT REDUCTION IIDTRA1 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
1-"05: De~tiualivn 

(SAMe AS PREVIOUS LOCATION) JIDTRA1 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRA1 
FOB: Dc!>tination 

(SAME AS PREVIOUS LOCATION) IIDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) IIDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRA1 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Dcstinati(>n 

(SAME AS PREVIOUS LOCATION) HDTR Al 
fOB: Destination 

N/A N/A 

IIDTRAI 
GENCY /Pl-CTO 

(b)(6) 

725 JOHN J. KINGMAN RD 0 T BELVOIR VA 22060-620 l 
(b)(6) 

06: Destmatton 
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1003 01-AUG-2022 

10030 1 Ni t\ N/A 

1004 01-AUG-2022 

100401 N/A NiA 

2001 12 mths. AOE 

2002 12 mths. AOE 

2003 I2 mlhs. AOE 

2004 12 mths. AOE 

3001 12 mths. AOE 

3002 12 mths. AOE 

3003 12 mths. AOE 

3004 12 mtho,; AOE 

HDTRA 118D0003 
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(SAME AS PREVIOUS LOCATION) 
fUll: Dcstmallon 

N/A 

DEFENSE Ti l REA. T REDUCTION 
AGENCY /PI-CTB 

(b)(6) 

8725 JOHN J. KINGMAN RD IOI 
FT BEL VOIR VA 22060-620l 

(b)(6) 

FOB: Destination 

N/A 

(SAME AS PREVIOUS LOCATION) 
FOB: Dcstinalion 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAMC AS PREVIOUS LOCATION) 
J70B: Destination 

(SAME AS PREVIOUS LOCATION) 
fOB: Destination 

IIDTRA.I 

N/A. 

IIDTRA. l 

N/A 

HDTRAI 

IIDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTR AI 
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Section G - Contract Admini~lration Data 

PGI204.710S 
PGI204.7 108 - For Payment Instruction Sec: 
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llllp~: . \\W\\· .acq.osd.n1il dpapfllar:-- p!;\i!pui htm!currl'nt PC 1204 71 . htllll:pavnl~.:nt instructions 

ACCOUNTING AND APPROPRIATION DATA 

AA: 044315 0~7 01 34 000 N 201 n02 1 D 3400 O'l01 5 15HR KD HP TH 19 1n1 01 34 3400 PRK'T DTRA :?51 
A:\10CNT:I(b)(4) I 
AB: 0443 1;i O'J701J4000N 2021 2023 0 34000'J015 1;iBR KD BP TB 2121 23 0134 3400 PRICTDTRAZ;il 
AYIOCNTI(b)(4) I - - - - - - -

ACR'.: CLJ'.:iSLIN CIN 

AA 000101 HDTRA 1 93 1 !\2~000 I 
000201 HDTRA 19318260002 
(J(J(J30 1 HDTRA 1951 !\260003 
000401 HOTRA 11>3 1 !\260004 

AI) 1001 IIDTRA 11 3~.370000 I 
100101 HDTR/\ 1 \:ll\3700001 
1002 HDTRA I 1383700002 
1003 IIDTRA IIJR3700003 
1()0301 HllTRA 1 13!\37000()3 
1004 HDTRAI 1383700004 
100401 HIHRA 1 l:lR3700004 

CLAUSES INCORPORATED BY REFERENCE 

52.232-22 
252.201 -7000 
252.204-700(} 

Limitation Of fund~ 
Contracting Officer's Representative 
Billing Instruct ion~ 

CLAUSES IN CORPORA TED BY FULL TEXT 

A:\10UNT 

b)(4) 

2S2.2Hi-9005 PROFJT OR FEE ON TRAVEL COSTS (JUL 2008) 

Travel shall not be a profit or fee bearing cost element. 

(End of clause) 

252.237-9000 CONTRACT HOLIDAYS (JUN 20 10) 

I 

APR 1984 
DEC 199 1 
OCT 2005 

Obtained via FOIA by Judicial Watch Inc.



HDTRA 11800003 
HDTRA 119F0077P00006 

Page 21 of45 

(a) The price/costs in Section B of the contract include federal holiday observances; accordingly, the Government 
will not be billed for such holidays, except when services arc required by the Government and arc actually 
performed on the federal holiday. 

(b} The following days arc contract holidays: 

New Year's Day 
Martin Luther King's Birthday 
President's day 
Memorial Day 
Independence Day 
Labor Day 
Columbus Day 
Veteran's Day 
Thanksgiving Day 
Christmas Day 

OJ January 
Third Monday in January 
Third Monday in February 
Last Monday in May 
04 July 
First Monday in September 
Second Monday in October 
11 November 
~ourth Thursday in November 
25 December 

(c) If a federal holiday listed above falls on a Saturday or Sunday, the official observance of the holiday will be on 
the previous friday or the following Monday. 

(End of Clause) 
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Section II - Special Contract Requirements 

112. 

I. In accordance with section 1334 (b) of the Fiscal Y car (FY) 2015 National Defense Authorization Act (NDAA), 
the contractor shall not engage in activities that incur expenditures in the Russian Federation, such as project 
management activities, procurement and shipping activities, travel, or direct and indirect cost incurrenccs. 
Specifically, the contractor shall not: 

a. Procure Russian-origin equipment from a Russian vendor located in Russia 

b. Procure non-Russian-origin equipment from a Russian vendor located in Russia 

c. Procure Russian-origin equipment from a third patiy, non-Russian vendor located in Russia 

d. Procure non-Russian-origin equipment from a third party, non-Russian vendor located in Russia 

2. In accordance with section 1334 (b) offoY 2015 NDAA, the contractor may: 

.tl.L. 

a. Procure Russian-origin equipment from a Russian vendor located outside of Russia 

b. Procure Russian-origin equipment lrom a third party, non-Russian vendor located outside of 
Russia 

(End of Clause) 

ADDITIONAL PAYMENT INSTRUCTION 

The payment office shall not make payment using ACRN AA for any invoices submitted for work performed after 
September 30, 2021. 

(End of Clause) 

CLAUSES INCORPORATED BY FULL TEXT 

252.209-9003 NON-GOVERN\1ENT SUPPORT PERSONNEL (APR 2011) 

Select DTRA-employcd support contractors may have access to contractor inl(mnation, technical data or computer 
software thai may be marked as proprietary or otherwise marked with restrictive legends. Each DTRA support 
contractor perJ()mls under a contract that contains organi:.:ational con 11ict or interest provisions and/or includes 
contractual requirements lor nondisclosure of proprietary contractor inlormation or data/solhvare marked with 
restrictive legends. These contractors require access while providing DTRA such support as advisory and assistance 
services, contract specialist support, and support of the Defense Threat Reduction Inlonnation Analysis Center 
(DTRIAC). The contractor, by submitting a proposal or entering into this contract, is deemed to have consented to 
the disclosure of its information to DTRA 's support contractors. 

The following are, at present, the prime contractors anticipated to access such documentation: Booz Allen Hamilton 
and All Native Managed Services. This list is not all inclusive (e.g. , subcontractors) and is subject to change. 

(End of Clause) 
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The personnel listed below arc considered essential to the work being perlbrmed hereunder. Prior to removing, 
replacing, or diverting any of the specilied individuals. the Contractor shall notify the Contracting Olliccr 
reasonably in advance and shall submit juslillcation (including proposed substitutions) in sufficient detail to pem1it 
evaluation of the impact on this Contract. No deviation shall be made by the Comractor without the prior written 
consent of the Contracting Officer: provided. that the Contracting Officer amhorizes in writing the change. such 
authorization shall constitute the consent of the Contracting Ofticer required by this paragraph. The personnel listed 
below may, with the consent of the contracting parties, be amended from time to time during the course of the 
Contract ro either add or delete personnel as appropriate. 

b)(6) 

(End of Clause) 

Obtained via FOIA by Judicial Watch Inc.



Section I - Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE 

52.203-13 
52.204-10 

52.232-20 

Contractor Code of Business Ethics and Conduct 
Reporting Executive Compensation and First-Tier 
Subcontract Awards 
Limitation Of Cost 

CLAUSES INCORPORATED BY FULL TEXT 

52.215-16 FACILITIES CAPITAL COST OF MONEY (JUN 2003) 
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OCT 2015 
OCT 2018 

APR 1984 

(a) Faci I ities capital cost of money will be an allowable cost under the contemplated contract. if the criteria for 
allowability in FAR 31.205-1 O(h) arc met. One of the allowability criteria requires the prospective Contractor to 
propose fitcilitics capital cost of money in its offer. 

(b) Ir the prospective Contractor docs not propose this cost, the resulting contract will include the clause Waiver of 
Facilities Capital Cost of\Jtoncy. 

(End of provision) 

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 

(a) The Government may extend the term ofthis contract by written notice to the Contractor within 15 days 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30 
days before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 60 
monrhs. 
(End of clause) 

52.22R-3 WORKERS' COMPENSATION INSURANCE (DEFENSE BASE ACT) (.Jt!L 2014) 

(a) The Contractor shall--
( I) Before commencing perfbrn1ance under this contract, establish provisions to provide ior the payment or 
disability compensation and medical benefits to covered employees and death benefits to their 
eligible survivors, by purchasing workers' compensation insurance or qualifying as a self-insurer under the 
Longshore and II arbor Workers' Compensation Act (33 U.S.C. 932) as extended by the Defense Base Act 
( 42 U .S.C. 165 1. et seq.), and continue to maintain provisions to provide such Defense Base Acr benefits until 
contract performance is completed; 
(2) Within ten days of an employee's injury or death or from the date the Contractor has knowledge of the injury or 
death, submit Form LS-202 (Employee's First Report of Injury or Occupational Illness) to the Department of Labor 
in accordance with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 930(a), 20 CFR 
702.201 to 702.203); 
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(3) Pay all compensation due lor disability or death within the lime Ji·ames required by the Longshore and Harbor 
Workers' Compensation Act (33 U.S.C. 914,20 CFR 702.231 and 703.232): 
(4} Provide lor medical care as required by the Longshore and llarbor Workers' Compensation Act (33 U.S.C. 907, 
20 CFR 702.402 and 702.419}; 
(5) If controvc11ing the right to compensation, submit Fonn LS-207 (Notice of Controversion of Right to 
Compensation} to the Department of Labor in accordance with the Longshore and I !arbor Workers' Compensation 
Act (33 U.S.C. 914(d), 20 CFR 702.251 ); 
(6) Immediately upon making the tlrst payment of compensation in any case, submit Form LS-206 (Payment Of 
Compensation Without Award) to the Department of Labor in accordance with the Longshore and 
Harbor Workers' Compensation Act (33 U.S.C. 914(c}, 20 CFR 702.234); 
(7) When payments are suspended or when making the tlnal payment, submit Form LS-20g (Notice of Final 
Payment or Suspension of Compensation Payments) to the Department of Labor in accordance 
with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 914(c) and (g), 20 CFR 702.234 and 
702.235); and 
(8) Adhere to all other provisions of the Longshore and Harbor Workers' Compensation Act as extended by the 
Defense Hase Act, and Depattment of Labor regulations at 20 CFR Parts 70 I to 704. 
(b) For additional information on the Longshore and Harbor Workers' Compensation Act requirements see 
http: www.d<>l.gm owcp d I hwl'l sdba.htm. 
(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all subcontracts to which 
the Defense Base Act applies. 

(End of clause} 

52.244-2 SUBCONTRACTS (OCT 20 I 0) 

(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in 
accordance with Part 44 of the Federal Acquisition Regulation (FAR). 

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into a particular 
subcontract. 

Subcontract means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to furnish supplies 
or services for pcrfom1ance of the prime contract or a subcontract. It includes, hut is not limited to, purchase orders, 
and changes and modifications to purchase orders. 

(h) When this clause is inc luded in a fi xed-price type contract, consent to subcontract is required only on unpriced 
contract actions (including unpriccd modifications or unpriccd delivery orders). and only if required in accordance 
with paragraph (c) or (d) of this clause. 

(c) I r the Contractor docs not have an approved purchasing system, consent to subcontract is required for any 
subcontract that 

(I) Is of the cost-reimbursement, rime-and-materials, or labor-hour type: or 

(2) Is fixed-price and exceeds-

(i) For a contract awarded by the Department of Defense. the Coast Guard, or the National Aeronautics and Space 
Administration, the greater of the simplified acquisition threshold or 5 percent of the total estimated cost of the 
contract; or 
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(ii} For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space 
Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of the contract. 

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting 
Officer's wrillcn consent before placing the Jollowing subcontracts: 

None identified. 

(e)( I) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b), (c), or (d) of this clause, including the 
following information: 

(i) A description of the supplies or services to be subcontracted. 

( i i) Identification of the type of subcontract to be used. 

(iii) Identification of the proposed subcontractor. 

(iv) The proposed subcontract price. 

(v) The subcontractor's current, complete, and accurate certified cost or pricing data and Certificate of Current Cost 
or Pricing Data, if required by other contract provisions. 

(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost Accounting Standards when such data 
arc required by other provisions of this contract. 

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract price negotiations; 

(B) The most significant considerations controlling establishment of initial or revised prices: 

(C) The reason cer1ified cost or pricing data were or were not required: 

(D) The extent, if any, to which the Contractor did not rely on the subcontractor's certified cost or pricing data in 
determining 
the price objective and in negotiating the final price; 

(E) The extent to which it was recognized in the negotiation that the subcontractor's certified cost or pricing data 
were not accurate, complete, or current; the action taken by the Contract(>r and the subcontractor; and the effect of 
any such defective data on the total price negotiated; 

(F} The reasons for any signilicant diflcrcnce between the Contractor's price objective and the price negotiated; and 

(G) A complete explanation of the incentive lee or prolit plan when incentives arc used. The explanation shall 
identify each critical pcrfonnancc clement, management decisions used to quanlily each incentive clement, reasons 
for the incentives, and a summary o r all trade-off possibilities considered. 

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for 
which consent is not required under paragraph (c), (d), or (e) of this clause. 

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to any 
subcontract nor approval of the Contractor's purchasing system shall constitute a detennination-
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(2) Of the allowability of any cost under this contract; or 

(3) To relieve the Contractor of any responsibility J()r perl(mning this contract. 

HDTRA 11800003 
HDTRA 119F0077P00006 

Page 27 of45 

(g} No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a
percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee 
limitations in FAR 15.404-4(c}(4)(i}. 

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and prompt 
notice of any claim made against the Contractor by any subcontractor or vendor that. in the opinion of the 
Contractor. may result in litigation related in any way to this contract, with respect to which the Contractor may be 
entitled to reimbursement from the Government. 

(i) The Government reserves the right to review the Contractor's purchasing system as set torth in t-= AR Subpart 
44.3. 

(j) Paragraphs (c) and (c) of this clause do not apply to the following subcontracts, which were evaluated during 
negotiations: 

None identified. 

(End of clause} 

252.203-9000 Prohibition on the Use of Senior Mentors (JUNE 20 I 0) 

(a) The use of senior mentors by the Defense Threat Reduction Agency (DTRA) enhances the readiness of the 
Agency across a wide range of strategic, operational, joint, functional. technical, management and development 
mission areas. The relevant prior service, joint force experience, and unique expertise of these senior consultants 
provide senior leadership with valuable insights and contribute to the continuous improvement of the Agencies' 
operations. 

(b) f or the purposes of this clause. Senior Mentor is defined as a reti red tlag, general or other military officers (0 -6) 
or retired senior civilian offi cial (Senior Executive Service (St::S), Senior Level (SL), Scientific and Professional 
(ST)) who provides expert experience-based mentoring, teaching, training, advice, and recommendations to senior 
mili tmy officers, staff..,; and students as they participate in war games, warfighting courses, operational planning, 
operational exercises, and decision-making exercises. 

(c) In accordance with Sccrctaay of Defense Ylcmorandum entitled "Policy on Senior Mentors'' dated April I, 2010, 
DTRA will hire all senior mentors as highly qualified experts (HQE) under 5 U.S.C. 9903. This policy balances the 
need lor DTR/\ to secure the speciali:t.ed knowledge required lor these operational exercises with the need tO hire 
such experts in a manner that promotes public trust and eonlidenee. 

(d) The Contractor shall not include the usc of senior mentors in bids or proposals J(w services/supplies oflcred to 
DTRA. 

(e) The Contractor shall include the substance of this clause in all subcontracts. 

(End of Clause) 
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252.204-7008 COMPLIANCE WITII SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS 
(OCT 2016) 

(a) Definitions. As used in this provision--

Controlled technical information, covered contractor information system, covered defense information, cyber 
incident, infom1ation system, and technical information are de tined in clause 252.204-70 I 2, Safeguarding Covered 
Defense Information and Cyber Incident Reporting. 

(b) The security requirements required by contract clause 252.204-7012 shall be implemented for all covered 
defense information on all covered contractor information systems that support the performance of this contract. 

(c) For covered contractor information systems that are not part of an information technology service or system 
operated on behalf of the Government (see 252.204-70 12(b)(2))--

(I) By submission of this offer, the Offeror represents that it will implement the security requirements specified by 
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, "Protecting Controlled 
Unclassified Information in Nonfedcral Information Systems and Organizations" (sec 
http: dx .doi.org. l 0.602X 1\1 ST S P .X00-171) that arc in effect at the time the solicitation is issued or as authorized by 
the contracting officer not later than December 3 I, 20 17. 

(2)(i) Ir the Offeror proposes to vary fi·om any of the security requirements spccilied by N IST SP 800-171 that arc in 
erJcct at the time the solicitation is issued or as authorized by the Contracting Officer, the Oflcror shall 
submit to the Contracting Otriccr, J(w consideration by the DoD Chief Inlormation Officer (CIO), a wrillen 
explanation of-

(A) Why a particular security requirement is not applicable; or 

(B) How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a 
particular requirement and achieve equivalent protection. 

(ii) An authorized representative of the DoD CIO will adjudicate offeror requests to vary from NIST SP 800-171 
requirements in writing prior to contract award. Any accepted variance from N 1ST SP 800-1 71 shall be incorporated 
into the resulting contract. 

(End of provision) 

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 
REPORTING (OCT 2016) 

(a) Definitions. As used in this c lause--

Adequate security means protective measures that are commensurate with the consequences and probability of loss, 
misuse, or unauthorized access to, or modification of information. 

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a 
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object 
or the copying of infmmation to unauthorized media may have occurred. 
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Contractor allributionaliproprietary infonnalion means infonnalion that identifies the conlraclor(s), whether directly 
or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, 
facility locations}, personally identifiable inJ()mlation, as well as trade secrets, commercial or financial inl(mnation, 
or other commercially sensitive information that is not customarily shared outside oflhe 
company. 

Controlled technical infonnation means technical infom1ation with military or space application that is subject to 
controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. 
Controlled technical infonnation would meet the criteria, if disseminated, for distribution statements B through F 
using the criteria set forth in DoD Instruction 5230.24. Distribution Statements on Technical 
Documents. The term does not include information that is lawfully publicly available without restrictions. 

Covered contractor information system means an unclassified information system that is owned, or operated by or 
for, a contractor and that processes, stores, or transmits covered defense information. 

Covered defense information means unclassified controlled technical information or other information, as described 
in the Controlled Unclassified Information (CUI) Regist1y at hllp:. ,,.,,,, .an:hi' t;,.;.gm . .:ni rt:gi,.;try calegory
list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and 
Governmentwide policies, and is--

(I) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or 
on behalf of DoD in support of the perl()mlance of the contract; or 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the 
performance of the contract. 

Cyber incident means actions taken through the use of computer networks that result in a compromise or an actual or 
potentially adverse effect on an infonnation system and/or the information residing therein. 

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investigative 
purposes in a manner that maintains the integrity of the data. 

Information system means a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. 

Malicious software means computer software or firmware intended to perform an unauthorized process that will 
have adverse impact on the confidentiality, integrity, or availability of an information system. This definition 
includes a vims, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and 
some fom1s of ad ware. 

Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, (>ptical disks, 
magnetic disks, large-scale integration memory chips, and printouts onto which covered defense infom1ation is 
recorded, stored, or printed within a covered contractor information system. 

Operationally critical support means supplies or services designated by the Government as criticalfbr airlift, sealilt 
intennoda. l transportation services, or logistical support that is essential to the mobilh:ation, deploymenL or 
sustainment of the Armed Forces in a. contingency operation. 

Rapidly report means within 72 hours of discovery of any cyber incident. 

Technical information means technical data or computer software. as those terms are defined in the clause at 
OF ARS 252.227-7013. Rights in Technical Data--Noncommercial Items, regardless of whether or not the clause is 
incorporated in this solicitation or contract. Examples of technical information include research and engineering 
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data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, 
technical orders, catalog-item identifications, data sets, studies and analyses and related infonnation, and computer 
software executable code and source code. 

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. 
To provide adequate security. the Contractor shall implement, at a minimum, the following inJ()mlation security 
protections: 

(I) For covered contractor information systems that are part of an information technology (IT) service or system 
operated on behalf of the Government, the following security requirements apply: 

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, 
Cloud Computing Setvices, of this contract. 

(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security 
requirements specified elsewhere in this contract. 

(2) for covered contractnr information systems that arc not part of an IT service or system operated on behalf of the 
Government and therefore arc not subject to the security requirement specified at paragraph (h)( I) of this clause, the 
following security requirements apply: 

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor infimnation system shall he 
subject to the security requirements in National Institute of Standards and Technology (NIST) 
Special Publication (SP) 800-171, ·'Protecting Controlled Unclassified Information in NonJCderal Infom1ation 
Systems and Organizations" (available via the intemet at hupJ dx..doi.l'l"l! l 0.(>02K :\JIST .SP.:-<ll0-171) in effect at the 
time the solicitation is issued or as authorized by the Contracting Ofl"icer. 

(ii}(A} The Contractor shall implement NIST SP l:!OO- I 71, as soon aspractical, but not later than December 31, 2017. 
For all contracts awarded prior to October I, 20 I 7, the Contractor shall notify the DoD Chief Information Officer 
(CIO), via email at o:-.d.d ibt~i;Jill mail. mil, within 30 days of contract award, of any security requirements 
specified by NIST SP l:!OO- I 71 not implemented at the rime of contract award. 

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, tor 
consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an 
authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, 
security measure that may be implemented in its place. 

(C) If the DoD CJO has previously adjudicated the contractor's requests indicating that a requirement is not 
applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to 
the Contracting Officer when requesting its recognition under this contract. 

(0) If the Contractor intends to usc an external cloud service provider to store, process, or transmit any covered 
defense infom1ation in pcrfomwnce of this contract, the Contractor shall require and ensure that the cloud service 
provider meets security requirements equivalent to those established by the Government Jbr the Federal Risk 
and i\uthori:.cation Management Program (FedRAMP) Moderate baseline 
(hllp~ :i. \\'\\W.Ii:tlramp.gov. r...: sourt·-:~idocunt...:n t<) and that the cloud service provider complies with requiremenls in 
paragraphs (c) through (g) of this clause for cyber incident reporting. malicious software, media preservation and 
protection. access to addit ional information and equipment necessary lor forensic analysis, and cyber incident 
damage assessment. 

(3) Apply other information systems security measures when the Contractor reasonably determines that information 
systems security measures. in addition to those identified in paragraphs (b)( I) and (2) 
of this clause, may be required to provide adequate security in a dynamic environment or to accommodate special 
circumstances (e.g., medical devices} and any individuaL isolated, or temporary deficiencies based on an assessed 
risk or vulnerability. These measures may be addressed in a system security plan. 
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(I) When the Contractor discovers a cybcr incident that anccts a covered contractor inl(mnation system or the 
covered defense inl()m1ation residing therein, or that anccts the contractor's ability to perform the requirements or 
the contract that arc designated as operationally critical support and identified in the contract, the Contractor shall--

(i) Conduct a review for evidence of compromise of covered defense infonnation. including. but not limited to, 
identifying compromised computers, servers, specific data. and user accounts. This review shall also include 
analyzing covered contractor information system(s} that were part of the cyber incident, as well as other infonnation 
systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify 
compromised covered defense information, or that affect the Contractor's ability to provide operationally critical 
support: and 

(ii) Rapidly report cyber incidents to DoD at h1tp: clihncuhl.mil. 

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall 
include, at a minimum, the required clements at http: dibm·t.dod.mil. 

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the 
Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber 
incidents. For infonnation on obtaining a DoD-approved medium assurance ccrtiflcatc, sec 
hllp: iasc.di~a.tnil pk i cca Page;; imkx.aspx.. 

(d) Malicious soflwarc. When the Contractor or subcontractors discover and isolate malicious soH ware in 
connection with a rcp011ed cyber incident, submit the malicious soH ware to DoD Cybcr Crime Center 
(DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious 
software to the Contracting Oftlcer. 

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor 
shall preserve and protect images of all known affected infonnation systems identified in paragraph (c)( I )(i) of this 
clause and all relevant monitoringipacket capture data tor at least 90 days from the submission of the cyber incident 
report to allow DoD to request the media or decline interest. 

(f} Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the 
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a 
forensic analysis. 

(g) Cyhcr incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting 
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance 
with paragraph (c) of this clause. 

(h) DoD safeguarding and usc of contractor attributional/proprictary infonnation. The Government shall protect 
against the unauthorh:ed usc or release or inlom1ation obtained fi·om the contractor (or derived from information 
obtained from the contractor) under this clause that includes contractor attributional/proprictary information, 
including such information submiued in accordance with paragraph (c). To the maximum extent 
practicable, the Contractor shall idcntily and mark attributionaliproprictary inJ()m1ation. In making an authoii:Led 
release or such inf()m1ation. the Government will implement appropriate procedures to minimi:Le the contractor 
attributional/proprietary intonnation that is included in such authorized release, seeking to include only that 
information that is necessary tor the authorized purpose(s} for which the intonnation is being released. 

(i) Use and release of contractor attributionaliproprietary information not created by or for DoD. lntonnation that is 
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not 
created by or for DoD is authorized to be released outside of DoD--
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(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation or cyber incidents: 

(3) To Government entities that conduct counterintelligence or Jaw enforcement investigations: 

(4) For national security purposes, including cyber situational awareness and defense purposes (including with 
Defense Industrial Base (DIB) participants in the program at 32 CFR part 236}: or 

(5) To a support services contractor ("recipient") that is directly supporting Uovenunent activities under a contract 
that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported 
Cyber Incident Information. 

U} Use and release of contractor attributional/proprietary information created by or for DoD. I nfonnation that is 
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is 
created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to 
be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause. and for 
any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based 
restrictions on the Government's usc and release of such information. 

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on 
the interception, monitoring, access, usc, and disclosure of electronic communications and data. 

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this 
clause in no way abrogates the Contractor's responsibility for other safeguarding or cyber incident reporting 
pertaining to its unclassilied inlonnation systems as required by other applicable 
clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements. 

(m) Subcontracts. The Contractor shall--

(I) Include this clause. including this paragraph (m). in subcontracts. or similar contractual instruments. for 
operationally critical support. or for which subcontract performance will involve covered defense information. 
including subcontracts for commercial items, without alteration, except to identify the parties. The 
Contractor shall determine if the information required for subcontractor performance retains its identity as covered 
defense information and will require protection under this clause, and, if necessaty, consult with the Contracting 
Officer; and 

(2) Require subcontractors to--

(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NJST 
SP 800- 17 1 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this 
clause; and 

(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier 
subcontractor) as soon as practicable. when reporting a cyber incident to DoD as required in paragraph (c) of this 
clause. 

(End of clause} 
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252.225-7043 ANTITERRORIS\1/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS 
OUTSIDE TilE UNITED STATES (JUN 2015) 

(a) Definition. United States, as used in this clause. means, the 50 Stales, the District of Columbia, and outlying 
areas. 

(b) Except as provided in paragraph (c) of this clause. the Contractor and its subcontractors, if performing or 
traveling outside the United States under this contract, shall--

(I) Affiliate with the Overseas Security Advisory Council, if the Contractor or subcontractor is a U.S. entity; 

(2) Ensure that Contractor and subcontractor personnel who are U.S. nationals and are in-country on a non-transitory 
basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel who are third country 
nationals comply with any security related requirements of the Embassy of their nationality: 

(3) Provide, to Contractor and subcontractor personnel, antiterrorism/force protection awareness information 
commensurate with that which the Department of Defense (DoD) provides to its military and civilian personnel and 
their families, to the extent such infommtion can be made available prior tn travel outside the United States; and 

(4) Obtain and comply with the most current antiterrorismiforce protection guidance for Contractor and 
subcontractor personnel. 

(c) The requirements of this clause do not apply to any subcontractor that is--

(I ) A foreign govemmenl; 

(2) A representative of a foreign govemment; or 

(3) A foreign corporation wholly owned by a foreign government. 

(d) Information and guidance pertaining to DoD antiterrorism/force protection can be obtained from L _ 
Contracting Officer to insert applicable information cited in PGI 225.372-1]. 

(End of clause) 

252.225-704R EXPORT-CONTROLLED ITEYIS (JUNE 2013) 

(a) Definition. · ·Export-controlled items," as used in this clause, means items suhjeet to the Export Administration 
Regulations (EAR) (1 5 CFR Parts 730-774) or the International Traffic in Arms Regulations (ITAR) (22 Cf-R Pmts 
120- 130). The tem1 includes--

(I) " De fense items," defined in the Am1s Export Contro l Act, 22 U.S.C. 2778(j)(4)(A). as defense articles, de fense 
services, and related technica l data, and fu rther de li ned in the IT t\R, 22 CFR Part I 20: and 

(2) " Items." delined in the EAR as "commodities", " soHware", and " techno logy," tem 1s that arc also de fined in the 
EAR, 15 CFR 772. I . 

(b) The Contractor shall comply with all applicable Jaws and regulations regarding export-controlled items, 
including. but not limited to, the requirement for contractors to register with the Department of State in accordance 
with the IT AR. The Contractor shall consult with the Department of State regarding any questions relating to 
compliance with the IT AR and shall consult with the Department of Commerce regarding any questions relating to 
compliance with the EAR. 
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(c) The Contractor's responsibility to comply with all applicable laws and regulations regarding export-controlled 
items exists independent oL and is not established or limited by, the infom1ation provided by this clause. 

(d) Nothing in the terms of this contract adds, changes. supersedes, or waives any of the requirements of applicable 
Federal laws, Executive orders. and regulations, including but not limited to 

(I) The Export Administration Act of 1979, as amended (50 U.S.C. App. 240 I, et seq.); 

(2) The Arms Export Control Act (22 U.S.C. 275 I. et seq.); 

(3) The International Emergency Economic Powers Act (50 U.S.C. 170 I, et seq.); 

( 4) The Export Administration Regulations ( 15 CFR Parts 730-774 ); 

(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130); and 

(6) Executive Order 13222. as extended. 

(c) The Contractor shall include the substance of this clause, including this paragraph (c), in all subcontracts. 

(End of clause) 

252.225-79RO CONTRACTOR PERSONNEL PERFORMING INTI IE UNITED STATES AFRICA COMMAND 
AREA OF RESPONSIBILITY(DEVIATION 2016-0000S) (JUN 2016) 

(a) Definitions. As used in this clause-
''Combatant Commander" means the Commander of the United States Africa Command (USAFRlCOM). 
''Contractors authorized to accompany the Force," or "CAAF ,"means contractor personnel, including all tiers of 
subcontractor personnel. who are authorized to accompany U.S. Anned Forces in applicable operations and have 
been afforded CAAF status through a letter of authorization. CAA F generally include all U.S. citizen and third
country national employees not normally residing within the operational area whose area ofperfonnance is in the 
direct vicinity of U.S. Armed Forces and who routinely are collocated with the U.S. Armed Forces (especially in 
non-permissive environments). Personnel collocated with U.S. Armed Forces in applicable operations shall be 
afforded CAAF status through a letter of authorization. In some cases, Combatant Commander or subordinate joint 
force commanders may designate mission-essential host nation or local national contractor employees (e.g., 
interpreters) as CAAF. CAAF includes contractors previously identified as contractors deploying with the U.S. 
Armed Forces. CAAF status docs not apply to contractor personnel in support of applicable operations within the 
houndarics and territories of the United States. 
"Designated reception site'' means the designated place for the reception, staging. integration, and onward 
movement of contractors deploying to the USAfoRICOYI area of responsibi li ty. The designated reception site 
includes assigned joint reception centers and other Service or private reception sites. 
"Law of war'' means that part of international law that regulates the conduct of armed hostilities. The law or war 
encompasses the international law related to the conduct of hostilities that is binding on the United States or its 
individual citi:.wns. including treaties and intcmational agreements to which the United States is a pa11y. and 
applicable customary international law. 
"Non-CAAF" means personnel in applicable operations who arc not designated as CAAF, such as local national 
employees and non-local national employees who are permanent residents in the operational area or third-country 
nationals not routinely residing with U.S. Anned Forces (and third-country national expatriates who are permanent 
residents in the operational area) who perform support functions away from the close proximity of, and do not reside 
with, the U.S. Anned Forces. Government-furnished support to non-CAAF is typically limited to force protection, 
emergency medical care, and basic human needs (e.g., bottled water, latrine facilities, security, and food when 
necessary) when perfonning their jobs in the direct vicinity of U.S. Armed Forces. Non-CAAF status does not 
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apply to contractor personnel in support of applicable operations within the boundaries and tcnitories of the United 
States. 
"Subordinate joint force commander'' means a sub-unified commander or joint task force commander. 
"U.S. Afiica Command (USAFRICOM} area of responsibility," as used in this clause, means 
(I) The entire continent of Africa, excluding Egypt; 
(2} The Atlantic Ocean cast and south of the line lfom Antarctica at 024cW, north to 4°N/024°W, west to 30°W, 
then north to 21 °N/030°W, then east to the African continent; and 
(3) The Indian Ocean west and south of the line from Antarctica at 6g0 E, north to 0 I 0 40'S/068cE, and west to the 
African coast at Ol 0 40'S. 
(b) General. 
(I) This clause applies to all contractor personnel when performing in the USAFRICO:vt area of responsibility. 
(2) Ce1tain requirements in paragraphs ( c )(3 ), (e)( I), and (f) must be specified in the statement of work to be 
applied to non-CAAF personnel. 
(3) Contract performance in the USAFRICOM area of responsibility may require work in dangerous or austere 
conditions. Except as otherwise provided in the contract, the Contractor accepts the risks associated with required 
contract performance in such operations. 
(4) When authorized in accordance with paragraph U) of this clause to cany arms for personal protection, contractor 
personnel arc only authorized to usc fiJrcc fiJr individual self-defense. 
(5) Unless immune from host nation jurisdiction by virtue of an international agreement or international law, 
inappropriate usc offiJrcc by contractor personnel authorized to accompany the U.S. Armed Forces can subject such 
personnel to United States or host nation prosecution and civil liability (sec paragraphs (d) and (j)(3) of this clause). 
(6) Service pcrfonncd by contractor personnel subject to this clause is not active duty or service under 38 U.S.C. 
106 note. 
(c) Sup port. 
(I )(i) The Combatant Commander will develop a security plan for protection of contractor personnel in locations 
where there is not surlicient or legitimate civil authority, when the Combatant Commander decides it is in the 
interests of the Government to provide security because-
( A) The Contractor cannot obtain effective security services: 
(B) Effective security services are unavailable at a reasonable cost: or 
(C) Threat conditions necessitate security through military means. 
(ii} In appropriate cases, the Combatant Commander may provide security through military means, commensurate 
with the level of security provided DoD civilians. 
(2)(i) Generally, CAAF will be afforded emergency medical and dental care if injured while supporting applicable 
operations. Additionally, all non-CAAF who are injured while in the vicinity of U.S. Armed Forces will normally 
receive emergency medical and dental care. Emergency medical and dental care includes medical care situations in 
which li fe. limb, or eyesight is jeopardized. Examples of emergency medical and dental care include examination 
and initial treatment of victims of sexual assault; refi lis of prescriptions fo r life-dependent drugs: repair of broken 
bones, lacerations, infections; and traumatic injuries to the dentition. Hospitalization will be limited to stabilization 
and short-term medical treatment with an emphasis on return to duty or placement in the patient movement system. 
(ii) When the Government provide~ medical treatment or transportation of contractor personnel to a selected 
civilian faci lity, the Contractor shall ensure that the Government is reimbursed for any costs associated with such 
treatment or transportation. 
(iii) Medical or dental care beyond this standard is not authorized. 
(3)(i) A Synchroni:.1:ed Prcdeploymenl and Operational Tracker (SPOT)-generated letter of authori:lation signed by 
the Contracting OrJiccr is required J()r certain contractor personnel to process through a deployment center or io 
travel io, from, or within the USAFRICOM area of responsibility. The requirement applies to CAAF and, as 
specified in the statement of work, non-CA/\F personnel. 
(ii} The lcucr of authori:.1:ation will identi ly any additional authori:.:ations, privileges. or Govcmment suppot1 that 
contractor personnel are entitled to under this contract. USAFRICOM has limited capability to provide 
Government-furnished life-support services to contractors in the USAFRICOM area of responsibil ity. In instances 
where Government-furnished life support services are neither available nor authorized in the contract, the SPOT
generated letter of authorization. signed by the Contracting Officer, shall be annotated with " None" checked for 
Government-fumished life-support services. 
(iii) Contractor personnel who are issued a Jetter of authorization shall carry it with them at all times while 
deployed. 
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( 4) Unless specified elsewhere in this contract. the Contractor is responsible for all other support required for its 
personnel engaged in the USAFRICOM area of responsibility under this contract. 
(d) Compliance with laws and regulations. 
(I) The Contractor shall comply with, and shall ensure that its personnel pcrfonning in the USAFRIC0\1 area of 
responsibility arc liuniliar with and comply with, all applicable 
(i) United States, host country, and third country national laws; 
(ii} Provisions of the law of war, as well as any other applicable treaties and international agreements; 
(iii) United States regulations, directives, instructions, policies, and procedures; and 
(iv) Orders, directives. and instructions issued by the Combatant Commander, including those relating to force 
protection, security, health, safety, or relations and interaction with local nationals. 
(2) The Contractor shall institute and implement an effective program to prevent violations of the law of war by its 
employees and subcontractors. including law of war training in accordance with paragraph (e)( 1 )(vii) of this clause. 
(3) The Contractor shall ensure that all contractor personnel are aware-
( i) Of the DoD definition of •·sexual assault" in DoDD 6495.01, Sexual Assault Prevention and Response Program: 
( i i) That the offenses addressed by the definition are covered under the Uniform Code of M i I itary Justice (see 
paragraph (e)(2)(iv) of this clause). Other sexual misconduct may constitute offenses under the Uniform Code of 
Militaty Justice, rederallaw, such as the Military Extraterritorial Jurisdiction Act, or host nation Jaws: and 
(iii) That the offenses not covered by the Uniform Code ofMilitaty Justice may nevertheless have consequences for 
the contractor employees (sec paragraph (h)( I) of this clause). 
(4) The Contractor shall report to the appropriate investigative authorities, identified in paragraph (d)(6) of this 
clause, any alleged offenses under-
(i) The Unifonn Code of Military Justice (chapter 4 7 of title 1 0, United States Code) (applicable to contractors 
serving with or accompanying an am1ed force in the field during a declared war or contingency operations): or 
(ii) The Military Extraterritorial Jurisdiction Act (chapter 2 I 2 of title l R, United States Code). 
(5) The Contractor shall provide to all contractor personnel who will perfom1 work on a contract in the deployed 
area, before beginning such work. information on the following: 
(i) How and where to report an alleged crime described in paragraph (d)(4) of this clause. 
(ii} Where to seek victim and witness protection and assistance available to contractor personnel in connection with 
an alleged offense described in paragraph (d)( 4) of this cIa use. 
(iii) This section does not create any rights or privileges that are not authorized by law or DoD policy. 
(6) The appropriate investigative authorities to which suspected crimes shall be reponed include the following
(i) US Army Criminal Investigation Command at hllp:. \\W\\ .cid.armv mill\:- p.wtacrimc html: 
(ii) Air Force Office of Special Investigations at hllp:. \ \ .\\W.<),.; i af.mil; 
(iii) Navy Criminal Investigative Service at hllp :f \\WW. ncis.nm v.mi I J>a!2.cs puhlicdc t:utlt.a,.;px; 
(iv) Defense Criminal Investigative Service at h11 p: \\Ww.dndi !.!. .milll Oli.JI\hndcx .html ; and 
(v) To any command of any supported military element or the command of any base. 
(7) Personnel seeking whistleblower protection from reprisals for repotting criminal acts shall seek guidance 
through the DoD Inspector General hotline at R00-424-909R or www.dodig.mi i/J J (} Jl.I ~ L!in dL'X.h tm l. Personne l 
seeking other forms of victim or witness protections should contact the nearest mili tary Ia\.\' enforcement office. 
(R) The Contractor shall ensure that Contractor employees supporting the U.S. Armed Forces deployed outside the 
United States arc aware of their rights to-
(i) Hold their own identity or immigration documents, such as passport or driver's license: 
(ii) Receive agreed upon wages on time; 
(iii) Take lunch and work-breaks; 
(iv) Eleetto terminate employment at any time; 
(v) Identi ly grievances without lear of reprisal; 
(vi) I lave a copy o r their employment contract in a language they understand: 
(vii) Receive wages that arc not below the legal in-country minimum wage: 
(viii) Be notified of their rights, wages, and prohibited activities prior to signing their employment contract; and 
(ix) If housing is provided, live in housing that meets host-country housing and safety standards. 
(e) Preliminary personnel requirements. 
( I) The Contractor shall ensure that the fo llowing requirements are met prior to deploying CAAF and, as specified 
in the statement of work, non-CAAF (specific requirements for each category will be specified in the statement of 
work or elsewhere in the contract): 
(i) All required security and background checks are complete and acceptable. 
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(/\) Arc medically, dentally, and psychologically Itt for deployment and performance of their contracted duties; 
(B) \Jieet the minimum medical screening requirements, including theater-specific medical qualifications as 
established by the Geographic Combatant Commander (as posted to the Geographic Combatant Commander's 
website m· other venue): and 
(C) I lave received all required immunizations as specified in the contract. 
(I) During predeployment processing, the Govenunent will provide, at no cost to the Contractor, any military
specific immunizations and/or medications not available to the general public. 
(2) All other immunizations shall be obtained prior to arrival at the deployment center. 
(3) All such personnel, as specified in the statement of work, shall bring to the USAFRICO:vt area of responsibility 
a copy of the U.S. Centers for Disease Control and Prevention (CDC) Fonn 731, International Certificate of 
Vaccination or Prophylaxis as approved by the World Health Organization, (also known as "shot record" or "Yellow 
Card") that shows vaccinations are current. 
(iii) Deploying personnel have all necessary passports, visas, and other documents required to enter and exit the 
USAI-"RICOM area of responsibility and have a Geneva Conventions identification card, or other appropriate DoD 
identity credential. from the deployment center. 
(iv) Special area. country, and theater clearance is obtained for all personnel deploying. Clearance requirements are 
in DoD Directive 4500.54E, DoD foreign Clearance Program. For this purpose, CAAF arc considered non-DoD 
personnel traveling under DoD sponsorship. 
(v) All deploying personnel have received personal security training. At a minimum, the training shall
( A) Cover safety and security issues facing employees overseas; 
(B) Identify safety and security contingency planning activities; and 
(C) Identify ways to utilize safety and security personnel and other resources appropriately. 
(vi) All personnel have received isolated personnel training, if specilled in the contract, in accordance with DoD 
Instruction 1300.23, Isolated Personnel Training f()r DoD Civilian and Contractors. 
(vii) Personnel have received law of war training as follows: 
(A) Basic training is required for all such personnel. The basic training will be provided through
( I) A military-run training center; or 
(2) A web-based source, if specified in the contract or approved by the Contracting Officer. 
(B) Advanced training, commensurate with their duties and responsibilities, may be required for some Contractor 
personnel as specitied in the contract. 
(2) The Contractor shall notify all personnel who are not a host country nationaL or who are not ordinarily resident 
in the host country, that-
(i) Such employees. and dependents residing with such employees. who engage in conduct outside the United States 
that would constitute an offense punishable by imprisonment for more than o ne year if the conduct had been 
engaged in within the specia l maritime and territorial jurisdiction of the United States. may potentially be subject to 
the criminal jurisdiction of the Uni ted States in accordance w ith the Military Extraterri torial Jurisdiction Act of 2000 
( I R U.S.C. 362 1, et seq.); 
(ii) Pursuant to the War Crimes Act ( I R U.S.C. 2441 ), federa l criminal jurisdiction abo extends to conduct that is 
determined to constitute a war crime when committed hy a civilian national of the United States; 
(iii) Other lmvs may provide for prosecution ofli.S. nationals who commit offenses on the premises of U.S. 
diplomatic, consular, military or other U.S. Government missions outside the United States ( I R U.S.C. 7(9)); 
(iv) In time of declared war or a contingency operation, (.'AAF and selected non-CAAfo arc subject to the 
jurisdiction of the Uniform Code or \Jiilitary Justice under I 0 U.S.C. R02(a)( I 0); 
(v) Such employees arc required lo report o ffenses alleged lo have been committed by or against contractor 
personnel to appropriate investigative authorities; and, 
(vi) Such employees will be provided victim and witness protection and assistance. 
(I) Processing and departure points. C AAF and, as speci lied in the statement of work. non-CAJ\F personnel shall 
( I) Process through the deployment center designated in the contract, or as othenvise directed by the Contracting 
Officer, prior to deploying. The deployment center will conduct deployment processing to ensure visibility and 
accountability of contractor personnel and to ensure that all deployment requirements are met, including the 
requirements specified in paragraph (e)( I) of this clause; 
(2) Use the point of departure and transportatio n mode directed by the Contracting Ofticer; and 
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(3) Process through a designated reception site upon arrival at the deployed location. The designated reception site 
will validate personnel accountability, ensure that specific USAFRICOM area of responsibility entrance 
requirements arc met, and brief contractor personnel on theater-specific policies and procedures. 
(g) Personnel data. The Contractor shall 
( l} Usc the SPOT web-based system, or its successor, to account for 
(i) Data for all CAAF supporting the U.S. Anned Forces deployed outside the United States. 
(ii} All contractor personnel who are United States citizens and third-country nationals, when the personnel will be 
performing in the USAFRlCOM area of responsibility regardless of the length ofperfonnance or contract value; and 
(iii) All private security contractor personnel and their equipment, and all other contractor personnel authorized to 

carry weapons, when the personnel are perfom1ing in the USAFRlC0\1 area of responsibility regardless of the 
length ofperfonnance or contract value. 
(2) Enter the required information about their Contractor personnel and their equipment prior to deployment and 
shall continue to use the SPOT web-based system at h11ps: ~pnt.dmdc.mil to maintain accurate, up-to-date 
information throughout the deployment for all Contractor personnel. Changes to status of individual Contractor 
personnel relating to their in-theater arrival date and their duty location, including closing out the deployment with 
their proper status (e.g., mission complete, killed, wounded) shall he annotated within the SPOT database in 
accordance with the time lines established in the SPOT Business Rules at 
http: \\'\\ \\.acq.osd.mi I log I'S ctr mgt al-countabi I ity. hun]. 
(3) The Contractor shall submit tn the Contracting Officer for SPOT reporting, not later than the I Oth day of each 
month, an aggregate count of all local national employees performing in the USAFRIC0\1 area of responsibility, by 
counlly or pcrfonnancc, lor 30 days or longer under a contract valued at or above S 150.000 annually. Contractors 
using local national day laborers shall count each individual hired durin the 30-dav lcriod only once. 
( 4} For classified contracts, users shall access SPOT at llt );;: s wt.dmdu,sd. ;;mil.mi I To obtain access, contact the 
SPOT Customer Support Team via email: lodhra.hl·au-ak.\.thndc.mln.;; lOt-hd lLkskra uwil.mil 
(h) Contractor personnel. 
(I) The Contracting 011"icer may direct the Contractor, at its own expense, to remove and replace any contractor 
personnel who jeopardize or interfere with mission accomplishment or who fail to comply with or violate applicable 
requirements of this contract. Such action may be taken at the Uovemmenr's discretion without prejudice to its 
rights under any other provision of this contract, including the Tennination for Default clause. 
(2) The Contractor shall identify all personnel who occupy a position designated as mission essential and ensure the 
continuity of essential Contractor services during designated operations. unless, after consultation with the 
Contracting Officer, Contracting Officer's Representative, or local commander. the Contracting Officer directs 
withdrawal due to security conditions. 
(3) The Contractor shall ensure that contractor personnel follow the guidance at paragraph (e)(2)(v) of this clause 
and any specific Combatant Commander guidance on reporting offenses alleged to have been committed by or 
against contractor personnel to appropriate investigative authorities. 
(4) Contractor personnel shall return all U.S. Government-issued identification, including the Common Access 
Card, to appropriate ll.S. Government authorities at the end of their deployment (or, for non-CAAF, at the end of 
their employment under this contract). 
(i) Military c lothing and protective equipment. 
(I) Contract(>r personnel arc prohibited from wearing militmy clothing unlc!:is specifically authorized in writing by 
the Combatant Commander or subordinate joint force commanders. If authorized to wear military c lothing, 
contractor personnel must-
(i) Wear distinctive patches, am1 bands, namctags, or headgear, in order to be distinguishable fi·om military 
personnel, consistcm with Jbrce protection measures; and 
(ii} Carry the written authori:lation with them al all times. 
(2) Contractor personnel may wear militaty-uniquc organi:.cational clothing and individual equipment required for 
sa lcty and security, such as ballistic. nuclear. biological, or chemical protective equipment. 
(3) The deployment center. or the Combatant Commander, shall issue organizational clothing and individual 
equipment and shall provide training. if necessary, to ensure the safety and security of contractor personnel. 
(4) The Contractor shall ensure that all issued organizational clothing is returned to the point of issue, unless 
otherwise directed by the Contracting Officer. 
(j) Weapons. 
(I) If the Contractor requests that its personnel performing in the USAFRICOM area of responsibility be authorized 
to carry \veapons for individual self-defense, the request shall be made through the Contracting Officer to the 
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Combatant Commander, in accordance with DoD Instruction 3020.41. The Combatant Commander will determine 
whether to authorize in-theater contractor personnel to carry weapons and what weapons and ammunition will be 
allowed. 
(2) If contractor personnel arc authorized to cany weapons in accordance with paragraph (j)( I) of this clause, the 
Contracting Ofliccr will notify the Contractor what weapons and ammunition arc authorized. 
(3) The Contractor shall ensure that its personnel who arc authorized to carry weapons 
(i) Are adequately trained to carry and use them-
( A) Safely: 
(B) With full understanding of. and adherence to, the rules of the use of force issued by the Combatant Commander: 
and 
(C) In compliance with applicable agency policies, agreements, rules, regulations, and other applicable law; 
(ii) Are not barred from possession of a firearm by 18 U.S.C. 922; 
(iii) Adhere to all guidance and orders issued by the Combatant Commander regarding possession, use. safety. and 
accountability of weapons and ammunition; 
(iv) Comply with applicable Combatant Commander, subordinate joint force commander, and local commander 
fore e-p rotect ion policies; and 
(v) Understand that the inappropriate use of force could subject them to U.S. or host-nation prosecution and civil 
liability. 
(4) Whether or not weapons arc Government-furnished, all liability fiJr the usc of any weapon by contractor 
personnel rests solely with the Contractor and the Contractor employee using such weapon. 
(5) Upon redeployment or revocation by the Combatant Commander of the Contractor's authorization to issue 
firearms, the Contractor shall ensure that all Government-issued weapons and unexpended ammunition arc returned 
as directed by the Contracting Officer. 
(k) Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to operate all vehicles 
or equipment neccssaty to pcrfonn the contract in the USAFRICOM area of responsibility. 
(l) Purchase of scarce goods and services. If the Combatant Commander has established an organization J()r the 
USAFRICOM area of responsibility whose function is to detem1ine that certain items are scarce goods or services, 
the Contractor shall coordinate with that organization local purchases of goods and services designated as scarce, in 
accordance with instructions provided by the Contracting Officer. 
(m) Evacuation. 
(I) If the Combatant Commander orders a mandatory evacuation of some or all personnel, the Govemment will 
provide assistance, to the extent available. to contractor personnel who are U.S. citizens and third countty nationals. 
(2) In the event of a non-mandatory evacuation order, unless authorized in writing by the Contracting Officer, the 
Contractor shall maintain personnel on location sufficient to meet obligations under this contract. 
(n) Next of kin notification and personnel recovery. 
(I) The Contractor shall be responsible for notification of the employee-designated next of kin in the event an 
employee dies. requires evacuation due to an injury, or is isolated, missing, detained, captured, or abducted. 
(2) The Govcmmcnt will assist in personnel recovery actions in accordance with DoD Directive 3002.0 1 E, 
Personnel Recovery in the Department of Defense. 
(o) Mortuary affairs. Contractor personnel who die while in support of the U.S. Armed Forces shall be covered by 
the DoD mortumy affairs program as described in DoD Directive 1300.22, Mortuary Affairs Policy, and DoD 
Instruction 3020.4 1, Operational Contract Support. 
(p) Changes. In addition to the changes othenvisc authorized by the Changes clause of this contract, the 
Contracting OHiccr may, nt any time, by written order identified as a change order, make changes in the place of 
pcrlormancc or Governmcnt-fumishcd laci lities, equipment, material, services, or site. Any change order issued in 
accordance with this paragraph (p) shall be subject to the provisions of the Changes clause of this contract. 
(q) Subcontracts. The Contractor shall incorporate the substance of this clause. including this paragraph (q), in all 
subcontracts that require subcontractor personnel to pcrlom1 in the USAFRICOM area of responsibility. 

(End of clause) 

252.225-9001 UMBRELLA AGREEMENT - KAZAKHSTAN (AU<J 2007) 
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Contractor shall comply and execute contract performance in accordance with the following excerpts Ji·om the 
relevant agreement between the United States of America and the Republic of Kazakhstan. 

(a) Agreement between the Government of the United States of America and the Govemment of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ballistic Missiles, Emergency 
Response, and the Prevention or Proliferation or Nuclear W capons dated December 13, I 993, Article VII. 

"I. The Parties waive any and all claims against each other for damage to propeny owned by each party, 
or death or iJtiury to any military personnel or civilian government personnel of either Party, arising out of any 
activities in the Republic of Kazakhstan related to this Agreement. Pursuant to this Agreement, the United States of 
America plans. to the maximum extent feasible, to avoid activities in the Republic of Kazakhstan which might give 
rise to damage to or loss of property, or death or injury to personnel. 

2. Any and all claims by third patties arising out of any activities in the Republic of Kazakhstan related to 
this Agreement, other than those claims by citizens of the United States of America, shall be the responsibility of the 
Republic of Kazakhstan. 

3. The provisions of paragraphs I and 2 of this Article shall not prevent the Parties from providing 
compensation in accordance with their national laws." 

(h) Agreement between the Government of the United States of America and the Government of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ballistic Missiles, Emergency 
Response, and the Prevention of Proliferation of Nuclear Weapons dated December 13, 1993, Article IX. 

"I. The United States of America. its military personnel and civilian govcmment personnel, contractors, 
and contractors' personnel shall not be liable in any tax, fcc, or similar charge imposed by national and local 
authorities, pursuant to any law or regulation of the Republic of Kazakhstan. 

2. The United States of America, its military personnel and civilian govenunent personnel, contractors, 
and contractors' personnel may import into the Republic of Kazakhstan any materials required to implement this 
Agreement. Such importation of materials shall not be subject to any license, other restrictions, tariffs, customs 
charges, duties, taxes. or any other charges imposed by national and local authorities, pursuant to the laws or 
regulations of the Republic of Kazakhstan. The exportation of this same material shall not be subject to any I icense. 
other restrictions, tariffs, customs, duties, taxes. or any other charges imposed by regulation of the Republic of 
Kazakhstan. I-" or the importation and expottation of such material, the Republic of Kazakhstan shall ensure that 
simplified and prioritized customs procedures are applied. 

3. The obligations of the Republic of Kazakhstan under this Article shall remain in force for the duration 
ofthis Agreement and for a period of time thereafter required for the completion of activities initiated under this 
Agreement. 

(c) Agreement between the Government of the United States of America and the Govenunent of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ball istic Missiles, Emergency 
Response, and the Prevention or Proli fc ration of Nuclear W capons dated, December I 3, 1993, Article XII . 

" I. In the event that the United States of America awards contracts Jbr the acquisition of material and 
services, including those related to construction, to implement this Agreement, such contracts shall be awarded in 
accordance with the Jaws and regulations of the United States of America. Acquisition or material and services in 
the Republic of Kazakhstan by or on behalf of the United States of America for implementing this Agreement shall 
not be subject to any fees, duties, additional taxed. or similar charges imposed by national and local authorities, 
pursuant to any law or regulation of the Republic of Kazakhstan. 

2. The provisions of paragraph I of this Article shall not prevent the Republic of Kazakhstan from 
awarding, using its own funds, any contract for the acquisition of material and services in connection with activities 
to implement this Agreement in accordance with the laws and regulations of the Republic of Kazakhstan." 
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Contractor shall comply and execute contract performance in accordance with the following excerpts 
from the relevant agreement between the United States of America and the Ukraine as well as 
Counterintelligence Awareness and Reponing (CIAR). 

(a) Agreement between the Government of the United States of America and the Government ofthe Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the rrevention of rroliferation 
of Weapons of Mass Destruction dated October 25. 1993. Article VI. 

"(I) Ukraine shall, in respect of legal proceedings and claims, other than contractual claims, hold harmless 
and bring no legal proceedings against the United States of America and personnel, contractors, and contractors' 
personnel of the United States of America, for damage or loss of property owned by Ukraine. or death or injury to 
any personnel of Ukraine, arising out of activities related to work under this Agreement. 

(2) Claims, other than contractual claims, by third parties for deaths, injuries, damages, or loss of property 
in Ukraine, arising out of the acts or omissions of any employees of the United States of America related to work 
under this Agreement. shall be the responsibility or Ukraine. 

(3) The provisions of this Article shall not prevent the Parties lrom providing 
compensation in accordance with their national laws." 

(b) Agreement between the Government or the United States of America and the Government or the Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arnls, and the Prevention of Proliferation 
of Weapons of Mass Destruction dated October 25, 1993, Article VIII. 

''(I) The United States of America, its personnel, contractors, and contractors' personnel shall be exempt 
from liability, in connection with activities under this Agreement, for payment of any tax or similar charges assessed 
on the territory of Ukraine. 

(2) The United States of America. its personnel. contractors. and contractors' personnel may import into 
Ukraine any material which is required to implement this Agreement, and may export this same material out of 
Ukraine. The United States of America, its personnel. contractors, and contractors' personnel may also acquire in 
Ukraine and export any material which the Parties agree is required to implement this Agreement. All such 
impo11ed and exported material shall not be subject to licensing, or other restrictions, customs fees, taxes, or all 
types of other charges assessed on the territory of Ukraine, and at entry, shall be free of customs inspections. 

(3) The obligations ofUkruinc under this Article shall remain in force for the dumtion of this Agreement, 
and for the period of time thereafter required for the completion in the shortest possible time of activities initiated 
under this Agreement." 

(c) Agreement between the Government or the United States of America and the Govemmenl or the Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arn1s, and the Prevention of Prolilcration 
of W capons of Mass Destruction dated October 25, 1993, Article IX. 

"In the event that the United Stales or America awards contracts lor the acquisition of material and 
services, including construction, to implement this Agreement, such contracts shall be awarded in 
accordance with the laws and regulations of the United States of America. Acquisition of material and 
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services in Ukraine by the United States of America l()r implementing this Agreement shall not be subject 
to any taxes, lees, duties, or similar charges on 
the territmy of Ukraine, nor shall such taxes, lees, duties, or charges be passed on to the United States of 
America by any entity acquiring material or services for the United States or America in Ukraine.'' 

(d) Counterintelligence Awareness and Repot1ing (CIAR)- The contractor shall comply with the requirements 
outlined in Department of Defense Directive (DoDD} 5240.06 Counterintelligence Awareness and Reporting 
(CIAR). DoDD 5240.06 applies to all US personnel perfonning work in Ukraine on behalf of the Department of 
Defense. 

(END OF CLAUSE) 

252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (DEC 
2018) 

(a) Definitions. As used in this clause--

Contract financing payment means an authorized Govcmmcnt disbursement of monies to a contractor prior to 
acceptance of supplies or services by the Government. 

(I) Contract financing payments include--

(i) Advance payments; 

(ii} Performance-based payments: 

(iii) Commercial advance and interim payments: 

(iv) Progress payments based on cost under the clause at Federal Acquisition Regulation (fAR) 52.232-16, Progress 
Payments; 

( v) Progress payments based on a percentage or stage of completion (see FAR 32.1 02( e)), except those made under 
the clause at FAR 52.232-5, Payments Under Fixed-Price Construction Contracts, or the clause at FAR 52.232-10, 
Payments Under hxed-Price Architect-Engineer Contracts; and 

(vi) Interim payments under a cost reimbursement contract, except for a cost reimbursement contract for services 
when Alternate I of the clause at FAR 52.232-25, Prompt Payment, is used. 

(2) Contract financing payments do not inc lude--

(i) Invoice payments; 

(ii) Payments lor partial deliveries; or 

(iii) Lease and rental payments. 

Electronic form means any automated system that transmits information electronically from the initiating system to 
affected systems. 

Invoice payment means a Govemment disbursement of monies to a contractor under a contract or other 
authorization for supplies or services accepted by the Government. 

(I) Invoice payments include--
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(ii} Final cosl or ICc paymenls where amounls owed have been settled between the Government and lhe conlraclor; 

(iii) For purposes of subpart 32.9 only, all payments made under the clause at 52.232-5, Paymenls Under Fixed
Price Construction Contracts, and the clause at 52.232-10, Payments Under Fixed-Price 
Architect-Engineer Contracts; and 

(iv) Interim payments under a cost-reimbursement contract for services when Alternate I of the clause at 52.232-25, 
Prompt Payment, is used. 

(2) Invoice payments do not include contract financing payments. 

Payment request means any request for contract financing payment or invoice payment submitted by the Contractor 
under this contract or task or delivery order. 

Receiving report means the data prepared in the manner and to the extent required by Appendix F, Material 
Inspection and Receiving Report, of the Defense federal Acquisition Regulation Supplement. 

(h) Except as provided in paragraph (d) of this clause, the Contractor shall submit payment requests and receiving 
reports in electronic form using Wide Area WorkFlow (WA Wf). The Contractor shall prepare and fum ish to the 
Government a receiving report at the time of each delivery of supplies or services under this contract or task or 
delivery order. 

(c) Submit payment requests and receiving reports to WA WF in one of the following electronic fom1ats: 

(I) Electronic Data Interchange. 

(2) Secure File Transfer Protocol. 

(3) Direct input through the W A WF website. 

(d) The Contractor may submit a payment request and receiving report using methods other than WA WF only when-

(I) The Contractor has requested permission in writing to do so, and the Contracting Officer has provided 
instructions for a temporary alternative method of submission of payment requests and receiving reports in the 
contract administration data section of this contract or task or delivery order; 

(2) DoD makes payment for commercial transportation services provided under a Government rate tender or a 
contract for transportation services using a DoD-approved electronic third party payment system or other exempted 
vendor payment/invoicing system (e.g., PowerTrack, Transpm1ation Financial Management System, and Cargo and 
Billing System}; 

(3) DoD makes payment on a contract or task or delivery order for rendered health care services using the 
TRIC ARE Encounter Data Syslem; or 

(4) The Govemmentwide commercial purchase card is used as the method of payment, in which case submission of 
only the receiving report in WA WF is required. 

(e) Information regarding W A WF is available at http< 11 a11 l'.cluni I.. 

(f) In addition to the requirements of this clause, the Contractor shall meet the requirements of the appropriate 
payment clauses in this contract when submitting payment requests. 
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252.23 7-900 I - Enterprise-wide Contractor :V1anpower Reporting Application (:-lov 20 17) 

(a) In accordance with Section 2330a oftitle I 0. United States Code (I 0 CSC 2330a). Contractors shall report ALL 
contractor labor hours (including subcontractor labor hours) required for pertorrnance of services provided under 
this contract via a secure data collection site. The contractor shall completely fill in all required data fields using the 
following web address: h11p: . '''''' . .:cmra.mil. 

(b) Reporting inputs will be for the labor executed during the period of performance during each Government tiscal 
year ( FY ), which runs October I through September 10. Whi lc inputs may be reported any time during the I· Y, all 
data shall be reported no later than October 1 I of each calendar year, beginning with 20 I 1. Contractors may direct 
questions to the help desk at: http:. WW\\·.cl·mra.m i I. 

(End or Clause} 
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A 
• 

UNCLASSI FIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2114 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
Jlli'U) )t;l\ IIH _l_l - : _m[):u:_bL'D- LI'<IIniiiL':ll 111a 1J. 11'11 11 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(UP) 

(b)(6) I n ns ru ·or s !'ame an t:.nuu 

Course lnfonnation 
Oat~: Submitted to CBEP: 20Jtto4.0(t 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Tl;:(!t' of Training: Init ial 

SOW!TO!CDRL: EIDSS & PM 'S Implementation T09 

rb)(3)10 usc 130c 
Location of Ttainin_2.: . 
b)(3)10 USC 130c 1 

Start Date: 20 I 8.05.2 I 
End Date: 2018.05.24 
Estimat~:d Cost: 

Ha~ lh~ I)TRA ruhlie Affait·~ (PA} oflic~ aeeroved th~ lt·ainitlf: material? 
~Yes 0 1\n ** Jr 1\o, includ~ !raining material li>r P A approval. ** 

Has tftc Co~labm-ato•·'s PA office al!l!•·ovcd the lralnln:: matedal? 
Ill! Y~s 0 1\o ""If l\o, include training material for PA approval. "" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 

Page 1 

b)(5) 

I 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (lfYcs . specify language and ask COR for a Tr:mslation Request Form) ~ l'o 

lnterpretatiun Scrvjces Pruvjded by DTRA: 
0 Yes (If Yes. spt:cify l<mguah(t: <tnd ask COR for an lntt:rprdalion Request Form) ~ No 

Integrating Contractor Logistic Support: 
(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 

CTR Logistics Support (CLS): .. Complete C:LS form ~nd submit via ¢mnilto the Country Manag.¢r 
~llcl th¢ Travel Team: .l:I.LI•,•h .,., ,,.11 7,'. i, l .j>l' t 11 ;,, ,· lt v;o: n '<~ :n.1i ... miln 

(e.g., lodging, travel a•·r~ct\\9nts, ground trJ.JJ'..sponation, airpot1 pickup/drop-otl; food and 
bever:~ge). Note; Jnstif1cation required ·rorfQ(•d and beverage at training events. 

I. Wooden f'mmt's for Certiticates to tit A4 fonnat eertiticatcs (9 pieces). 
2. Coffee brcttk:i: l'mtic ip~tnts will need coffee brcttks (mmning 111 10:00 AM ~tnJ 

aflemmm at :tOO PM) (9 pcrsons). 

Ju~ti fiention: 
It is expected and customary in Ukraine fbr cotlcc breaks to be provided for all-day trainings 
Com~c-breaks usually last about 15 minutes and there is not ample time tor trainees to leave 
the faci lity and re-enter to h;~vc ;~ eotl'ce-brcaks. Addition;~lly, leaving the faci lity for eoftce
brc:~ks will disn1pt training activities. 

The Pathogen Asst:t Control System (PACS) improves the acwuntahi li ty ofpalhogt:ns of 
security concem at partner l~tcilities. which enhances hiosafety and hiosecurity for the 
nonproliferation of biological weapons of mass destruction (WMD). PAC'S is provided to our 
.llilrtn~r nlllinns in r~~pon~~ m lh~ r.M~ mi~c;i011 of .11CTR 10 sllppMt rh~ non-prol if~rat i tln of 
biological WMD. PACS training participation with provided coftce breaks is necessary to 
obtain the fu ll benefit ot'thc event and ensure the U.S. Government's investment will lead to a 
successful campaign in preventing the proliferation of biological WMD as well as complying 
with 39 Comp. Gen. l 19 ( 1959). 

ApprtJved by CtJunCrv :\tanager tJr Designee: 

Comments: 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 

Obtained via FOIA by Judicial Watch Inc.
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationali ty Position 

(b)(6) 
Ukrainian Acting Head of the 

Sector, Laboratory of 
Virology 

Ukrainian Leading Scientist 
laboratory of Virology 

Ukrainian Head of the Laboratory 
for the study of pigs 
disease~ 

Ukrainian Leading re~ea rc.her, 
Pigs Research 

Laboratory 

Ukrainian Head Ilia Laboratory 
for Biosafety, Quality 
Management and 
Metrology 

Ukrainian Leading M etrology 
Engineer, Laboratory 
for Biosafety, Quality 
Management and 
Metrology 

Ul\ruinh:m Act ing Head of the 
Department, 
Department of 
Molecular Diagnostic~ 

and Control 
Ukrainian Postgraduate of 

Department of 

M o lecular 

Diagnostics and 

Contro l 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unl imited 

llnclassiOcd/For Official Usc Only when Filled-In 

Place of 
Dutv 

b)(3) 10 b)(3):10 USC 130c 

USC 130c 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2115 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

f ilhl ht1H CHI' .I ,. I rnh\: . c ht~Q- 11':J II1 111 1J'll 1rt:1d 11'11 1.1 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collai)Orator's Name and Country Code: Black & Veatch \!krainc 
(UP) 
t nstructor(s)l'ame and t.m.o• tl :l(b)(6) I 

Course lnfonnation 
Oat~: Submitted to CBEP: 20Jtto4.0(, 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Type of Training: Init ial 

SOW!TO!CDRL: EIDSS & PM 'S Implementation T09 

I • f ... . . · ~· rb)(3) 1 o usc 130c I ,ocallon o ra. nm_~~:.: 

b)(3) 10 USC 130c 1..._----------------------' 
Start Date: 20 I 8.05.15 
End Date: 2018.05.18 
Estimat~:d Cost: 

Ha~ lh~ I)TRA ruhlie Affait·~ CPA) oflic~ approved lh~ lt·ainitlg material? 
~ Yes 0 1\n ** Jr"l\o, includ~ training material li>r P A approval. ** 

Has rile Co~labm·ato•·'s PA office appt·ovcd the lralnlng matet'ial? 
l}ll Yes 0 1\o "" If l\o, include training material for PA approval. "" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (lfYcs . specify language and ask COR for a Tr:mslation Request Form) ~ l'o 

lnterpretatiun Scrvjces Pruvjded by DTRA: 
0 Yes (If Yes. spt:cify l<mguah(t: <tnd ask COR for an lntt:rprdalion Request Form) ~ No 

Integrating Contractor Logistic Support: 
(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 

CTR Lu2istics Suooort CC LS): •• Complc~ CLS form And .::.!!!!mit via ¢mnilto the Country Manag.¢r 
Allcl th¢ Travel Team: ., J•,ftni.t> .. · · ,. ·m 1 ~1 

(e.g., lodging, travel a•·r~ct\\9nts, ground trJ.JJ'..sponation, airpot1 pickup/drop-otl; food and 
bever:~ge). Note; Jnstif1cation required ·rorfQ(•d and beverage at training events. 

I. Wooden f'mmt's for Certiticates to tit A4 fonnat eertiticatcs (9 pieces). 
2. Coffee breaks; Participant'. will need coffee break:<. (mmning at I 0;00 AM and 

afternoon at 3:00PM) (9 persons). 

Justification: 
lt is expected and customary in Ukraine tor cotlcc breaks to be provided tor all-day trainings 
Cotlee-breaks usually last about 15 minutes and there is not ample time tor trainees to leave 
the faci lity and rc-t·ntcr to have a coffee-breaks. Additionally. Jcavinl,! the faci lity forozt~ffc~
brc;Jks will disntpt training activities. 

The l'athog~n Asset Control System (PACS) improves th~ accountability of pathogens of 
s~curity conc~m al partner l~tcilities. which enhances biosafety and biosecurity for the 
nonproliferation of biological weapons ofrnass destruction (WMD}. PAC'S is provided ro our 
partner nation~ in resronse to the core mission of J3CTB to ~urpMt the non-proliferation of 
biological WMD. PACS training participation with provided coftce breaks is necessary to 
obtain the full benefit of the event and ensure the U.S. Government's investment will lead to a 
successful campilign in prcventmg the proli feratiOn of biologicil l WML) as well as complying 
with 39 Comp. Gen. I l l) ( 1959). 

~r}(6} 
J'~l : 

Approved by Countrv :\-tanager or Designee: 

C()mments: 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official lise Only when Filled-In Page 2 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Participant Information 

f il ~\ illl\l ht::;l llillll\,: N<~tivmtlity Pv::;itivu 

l, {b){6) Ukrainian Head of the Laboratory 
o f Biotechnology 

2. Ukrainian Acting Head of the 
sector of Department 
of Bird Diseases 

3, Ukrainian Head of the laboratory 

for the study of bird 
diseases 

4, Ukrainian Acting Senior 
Researcher, 

Department of the 
Study of avian diseases 

5. Ukrainian Head of the Laboratory 
for the Study of 
Tuberculosis and 

Brucellosis 

6. Ukrainian Leading Researcher, 
Department for the 
Study of TB and 

Brucellosis 

7. Ukrainian Head of the Laboratory 
for the Study of 

Tuberculosis and 
l:lrucellos•s 

8. Ukrainian Junior researcher, 
department for the 

study of tuberculosis 

an cJ .brureilosTs. 

Cfl EP Training Event Plan (February 2018) 
Distribution A Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2116 

Instructions 
In accordance with the Stakmcnt o f Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: (b)(5) 

t l t l·n i!L•h II I f .I ' -7 mh~ l'hl~l1_- l l~l llllfl l!111 lll~lil _ 11'11[ ,j 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(1.JP) 

b)(6) l 
Course lnfonnation 

Oat~: Submitted to CBEP: 20Jtto4.0(1 

List ( :nurse Number(s) and Nam~(s): 
Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l-TO I PAC'S Csing; 

Type ofTrainin~: Qn-thc-Jub Tn\ining 

SOW!TO!CDRL: EIDSS & PM 'S Implementation T09 

\!krainc 

I • r ··· .. ·-· rb)(3)1 0 usc 130c I ,ocat•on o t'lllnm.,: 
(b)(3):10 USC 130c 1 .___ ___________________ ____. 

Start Date: 20 I 8.05.25 
End Date: 2018.06.05 
Estimat~:d Cost: 

Ha~ lh~ I)TRA ruhlic Affait·~ CPA) oflic~ approved lh~ lt·aini•lg material? 
~ Y cs 0 1\n ** Jr 1\o, includ~ training material li>r P A approval. ** 

Has rile Co~labm-ato•·'s PA office appt·ovcd the training matel'ial? 
l}ll Yes 0 1\o ""If l\o. include training material for PA approval. "" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

Obtained via FOIA by Judicial Watch Inc.



UNCLASSIFIED 

Training Event Plan 
Coopcrotive Threat Rcduceiou (CTR) 

Trltnslation Services Provided by DTRA: 
0 Yes (If Yes. specify language and ask COR for u Translation Request Form) 181 1\'o 

lnternretatjuo Services Provjded by PTRA: 
0 Yes (If Yes. spt!cify languuyt: and ask COR for an lntt:rprdation Rtqut:st Furm) 18J No 

Integrating Contractor Logistic Support: 
(e.g., purchase items, training venues. transla tion. interpretation. and trainee coordinlltion) 

CTR Logistics Suppor t (CLS): •• Complete CLS form and submit via cmnilto the Country Manag.cr 
Alld the Trl•vcl T~tun : Ill. I I<\ 1\ l1 I I, , 1 <~ 1 I U I lid\ tl k .i 11 .• 11.11 IIIII I 

(e.g., lodgmg, trav~J nrr~ct~\pnts., ground tn.li'..Iiponation, airport pickup/drop-on: food nnd 
beverage). Note: Jn~tifi'cat?on required ·torfu<:od and beverage at training events. 

Approved by Countrv Mnnnaer or Designee: 

Comments: 

CREP Training Event Plan (February 2018) 
Distnbution A. Approved for Public Releast>: Distribution unlimited 

llnclassincd/For Official Usc Only when Filled-In Page 2 

Obtained via FOIA by Judicial Watch Inc.



(b)(6) 

-

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationality Position 

Ukraini<tn Postgraduate of 

Department of 

Molecuiar 

Diagnostics and 

Control 

Ukrainian Acting Head of the 

sector of Department 
of Bird Diseases 

Ukrainian Head of the laboratory 
of Biotechnology 

Ukrainian Acting Senior 
Researcher, 

D~pd r lm~nl of lh~ 
Study of avian diseases 

Ukrainian Head of the l aboratory 

for the Study of 
Tuberculosis and 

Brucellosis 

Ukrainian LeadIng Researcher, 

Dt:pCi rlrm::nt fur tiro:: 
Study ofTB and 

Brucellosis 

Ukrainian Head of the Laboratory 
for the Study of 

Tuberculosis and 
Brucellosis 

Ukralniar~ jur.i-or rt?search~r. 
department for the 

study of tuberculosis 
and brucellosis 

Ukrainian Acting Head of the 
Sector, Laboratory of 

Virology 

Ukrainian Leading Scientist 

Laboratory of Virology 
Ukrainian Head of the Laboratory 

for the study of pigs 

diseases 

Place of 
nut" 

(b)(3)1 0USC 
130c 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unl imited 

llnclassiOcd/For Official Usc Only when Filled-In ragc3 
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UNCLASSIFIED 

Training Event Plan 
Coopcrntivc Threat Reduction (C:TR) 

Ukramran Leadrng researcher, 

Pig~ Re~earch 

La'boratorv 
Ul<ralnial'l Head UJ,a Laboratory 

rur BiU)d ft: ly, Qu~li ly 

M anagement and 
M etrology 

Ukrainian Leadi11g Metrology 

Engineer, Laboratory 
for Blosa fety, Quality 

MaMgement and 

M etrology 

Ukrain ian Acting Head of the 
Department, 
Ocp~rtmcnt of 

Molecular Diagnostics 
and Control 

Ukrainian Head o ( the laboratory 

for the study of bird 

diseases 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2130 - UP 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnageriCHEP Training (;oqrdin!llllr via ~mai l u lllinim11111 qf 60 duy~ pritn• to fht ~Wn( · 

LILI'fl hl'l\<ll r .11-7 mh~.t.:htm·l.r., , ., , , u•'u 111~1 iln1 i l 

NOTE: Canceled events · l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(UP) 

' -(b)(5) I 
Course l nfonnation 

Oat~: Submitted to CBEP: 20Jtto4.0(• 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~ ; 

CIT 12· TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l ·TO I PAC'S Cs ing; 

Type ofTrainin~: Qn-thc-Jub Tn\ining 

SOW !TO!CDRL: EIDSS & PM 'S Implementation T09 

:l(b)(3)10 USC 130c 
Location of Ttainin_2.: 

Start Date: 20 I 8.07.02 
End Date: 2018.07. 12 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ al!l!rov~d tb~ training mater il•l'! 
18J Yes 0 1\o ** If 1\u, induJ e tr<1ining tTtllh:riiil fhr PA <tppmval. "'"' 

Ha~ lh~ Collabotator's P A office ll(!(!rm.-ed the train ina material'! 
li!:l Ys;~ 0 1\'o "" lfl\o, include training material for PA approval. "' " 

Cfl EP Training Event Plan (February 2018) 
Dis tribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

I 

\!krainc 

Page 1 

b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (lf Yes. spccit:Y lanw,mgf :tnd ask COR for 11 Tr<~nsl ation Request Form) 

lnter[!rehation Services Provided br DTRA: 

£g) l\o 

u Yes (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lnlc(:ratin~ Contractor Lugislic Sul!l!llrl: 
(e.g., purchase items. training venues. translation, interpretati1)n, and trainee coordination) 

CTR Lo~i~tics Sui!JJo•·t {C LS}: •• C'mnpl~l~ CLS funn und ~ubm i l viu email IOJih\: COJtmlry M~llll!!l'T 

111ul llw Truwl Tl•um : ~ln :t . l •,•l\ ,, ·.1 J .. .. .. ,, , ,3d-lt ll ,'.: l· ll.'tt:n:,t !lid I. 1111 r•·• 1 
(e.g., lodging, travel arrangements. ground transportation, airport piekup/drop-ofl: food and 
beverage). Note: Justification required for food and beverage at training events. 

A&mroved by Countrv :Vlanager or Designee: 

Comments; 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 
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I 
{b){6) 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationality Position 

Ukraini<tn Ht:ad or lht: labor <! lory 

for the study of 
anthrax 

Ukrainian Senior Research 
Scientist, Laboratory of 

Mycotoxicology 

Ukrainian leadins veterinarian, 
laboratory of 

mycotoxico logy 

Ukralniao Junior RP.~P.:Jrr. hP.r, 

Laboratory of 
leptospiras is 

Ukrainian Junior Researcher, 
L:01 bor:01tory of 

leptospirosis 

Ukrainian researcher, Laboratory 
of the study of anthrax 

Ukrainian laboratory assistant, 

Neuroinfection 
Laboratory 

Ukrainian Junior Researcher, 
Neurolnfectlon 

Laboratory 
Ukralniao Head of the laboratory 

for the study of 

anthrax 
Ukrainian Senior Research 

Scientist, Labora tory of 

Mycotoxicology 

Ukrainian leading veterinarian, 
laboratory of 

mycotoxicology 

Ukrainian Junior Researcher, 
Laboratory of 
leptospirosis 

Ukrainian Junior Researcher, 
Laboratory of 
lept ospirosis 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

llnclassiOcd/ For Official Usc Only when Filled-In 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Ukrainian researcher, Laboratory 

of the study of anthrax 

Ukrainian laboratorv ~i-rtam. 
Neurolnfect lon 

LdiJordlory 

Ukrainian Junior Researcher, 
Neurninfectlon 

Laboratory 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2131 -UP 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnal.!tr/CHEP Tn:lin inl.! CmmlinaiOr via tmuil a 111inimum of 6t) day~ prior to fht t Wn(· 
l lirn h , j ' · I'· 7 ml" ·ho•n. lo• ;,;,.,,1 - l l :II 

NOTE: Canceled events · l\otify the training team via the emai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(UP) 

.{b){6) I ln~rrut'tru·o ~ 1\:~n·,,. 'm t1 Fmn11 

Course l nfonnation 
Oat~: Submitted to C BEP: 20Jtto4.0(l 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12· TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l ·TO I PAC'S Csing; 

Tl;:(!t' of Training: Init ia l 

SOW !TO!CDRL: EIDSS & PM 'S Implementation T09 

. r · . .. ._
2

1(b)(3)10 usc 130c 
Location o I t'lllnm 

Start Date: 20 I 8.06.19 
End Date: 2018.06.22 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ al!l!roved tb~ training mater il•l'! 
18J Yes 0 1\o ** If 1\u, induJe tr<1ining tTtllh:riiil fhr PA <tppmval. "'"' 

Ha~ lh~ C ollabotatM's P A office ll(!(!rmced the train ina material'! 
li!:l J's;~ 0 1\'o "" lfl\o, include training material for PA approval. "'" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 
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Page 1 

b)(5) 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Ye~ (lfYes. spccit:Y lanw,mgf:tnd ask COR for 11 Tr<~nslation Request Form) £g) l\o 

lnterprehation Services Provided by DTRA: 
u Ye~ (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lntcgratinl! Contractor Lugislic Suppurl: 
(e.g., purchase items. training venues. translation. interpretati1)n, and trainee coordination) 

CTR Lo~;:i~tkll SumJort (CLS}: • • C'mnpl~l~ C'LS limn und ~ubrnit ~·iu cmailtu lh~ C'uuntry :vl<mugl·r 
tuul ilw Truwl Tl·~m: 11ui.l•,•l ' ,,.,,.,1 ••. : · ' ~ ' J -~d 1 1111L' I · I ~! , : 11 1J I.:ll!ll , 1111 1• ' I 
(e.g., lodging, travel arrangements. ground transportatiOn, airport pickup/drop-on : food and 
beverage). Note: Justi fication required for food and beverage at training events. 

Afmrovcd by Countt·v \ilnnngcr ot· Designee: 

Comments: 

Participant Information 

r i r~t and lasl namt: Nationality J>osition 

1. (b)(6) Ukrainian Head of the laboratory 
for the study of 
anthrax 

~ Ukr~lnl~n Sl?nior Rl?sl?:m:h 
Scientist, Laboratory of 
Mycotoxtcol ogy 

~ Ukrainian leading veterinarian. 
laboratory of 
mycotoxicology -

4. Ukrainian Junior Researcher, 
Laboratory of 

- leptospirosis 

5. Ul<rainian Junior Researcher, 
Laboratory of 
leptospiro~ls 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 
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UNCLASSIFI ED 

Training Event Plan 
Cooperotive Threat Rcduclion (CTR) 

Ukrain ian researcher, laboratory 
of the study of anthrax 

Ukralniao laboratory assistant, 
Neurolnfectiol'l 
Ld!Jurdlory 

Ukrainian Junior Researcher, 
Neurolnfec tJnn 
Laboratory 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2132 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Mamtl.!er/CHEP Tn:lininu Ct11mlinawr via tmail a 111inimum of 6t) day~ prior to fht t Wn(· 
(lrra lw l\'oi r J1. 7 111h~ chi'T'HI':linill l!'ll mailmil_.l 

NOTE: Canceled events · l\otify the training team via the em ai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country C ode: Black & Veatch 
(UP) 

b){6) -

Course l nfonnation 
Oat~: Submitted to C BE P: 20Jtto4.0(l 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12· TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Tl;:(!t' of Training: Init ia l 

SOW !TO!CDRL: EIDSS & PM 'S Implementation T09 

Location of Ttainin~~:: l{b){3) 10 USC 13°C 

Start Date: 20 I !t06.25 
End Date: 2018.06.29 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ al!l!roved tb~ training mater il•l'! 
18J Yes 0 1\o ** If 1\u, induJe lr<1ining tTtllh:riiil fhr PA <tppmval. "'"' 

Ha~ lh~ C ollabotator's P A office ll(!(!rm .. ed the train ina material'! 
li!:l J's;~ 0 1\'o "" lfl\o, include training material for PA approval. "'" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

I 

\!krainc 

l 
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{b){5) 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided b.Y DTRA: 
0 Yes (lfYes. spccit:Y lanw,mgf:tnd ask COR for 11 Tr<~nslation Request Form) 

lnter[!rehation Services Provided br DTRA: 

£g) l\o 

u Yes (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lntc(:ratin~ Contractor Lugislic Sul!l!llrl: 
(e.g., purchase items. training venues. translation, interpretati1)n, and trainee coordination) 

CTR Lo~;:i~tkll Sui!JJort (CLS}: "C'mnpl~l\: CLS lunn uml ~ubrni l viu cmailll.l !h~ Cuunlry :vl<mugl·r 
tuulilw Truwl Tl'~l\\ '; ! hHI.[•,•I 1 ,,., , .I, . . I ~ I ,J .1d Iili i ··1-k !l:ll'J I.:liUI' IIII I" I 
(e.g., lodging, travel arrangements. ground transportatiOn, airport pickup/drop-on: food and 
beverage). Note: Justification requi red for food and beverage at training events. 

Al!(! roved by Countt·v \ilnnnger ot· Designee: 

Comments: 

Participant Information 

first and last name Nationality !)osition 

1. b)(6) Ukrainian Senior Researcher, 
Laboratory of 
Anaerobic infections 

~ Ukrainian Leading Researcher, 

Laboratory of 
An!lerobic Infections 

3. Ukrainian Senior Researcher, 
LaiJor illory of 

r----- Anaerobic Infections 

4. Ukrainian Researcher, l aboratory 
vf anaerobic infec\i·;;ns -

5. Ukra1nian leadmg veterinanan, 
Laboratory of 

r----- Anaerobic Infections 

6. Ukrainian Senior Researcher, 
Laboratory of Bacterial 
Anlm::~II)I~P:!~P<. 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

Place of 
Dutv 

(b)(3) 10 
USC 130c 

Page 2 
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A 
• 7. (b)(6) 

-----s. 

UNCLASSI FIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Ukrarnian leatJrng veterinarian, 
Laboratory of bacterial 
animal diseases 

Ukrainian leading veterinarian, 
LdiJOrolory of Ud!.Leri<~l 

animal diseases 

CflEP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Redurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2148 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
l il rn h tl h t lll' I(. / lnh \! . t' hL~p- l r:. t l nllll!'l/ llttt d 11'11 1 ~1 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 

(1.JP) rb){6) 
(nsh·uctortsl ~ame and tmru l i :~ 

Course Information 
l>ate Submitted to (HEP: 20 I 8-07-03 

List ( :nurse Numher(s) and Name(s): 
Pathogen A:>set Control System v5 Admini:>trntion TRNHAS-00158; 
CIT1 2-TO I PACS Adminimating: 
Pathogen Asset Control System v5 Usage, TRNHAS-00157; 
CITII -TOI PAC'S Csing; 

Type ofTrainin&: On-the-Job Training 

S0W{J'0£!:UIU,; EIDSS & PM'S t.nrt~.,,cmarion T09 

Location ofTraininl!: l{b){3) 10 usc 130c 
b){3)1 0 USC 130c I 
Start Date: 20 18-07-30 
End Date: 2018-07-31 
Estimated Cost: 

Has the IHRA Puhlie Al'fail·s {PA} oflice approved the trainin2 material'! 
txl Y c~ 0 1'\t) ** If 1\o, includ~ training material fhr PA approval. ** 

Has the Collaborator's P A office ann roved the trainin!! material? 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 
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A 
• t8l Yes 0 l\o 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

""' lf't\o, include tmining material tor PA approval. 

Translation St!rvicl's Provided by DTRA: 

.. ... 

0 Yc~ (If Yes, specify hm~;;uage and ask COR f(n· a Tnmslalion Reym:sl Fmm) 

lnter~rehllion Services l'rovided h); l>TRA: 

01\o 

0 Yc~ (If Yc~. specify kmguage and ask COR for an lnlerprdalion Reyuesi Form) ~No 

Integrating Contractor logistic SU(!I!Ort: 
(e.g., purchase items, training venues. translation. intcrpretlltion. and trainee coordination) 

CTR Lo!!istics SuDoo.rt (CLS): •• Comrlct•~ CLS tor111 ~~~d <t•b•ni• vi~ ~"lllilto th~ Count•·; \lf~n~!!·:r 
~nd tll~ Tr:i\·cl T~Hfll! IJt,·.~ .h..:l"· .. ,. n 7. ,.,, . k t '"" "1 • ~•"n ,, ,,,, ; .. ," tt.,'l 
(e.g., lodging. travel arrangement:;, grounu tran~portation. airport pickupldrop-ofl: fovd allU 
beverage). Note: Justification required for food and beverage at training events. 

A(mroved b:y Countrv ;\'hma~;er or Desi~;nee: 

Comments: 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 
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UNCLASSIFIED 

Training Event Plan 
Cooperotive Threat Rcduclion (CTR) 

Participant Information 

First and la:\t name Nationality Position 
1 (b)(6); (b)(3):1 0 USC 130c Ukrainian Head of the National 

Ct:u t~r fur ~\1 din~ uf 

~ 
microorganisms 

Ukra In i;:m Head nf the ~Pctnr of 
development of 
technologies of 
lyophilization and 
~torage of strains of 

f---
microorganisms 

3 Ukrainian The controller of the 
sector of development 
of technolo(:les of 
lyophilizat ion and 
st orage of st rains of 

f---
mir.rnnre:~nl~m~ 

4 Ukrainian Junior researcher of 
biotechnology and 
Quality control viral 

f---
d rugs 

5 Ukrainian Head of the 

department of 
bacterrological 
research and quality 

I--
control of the VID 

6 Ukrainian Acting Head of the 
sector of maintainins 
r d~ren~~ wilure~ of 
microorganisms 

CflEP Training Event Plan (February 2018) 
DistributiOn A. Approved for Pubhc Releast>: Distribution unl imited 

llnclassificd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2161 

Instructions 
In accordance with the Stakmcnt o f Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
l lli'U))L' I \ 1111' JJ·7 __ J I)bx .cbL'n - ll~lll11tl ll:ll llla J111' 1 1J,I 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Governmenl Collal)orator's Name and Country Code: Black & Veatch 
(1.JP) 

_tnsrructN"l"l l' a me an 1:.11UHI1(\b)(6) 

Course Information 
Oat~: Submitted to C8 EP: 2018-07-17 

Li1it ~uur~!t ~U!!ll!er(~} a!!d ~am~:(~}; 
Pmhogen Asset Control System v5 Administration TRNHAS-001 5~ ; 

CITI 2·TOJ PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CIT I 1-TO I PACS Csing; 

Typ~ of Training: On-the-Job Training 

sowrrorc oRL: EIDSS & PACS Implementation T09 

Location of Ttainin~~:: [b)(3) 10 USC 130c I 
StartDatc: 2018-08-21 
End Date: 201 8-08-22 
Estimated Cost: 

lias tht' DTRA Public Affairs (P A} oftict' ap~roved tht' training materil•l'! 
!8] Ye~ 0 1'\o -~"~< If 1'\o, in..: Jude training malL'rial for P 1\ appr(tYal. "' "' 
Ha~ I he l:nllabotatM's P A office ll(!(!rm .. ed the train ina material'! 
!8] Yes 01'\o ** 1 f 1'\o, indudt: lri:lining mttlcrial f<>r PA approv<ll. "'"' 

Cfl EP Training Event Plan (February 2018) 
Dis tribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-hi 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (l f Yes. spccit:Y l anw,mgf :tnd ask COR for 11 Tr<~nsl ation Request Form) 

lnter[!rehation Services Provided br DTRA: 

£g) l\o 

u Yes (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lnlc(:ratin~ Contractor Lugislic Sul!l!llrl: 
(e.g., purchase items. training venues. translation, interpretati1)n, and trainee coordination) 

CTR Lol!istics Sunnort (C l .S): •• Cmno]l•lc CLS limn ;md ~ubrni t viu cmaillu the Cuunlry M~llll!!l'T 

ltrul lill' Truwl T~·~m: ldtHI. J•,•I \ ,,;, .1 :;. 7. ·· " ' j ,\;: ~ 1111 \ii l· l ~u: n:J I.ill o li ·, 11 11 J• •J 
(c.~ ... lodging, travel al'tnng,cmcnts, gmond rr.ansporrutwn, liar·pott pickup/drop-of f. food nnd 
beverage). Note: Justi fication required for food and beverage at training events. 

A&mroved by Countrv :Vlanager or Designee: 

Comments; 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationality Position 

1. (b)(6) Ukraini<tn B;,u;leriu logi~l 

reference Ia boratory 
for diagnosis of EDP 

2. Ukrainian I lead of the reference 
laboratory for the 

- diagnosis of ONP 

3. Ukrainian Doctor-virolosist of 
virology reference 

- laboratory 

4. Ukralniao Ht>ad ofth(> 
m icrobio logica I 
reference Ia boratory 

~ Ukrainian Head of VIrology 

- RGfGrQnCG L<lbor•torv 

6. Ukrainian Bacteriologist of the 

microbiologica l 
reference laboratory 

----:;: Ukrainian Doctor-virologist of 

Wology reference 

- laboratory 

8. Ukrainian Bacteria logi st 

Microbiology 

Reference Laboratory 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distr·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 

Place of 
Dutv 

(b)(3):1 0 b)(5) 

USC 130c 
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UNCLASSIFIED 

Training Event Plan 
Coopcrntivc Threat Reduction (C:TR) 

Part I: Training Event Plan (TEP) 
£ycnt # 2173 

Instructions 
In accord:mec with tht• Statement of Work (SOW), Ta~k Onkr (TO). or Contmet Onta 
Rcquircrnt"nts Lisl (CDRL). all training events require a TEP. Submit the TEP to the Country 
ManageriCHEP Training Coordinator via email a minimum of 60 days prior to the event: 
111m w \ ( Ill" 11m ,, ,.h,·J' · Ifil lnllll!ill llt:l1 111'<il , l 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

tHRIC/Go,•ernment Collaborator's Name and Country <:ode: H&V- lW 
1 t nstruetor(!l l r'\ ame ana t:.11Hll tll(b){6) 1 b){6) I 

Course Information 

Datt! Submittt!d to CR£P: 20 1~0~1 0 

List Coune Numher{~) and Name{s): 
P.2 - J>AC$ Admini~trating (CIT1 2-TO I) 

Type of Training: On-the-job (CUT) 

SOWiTO/CDRL: EIDSS & PAC'S lmplcmcntntion T09 

Location ofTraininl!~b){3): l 0 usc 130c ~ b)(3):10 usc 130c I 
Shu·t l>ate: 20 I R0925 
End J>ute: 20 I 80927 

Estimotcd Cost: 

lias the DTRA Public Affairs {PA) office <II!Ilroved the trainin~: material? 
DYe!> 01\'o ** I r No, include l r~tining 111 <1terial ror J> A approval. ** 

Has the CollaiJorator's PA office al!l:!roved the training material? 
O Ycl> 0 1\u ** If No. include training material for PI\ approval. •• 

CflEr Training Event Plan (August zo 18) 
Distribution A. Approved for Public Release: Di~tribution unlimited 

llnclasstncd/For Oftlcial Usc Only when Filled-In !'age 1 

b)(5) 

Obtained via FOIA by Judicial Watch Inc.



UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Translation Services Provided bl:: DTRA: 
0 Yes (If Yes, speci(v lanj!ual!t: and ask COR for a Translation ReQuest rorm) 

Jnter~retation S~rYim f'll."iv.hle!l C'i'l;' U,"J'R{!: 
OYt's (I f y t'S. spedfy language and HSk COR for H Tnmshltion Requt•st rorm) 

Integrating Contractor Logistic SU(!J!Ort: 

0 No 

ONo 

(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 
Not required 

CIB l ,m:i~ti!::i SUIUI!![l (f[,~); **Complete PLS form and submit via email to the Country 
Manager and the /\& r\ S Project Lead 

(e.g., lodging, travel arrangement:\, ground transpMtation, airrort pickup/drop-o ff. food and 
beverage). Note: Ju:>tification required for food and beverage at tra ining events. 
A(!l!rllved h~ ~;ountry .\1ana2er hi' 1>esi2nee: 

Comments: 

Participant Information 

I Lust, First, Ml I Nutiomtlity Position 
{b){6) flostgmduate of Deportment of Moleculor 

Ukrainian 
Diagnostics and Control 

Ukrainian 
Acting I lead of the sector of Ot'partment 
of Bird Diseases 

Ukrainian Ht:<ld of the L<1hma1ory of tiiotechnol<lgy 

Ukrainian 
Acting Senior Researcher. Department of 
the Study of avian diseases 

Ukruiniun 
I lead (lf the Laborato1y for the Study of 
Tuht:rculosis and Brucellosis 

Ukrainian 
Leading Researcher. Department for the 
Study ofTB and Brucellosis 

Ukrainian 
!lead of the Laboratory for the Study of 
Tubcrculotii6 and Druc<.:llo~i~ 

CREP T1 ammg Event Plan (August 2018) 
Distribution A Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 

I Place of 
l>utv 

(b){3) 10 usc 
130c 

r age 2 

II b){5) 
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A 
• b){6) 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Ukrainian 
Junior researcher, department for the 
study of tuberculosis and brucellosis 

Ukrainian 
Acting Head of the Sector. Laboratory of 
Virology 

Ukrainian Leading Scientist Laboratory of Virolo~.rv 

Ukrainian 
Head of the LaboratMy for the :>tudy of 
pigs diseases 

Ukrainian 
Leading rcscarcht·r, Pigs Research 
Lahoratorv 

Ukrainian Head of Laboratory for Biosafety, Quality 
:Vtanal!ement and Metrology 
Lt•ading :'\1ctro logy Engineer, Laboratory 

Ukrainian for Oiosafcty, Quality Management and 
:vt ctro logy 
Acting Head ofthe Department, 

Ukrninian Department of :Vfolecular Diagnostics and 
Control 

Ukrainian 
I lead of the laboratory for the study of 
bird dil;CUSCS 

Cfl EP Training Event Plan (August 2018) 
Distribution A Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

b){5) 
b){3)10 usc 
130c 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2181 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

ll llruJJd\ OJ I' 111 . 1111).'\ .t:h~n-LI :J II l llt~•ltt lttlli l.li'IJJ I 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

111 1 t<IU\,,overnmenll.OIIauorator s t'jame ana \ .Ountr y \ .oaelb)(6) 
~K~ I 

Course Information 

Date Submitted to CBEP: 20180903 

List Cuun~ Nuutb~r(l;) ami Namt:(:,); P.2 - Pt\C:) 1\dllliui:.tratiug (CITI 2-T01) 

Type of Training: On-th~-joh (OJT) 

SOWfTO/CUl<L: EIDSS & T'ACS Implementation T09 

Location ofTraininJb)(3) 10 USC 130c 
lb)(3)1 0 USC 130c I 

Start Datt:; 20 18 100:1 
t:mJ J)uCt:; 20 I 1\ I 005 

Estimatt>d Co11C: 

Has the DTRA Publk Affairs (PA} office ~~~~rm•cd the training material? 
:81 Yes DNo u lfl\o, include training material for PA appHl\'al. ** 

lias th~ Collaborator' s PA office :&[![!TOYed the training material '! 
~ Yes 0 No ** If 1\o, ind udc lr<~ining mlllcriill fi)J- PA <tpprov<tl. ** 

Translalion Services l'rovided bv I>TRA: 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist1·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 
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0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

(lfYL'S, specify language and ask COR for a Translation Request form) 

lnterJ!retation Services Provided by DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request form) 

Integrating Contractor Logistic SU(!I!Ort: 

~No 

~No 

(e.g .. purchase items, training venues. translation. interpretation. and trainee coordination) 
Not required 

CTR Logistics Su~[!ort (PLS}: **Complete PLS form and submit via email to the Country 
Manager and the Al<:AS Project Lead 

(e.g .. lodging, travel arrangements, ground transportation, airport pickup/drop-off, food and 
beverage). Note: Justification required for food and beverage at training events. 
Approved hv Countrv \'lanager or l>esignee: 

Comments: 

CREP Training Event Plan (August 2018) 
Dis tribution A. Approved for Public Rei east>: Distribution unlimited 

Unclassif1cd;For Official lise Only when Filled-In Page 2 
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II Last. First. Ml 

b)(6) 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

Nationali ty Position 

Ukr1.1 inian Resecm;h S~; ient i:it l)f lh t: 

Microbiology Laboratory 
Ukrainian Labor>1tory assist>lnt of the 

Ukrainian 
M it: robiology Laboratory 
Head of the Diphtheria Laboratory 

Ukrainian Junior Research Scientist of the 
Diphtheria Laboratorv 

Ukrainian I lead of the Rickcttsio~ is Laboratory 

Ukrainian Lead Research Scientist of the Q· 
Fever Laboratory 

Ukrainian Senior Rcsc>1rch Scientist of the TVI 
Lul.JurillOIY 

Ukrainian Senior Research Scientist of the TVI 
Laboratorv 

Ukrainian Research Scientist of the 
Rickettsiosis Laboratory 

Uk r<\inian Research Scientist of the 
J~ i.:kctbiosi ~ L<th\Jl <tllll y 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2208 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
11 rn !L' \ 'I ll !' , , m n ';h~c'f"!_· I <U I1111 11111 11:11 11'11 1) 

NOTE: Canceled events - l\otify the training team via the emai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: H&V- UA 
b)(6) l 

Course lnfonnation 

Date Submitted to CBEP: 201 8 1016 

List Course Number(s) and Nllme(s): P.2 • P/\CS Administrating (CIT 12-TOl) 

Type of T raining: On-the-j oh (OJT) 

SOWrTO/CDRL: EIDSS & PACS Implementation T09 

Location ofTrainin!!:l(b)(3):j Q USC 130c 
lb)(3)1 0 USC 130c 

I 
Stut Duh:; 20 18 1030 
End Pa te; 20 I~ I OJ I 

Estimated Cost: 

Has the DTRA Public Affairs (PA} office am~roved the training material? 

&I Yes O No "* lf l'\o, include training material for PA approval. .... 

Has the Collaborator's PA office :tl!l!roved the training material? 
:xl Yes 0 No ** If 1\o, include training material f<>r PA <tpprov<tl. ** 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 
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I 

UNCLASSIFI ED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Translation Services Provided bl:: DTRA: 
0 Yes (If Yes, speci(v lanj!ual!t: and ask COR for a Translation ReQuest rorm) 

Jnter~retation S~rYim f'll."iv.hle!l C'i'l;' U,"J'R{!: 
OYt's (I f y t'S. spedfy language and HSk COR for H Tnmshltion Requt•st rorm) 

Integrating Contractor Logistic SU(!J!Ort: 

lXI No 

~. No 

(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 
Not required 

CIB l ,m:i~ti!::i SUIUI!![l (f[,~); **Complete PLS form and submit via email to the Country 
Manager and the /\& r\ S Project Lead 

(e.g., lodging, travel arrangement:\, ground transpMtation, airrort pickup/drop-off. food and 
beverage). Note: Ju:>tification required for food and beverage at training events. 
A(!l!rllved h~ ~;ountry .\1ana2er hi' 1>esi2nee: 

Comments: 

Participant Information 

Last, First, Ml Nationality Position Place of I 
h,.h. 

b)(6) Ukrainian Head of the l\ational Center tor strains b)(3)10USC 

of microonzanisms 
Ukrainian Ht:<LU uflhc sc~t~n of Jcvdti(JillClll uf 

technologies or ly<>flhil ization <llld 
"tora~e of strain!> of microorganism!> 

Ukrainian The controller of the sector of 
development of technologies of 
lyophi lization and storage of strain~ of 
micn><>rganisms 

U.kc~ian J~:ni.<n' :'t.searcher of biotechnology and 
Qua lirv control viral dnt•~" 

Ukr<~inian I k<~d ~>f the sector of m<~intaining 
reference cultures of microorganisms 

Ukrainian R~sel!rcher of the seclor of rm1intaining 
reference cultures of microorgani!1ms 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2211 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!mageriCHEP Traiping Coordinatnr via. email a minim11111 qf 60 dtty1' prior to fhe event 
t l••·n hd, ni 1· r•i ,,,r,, ,.h..,['l-l.l:li"i" u'ul lltil ll,.,f[ J 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: H&V- UA 
b)(6) l 

Course lnfonnation 

Date Submitted to CBEP: 20181 105 

List Course Number(s) and Nllm~(s): P.2 • P/\CS Administrating (CIT 12-TOl) 

Type of T raining: On-the-joh (OJT) 

SOWrTO/CDRL: EIDSS & PACS Implementation T09 

Location ofTraininul{b){3) 10 USC 130c I 
Start Date: 20 181128 
End l>lltc; 201lll 129 

E~timAtt>d Co!!t : 

Has the DTRA Publk Affairs {PA} office aJ!(!rovcd the training material? 
Zl Yes 0 No "'* lfl\o, include training material for PA approval. .... 

Has the Collaborator's PA office aJmroved the training material? 
:81 Yes 0 No *" lf l\o, include truining mutcriul for Pt\ uppr~wul. ** 

Trnnslnlion SN·viccs I'•·Midcd bv OTRA: 

CflEP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled· In Page 1 
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0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

(I f Yes, specify language and ask COR fbr a Translation Request f(ltm) 

lnter~retatlon Services Provided br DTRA: 
0 Yes (I f Yes, specify language and ask COR for a Translation Request f orm) 

Integrating Contractor Logistic Su~~ort: 

12$1 No 

~ No 

(e.g., purchase ttems, tra inmg venues. translation. mtcrprctation. and trainee coordmation) 
Nor required 

CTR Logistics Su~~ort {PLS!: **Complete PLS form <J nd submit via email to the Country 
Manager and the M<:.AS Project Lead 

(e.g .. l<lClging, travel arrangements, ground transportati<m, airpon pil;kup!<.lrop-ofT, food and 
beverage). Note: Ju::;ti fication required for fMd and beverage at training event~. 

A~~roved hl': Country :vlana~er or l>e~i~nee : 

Comments: 

Participant Information 

Last, Fir·st, M I Nationali ty Position 

I. b)(6) Ukrainian . Bm;tcriulogist rd\.:rcnc~: l<tbonuury 

~ Ukrainian 
tor diagnosis of EDP 
Head of the referenc.;e laboratory for 
the <.ii<I"IIOSil> of 0 1\ P 

~ Ukrainian . Doctor-virologist of virology 
reference laboratorv -

4. Ukrilinian . 11\:au ur llll.: r ni~:rub iu ll•)!. il:al 

---5. Ukrainian 
rdcrcncc labor<~torv 

. Head of Virology Reference 
Laboratory 

~ Ukrainian . Doctor-virologist of virology 

- r~·fcrcnc~· l abor;~tory 

7. Uktainian . lill~:tcJ i11 1\l!;i ~l M i1:1 uhi11lugy 
Reference Laboratory 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2222 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Mamager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
~tl. l'l l llt•h (\ II' Ill 1111H t ' h .!J 'H i l l llll fiUi t t llttlll III IIJ 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Gover nment Collal)orator's Name and Country Code: H&V- UA 
(b)(6) I 

Course lnfonnation 

Date Submitted to CBEP: 20181 12 1 

List Course Number(s) and Nllme(s): P.2 - P/\CS Administrating (CIT 12-TOl) 

Type of T raining: On-the-joh (OJT) 

SOWrTO/CDRL: EIDSS & PACS Implementation T09 

Location ofTraininl.!.fb)(3) 10 USC 130c 

Start Date: 20 18 12 11 
End l>lltc; 201lll 2 13 

E~timAtt>d Co!!t : 

Has the DTRA Publk Affairs {PA} office aJ!(!rovcd the training material? 
Zl Yes 0 No "* lfl\o, include training material for PA approval. .... 

Has the Collaborator's PA office aJmroved the training material? 
:81 Yes 0 No *" lfl\o, include truining mutcriul for Pt\ uppr~wul. ** 

Trnnslnlion SN·viccs Pt•Midcd bv OTRA: 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled· In 
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0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

(I f Yes, specify language and ask COR fbr a Translation Request f(llm) 

lnter~retatlon Services Provided br DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request form) 

Integrating Contractor Logistic Su~~ort: 

12$1 No 

~ No 

(e.g., purchase 1tems, trainmg venues. translation. mtcrprctation. and trainee coordmation) 
Nor required 

CTR Logistics SUI!(!Ort {PLS!: **Complete PLS form <J nd submit via email to the Country 
Manager and the t\&.~\S Project Lead 

(e.g .. l<lClging, travel arrangements, ground transportati<m, airpon pil;kup!<.lrop-ofT, food and 
beverage). Note: Ju::;ti fication required for fMd and beverage at training event~. 

A~~roved hl': Country :vlana~er or l>e~i~nee: 

Comments: 

Participant Information 

r irst and last namt: Nationality Position 

1 (b)(6) Ukrain i<~•1 11ead of the laboratory 
for the study of 

anthrax 

~ Ukrainian Senior Research 
Scientist, L<Jboratory ot 

Mycotoxicology 

3 Ukrainian Leading veterinarian, 
laboratory of 

mycotol<icology --
4 UkrO'!in ian Junior RP-~P.:Jrr.her. 

laboratory of 

-s Ukrainian 

lepto~pirosi~ 

Junior Researcher. 
Laboratory of 
leptospirosis 

~ Ukrainian Researcher, Laboratory 

of the study of anthrax 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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UNCLASSIFIED 

Training Event Plan 
Coopcrotivc Threat Rcduceiou (CTR) 

Ukramian laboratory a~s r stan t, 

Neuroinfect lon 

L<~b(j~'t! 

Ul<ralnial'l Ju11ior Researcher, 
N~u r uirrr~c.;liun 

Laboratory 
Ukrainian Head of tnP il'lbor:~ tory 

for the study of 
anthrax 

Ukrainian Senior Research 
Scientist, Laboratory of 

Mycotoxicology 

Ukrainian Leading veterinarian, 
l~borMnry nf 

mycotoxlcology 

Ukrainian Junior Researcher, 
Laboratory of 
leptospirosis 

Ukrarn ian Junaor Researcher, 

Laboratory of 
leptospirosis 

Ukrainian Researcher, L~>boratory 
of the study of anthrax 

Ukrainian Laboratory assistan t. 
Neurolnfectlon 

Lilboriltory 

Ukrainian Junior Researcher, 
Neurolnfect lon 

Laboratory 

CREP Training Event Plan (August 20 HI) 
Distnbution A. Approved for Public Releast>: Distribution unlimited 

llnclassincd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2223 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
f 1r. :Lbl'l d •• •. pi.ml'ix.d "!O-[• a J11 I u~1i1 l tllll i.Jr•J IJ 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Gover nment Collahorator's Name and Country Code: H&V- UA 
rb)(6) I 

Course lnfonnation 

Date Submitted to CBEP: 2018 I .122 

List Course Number(s) and Nllme(s): P.2 - P/\CS Administrating (CIT 12-TOl) 

Type of T raining: On-the-joh (OJT) 

SOWrTO/CDRL: EIDSS & PACS Implementation T09 

Location ofTrainin11 :1(b)(3)10 USC 130c 
b)(3)10 USC 130c I 
Start Date; 20 181219 
End ll»le: ?01RI 72 1 

Estimated Cost: 

Has the DTRA Public Affairs {PA} office ael!roved the training materia)? 
Zl Yes ONo *" lfl\o, include training matL'rial for Pt\ approval. ** 

lias the Collaborator'~ PA of'tice a(!l!roved the training material '! 
Xl Yts 0 No ** lr'l\<l, indudt trainin!,! makrial f<>r PA approval. ** 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

I 
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II 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Translation SerYiees ProYided bl:: DTRA: 
0 Yes (If Yes, speci(v lanj!ual!t: and ask COR for a Translation ReQuest rorm) 

Jnter~retation S~rYim f'll."iv.hle!l C'i'l;' U,"J'R{!: 
OYt's (I f y t'S. spedfy language and HSk COR for H Tnmshltion Requt•st rorm) 

Integrating Contractor Logistic SU(!J!Ort: 

lXI No 

~. No 

(e.g., purchase items, training venues. transla tion. interpretation. and trainee coordination) 
Not required 

CIB l .m:i~ti!::i Sul!l!!![l (fl.~); **Complete PLS form and submit via email to the Country 
Manager and the i\&i\ S Project Lead 

(e.g., lodging, travel arrangement:\, ground transpMtation, airrort pickup/drop-o ff. food and 
beverage). Note: Ju:>ti fication required for food and beverage at tra ining events. 
A(!(!rllVed h~ ~;ountry .\1ana2er hi' 1>esi2nee: 

Comments: 

Participant Information 

Last, Fir~t, MI ~atlonallty Position I Plarc I 
o f flu tv 

(b)(6) Ukrainian Postgraduate of Department of Molecular b)(3) 10 

Diagnostics and Control 
Ukrainian Actiug Hc<u..l 11f the scl:IIH of Dcpm tmcnt 

or Hird Diseases 
Ukrainian Head of the Laboratory of Bioteehnolo)l.v 
Uluaiui<m Actiug S~:ui~•r R~:::.c<u ~: h~:t , O~:pat llll l:lli Vf 

the Studv of avian diseases 
Ukrainian Head of the Laboratory for the Study of 

Tuberculo:\is and Brucellosis 
Ukrainian Leading Researcher, Department tor the 

Study ofTB and Brucellosis 
Ukrainian HcaJ of the Lablll alory for the Stut.ly of 

Tubereulo~is and BrucelJ\)Sis 
Ukrainian Junior researcher, department tor the study 

of tubcr~":ulos is and brucellosis 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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{b){6) 

UNCLASSIFI ED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Ukrainian Acting Head of the Sector, Laboratory of 
Virology 

UkrainiAn Leading Scientist Laboratory of Virology 

Ukrainian Leading researcher, l'igs Research 
LaboratMy 

Ukrainian Head of Laboratory tor Biosafcty, Quality 
Management and Metrology 

Ukrainian Leading Metrology Engineer, Lahoratory 
for Hiosal"t:ty, Quality 1\hm~:~gemcnt ~:~nd 

Metrology 
Ukrainian Acting Head of the Department, 

Department of Molecular Diagnostics and 
Control 

Ukrainian Head of the laboratory fl>r the study <>f bird 
diseases 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSI FIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

t l rn 11' 1\ 1111'. . 111 1'\: . L:I"l~f"l- r :.J ti1 11 1L!'Ii 111: 11 11'11 • • 

NOTE: Canceled events - l\otify the training team via the em ai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Countr y C ode: Black & Veatch 
IIJP) • 

llnsrmctorl:>l l\ame and Email\ :l(b)(6) I 
Course l nfonnation 

Oat~: Submitted to C BE P: 2018-02-27 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;set Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Tl;:(!t' of Training: Init ia l 

SOW !TO !CDRL: EIDSS & PM 'S Implementation T09 

I . fT .. r )(3)10 USC130c ,ocallon o t'lll nm~~: 

Start Date: 20 I 8-04-24 
End Date: 2018-04-30 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ al!l!roved tb~ training mater il•l '! 
18J Yes 0 1\o ** If 1\u, i ndud~: training tTtllh:ri<:~l fhr PA <tppmval. "'"' 

Ha~ lh~ Collabonaor's P A office ll(!(!rm .. ed the train ina material'! 

li!:l J's;~ 0 1\'o "" lfl\o. include training material for PA approval. "'" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 
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UNCLASSIFIED 

Training Event Plan 
Coopcrotivc Threat Rcduceiou (CTR) 

Translation Services Provided by DTRA: 
0 Yes (If Yes. spe<.:it:V Aan}Piagf~nd ask COR for~ Tr<Jnslution Request form) 1811\o 

Inter pretation Scn•ices Provided by DTRA: 
U Yes (ffYe~. specify language ami ask COR for an Interpretation Request form) ~ Nv 

lntcgratlnt: Cmuractur Lut:lsClc Suppurt: 
(e.g., r urchase items. training venues, translation, interpretation, and trainee coordination) 

CTR Logistics Suptlort (CLS): •• C'mnpl~tc C'LS limntmll ~ubmil viu l'llHliltu th~ C'uunt ry \1anUI,Il'T b)(5) 
IUHIIh'-' Tru\ ~1 Tt•$,11U: Qq.t J,,.h •' 1 I ' , .,, , 4r l-lqn v1-k '''" '" :'"II . 1111 !*' I 
(e.g.., lodging, travel arrnngcmcnts, ground transportation. airport pickup/drop-on: food, and 
beverage). Note: Justification required for food and beverage at training events. 

l . C~1cc bl\!aks and Lunches: Participants will be needing coffee breakl> (morning at 
I 0:00 AM and aftl·moon 3:00 PM) and lunches at I :00 P\1 for partieip;mts (<J pcrsonl>) 

2. Wu<lUcn frumc~ for Ccrtificu tc:; l<l fit A4 fummt ccrtificulc:. (9 piece:.) 

Justification: 
It is expected anc.l cuslmn;try in Ukraine for lunches and coffee hrcak~ to he provided for a ll
oily training CoCTt:t:·hrt:itks usually l<1st cthout 15 minute;; and thtrt is nm ample time for 
tril i nee~ to leave the fm:i lily and re·tnler tu have ;t co ffee-break~ . Audition:tl ly. leaving the 
faci lity fo r obt:~ining lunch/c,)ffee"bre:~k~: will diMupt training :1ctivit ie11. 

The Pa[hogcn Asset Control System (PACS) improves [he accoumnbility of pathogens of 
sccmity concern at plutner fac i]i[ics, which enhances biosafcty and biosccuri ty tor the 
nonproliferation of biological weapons of mass destruction (WMO). P/\CS is provided to our 
partner nations 111 response to the core mission ofJJCTB to support the non-proliferation of 
hiolog.ical WMD. PACS training rarlicipation with provided coffee breaks is necessary tu 

ohtttin the full hentlit of the event and ensure the U.S. Government's investment willltl!d to~~ 
successful campaign in preventing tilt: proliftnttion of biological WMD as well <ts complying 
with 39 Comp. Gen. I I 9 (I 959). 

(Pi)Ob)(6) r---1 
jPhon'e number~b)(6) I 

Appro"·ed by Countrv ~tanager or Designee: 

CREP Training Event Plan (February 2018) 
Distnbution A. Approved for Public Releast>: Distribution unlimited 

llnclassincd/For Official Usc Only when Filled· hi Page 2 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationali ty Position 

1. (b)(6) Ukrainian Bacteriologist 

reference laboratory 
for cliagn osi s of ED P 

2. Ukrainian Head of the reference 
laboratory for the 

~ Ukrainian 
diagnosis of ONP 

Doctor-viro logist o f 
virology reference 

- laboratory 
4. Ukrainian Head of the 

microbiological 

- reference laboratory 
5. Ukrainian Head of Virology 

- Reference Laboratory 

6. Ul<rainian Bacteria legist of t he 
microbiological 
reference Ia boratory 

-----:;-: Ukrainian Duclur-virolugi:.l o f 

virology reference 

- laboratory 
8, Ukrainian Bacteria logi st 

Microbiology 

Reference Laboratory 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnageriCHEP Training Coord.imll<lr via email a minim11111 q f 60 dtty1' prior to fht ~wnt : 

ld1 r·1 lw h ,,j r I,_ 7 miY\ cht' 1-tmini 1 ,:(1 1Wli I 1 1i I I 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(1.JP) 
lnsrruMcv • fl.' am~ :lt.ld I" '"'" 1(b)(6) l 

Course l nfonnation 
Oat~: Submitted to CBEP: 2018-02-27 

List ( :nurse Number(s) and Nam~(s): 

Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l-TO I PAC'S Csing; 

Type ofTrainin~: Qn-thc-Jub Tn\ining 

SOW !TO!CDRL: EIDSS & PM 'S Implementation T09 

Location of Ttainin~~::l(b)(3): 1 0 USC 130c I 
Start Date: 20 I 8-05-03 
End Date: 2018-05-08 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ approved tb~ training materil•l'! 
18J Yes 0 1\o *"" If 1\u, induJe lr<1ining tTtllh:riiil fhr PA <~ppmval. "'"' 

Ha~ lh~ Collabon aor's P A office ll(!prm .. ed the train ina material'! 
li!:J J's;~ 0 1\'o "" lfl\o, include training material for PA approval. "'" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (lf Yes. spccit:Y lanw,mgf :tnd ask COR for 11 Tr<~nsl ation Request Form) 

lnter[!rehation Services Provided br DTRA: 

£g) l\o 

u Yes (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lnlc(:ratin~ Contractor Lugislic Sul!l!llrl: 
(e.g., purchase items. training venues. translation. interpretati1)n, and trainee coordination) 

CTR Lo~i~tics Sui!J)Ort (CLS~: • • Cmnpl<!il: CLS 1\•nn und ~ubmit viu <mmiltu th~ Cuun try M~llll!!l·r 

ttrul llw Truvd Tl·um: I Hr!l . l'd \'L'~ : I· .l .,. ; .. h [ J ·~~ t· l i ;w~ l .. kk'll :l ',~i wL 1nd"" 1 
(e.g., lodging, travel arrangements. ground transportation, airport pickup/drop-on: food and 
beverage). Note: Justification required for food and beverage at training events. 

Al!!!roved by Countrv :Vlanager or Designee: 

Comments; 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

First and last name Nationality Position 

b)(6) 
Ukraini<tn B;,u;leriu logi~l 

reference Ia boratory 
for diagnosis of EDP 

Ukrainian I lead of the reference 
laboratory for the 

diagnosis of ONP 

Ukrainian Doctor-virolosist of 
virology reference 
laboratory 

Ukralniao Ht>ad ofth(> 
m icrobio logica I 
reference Ia boratory 

Ukrainian Head of VIrology 
RGfGrQnCG L<lbor•torv 

Ukrainian Bacteriologist of the 

microbiologica l 
reference laboratory 

Ukrainian Doctor-virologist of 

Wology reference 
laboratory 

Ukrainian Bacteria logi st 

Microbiology 

Reference Laborat ory 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 

Place of 
nut" b)(5) 

b)(3)10 usc 
130c 

r agc3 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSI FIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnageriCHEP Training Coon.limllo r via emuil a minim11111 q f 60 dtty1' prior to fhe ~wnt : 
(lin! lw h .. ir .I'· 7 mh, t•ht•p-lr.t inut Lt1u tn:dlnti ll 

NOTE: Canceled events - l\otify the training team via the em ai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Countr y C ode: Black & Veatch 
(U~ ~ . 
l nstrutctorf "' I r-.'ame and Emoi.lf I 

Course l nfonnation 
Oat~: Submitted to C BE P: 2018-02-27 

List ( :nurse Number(s) and Name(s): 
Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Tl;:(!t' of Training: Init ia l 

SOW !TO !CDRL: EIDSS & PM 'S Implementation T09 

Location of Ttainin~~:: l(b)(3):1 0 USC 130c 

Start Date: 20 I 8-04- 10 
End Date: 2018-04- 13 
Estimated Cost: 

lias th~ OTRA Public Affairs (P A} oftic~ a(!(!roved tb~ training material'! 
18J Yes 0 1\o ** If 1\u, induJe lr<1ining rnllh::riiil fhr PA <tppmval. ** 

Ha~ I he C ollabotatM's P A office ll(!(!rm .. ed the train ina material"! 

li!:l J's;~ 0 1\'o "" lfr-'o. include training material for PA approval. "'" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 

I 

Page 1 

b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided by DTRA: 
0 Yes (lfYcs. spccit:Y lanw,mgf:tnd ask COR for 11 Tr<~nslation Request Form) £g) l\o 

lnterprehation Services Provided by DTRA: 
u Yes (lfYe~. specify language and ask COR for an Interpretation Request Form) ~ Nu 

lntcgratinl! Contractor Lugislic Suppurl: 
(e.g., purchase items. training venues. translation, interpretati1)n, and trainee coordination) 

CTR Logbtk!i SuptJort (Cl.S): •• Curnpk!c CLS !imn uml ~ubmil viu cmnill!.l the C'!.ltmtry M~llll!!l"T (b)(5) 
tm(l fll'-· Truvd T,,.um: lhl'''.J-.d \L,.,, J., · l ·'' l , ,4l·t#il ;l,,.!l .. ).:te:,l:Jt.:ll,ll , n"l'-1 
(e.g., lodging, travel arrangements, ground transportation, airport pickup/drop-on: food, and 
beverage). Note: Justification requi red for food and beverage at training events. 

l . t\~lcc breaks and Lunches: Participants will be needing coffee bre<~ks (morning at 
10:00 AM and afternoon 3:00PM) and lunches at I :00 P\1 for participants (7 persons) 

2. w,,,,dcn fr!lmc~ for Ccttific!IICS l<l fit A4 fun mtt <.:cttific!IICS (7 piece:<) 

Justification: 
It is expected and customary in Ukraine for lunches and coffee breaks to be provided for all
day training Cotlce-brcaks usually last about 15 minutes and there is not ample time tor 
trainees to leave the faci lity and re-enter to have a com.~e-breaks. Additionally. leaving the 
faci lity tor obtaining lunch/cotlcc-brc:lks wi ll disrupt training 11ctivitics. 

The Pathogen t\sset Control System (PJ\CS) improves the accountability of pathogens of 
securi ty concem at partner t~1cilitiel(. which enhances hiol(afety <md biosecurity for the 
nonproli feratiQn of bio logical weapons of mass destruction (WMD). PAC$ is provided to our 
partner nations in response to the core mission of J3CTB to support the non-prolife ration of 
hiolocit.lll WMT> PAC'S train inc rartiei tlAtioJ, wirh provicl~cl eoff~~ hr~ah i,- n~r.~~~ary ro 
obtain the full benefit of the event and ensure the U.S. Government's investment wi ll lead to a 
successful campaign in preventing the proliferation or biological WMD as well as complying 
with 39 Comp. Gen. 119 ( 1959). 

~b)(6) I 
Approved by Countrv :\1anager nr l>esignee: 

Comments: 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 

Obtained via FOIA by Judicial Watch Inc.



UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

fi1 ~ ~ <md la:>l mum.: N<ttiumtlily Pu:>ilivu 

1 (b)(6) Ukrainian Head of the National 
Center for strains of 

~ 
roiicroot-g.anism&_ _ 

Ukrainian Head o f the sector o f 
development of 
tech no I ogies of 

lyophilization and 
storage of st rains of 

~ Ukrainian 

m lcroorga ni sms 

The con troller of the 

s~ctor of d~v~lopment 
of technologies of 

lyophilization and 

storage of strains of 

- m icroorga ni sms 

4 Ukrainian Junior researcher of 
biotechnology and 
quality control viral 
drugs -

5 UkrdinicJn Head of lin: 
department of 
bacteriological 

rcsc.:>rch .:>nd qu.:>l ity 
control of the VID 

---"6 Ukrainian actIng Head of the 
sector of maintai11lng 

reference cultures o f 
microorganisms 

CREP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 

PI<~~.:~.: u f 

Outv 
b)(3)1 0 usc (b)(5) 
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r agc3 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 
( ll.rll 1l' \1111' - II) 1~ l'l'll'[HI~I I I1111U'IIIIl:ll 11'11 • • 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Government Collal)orator's Name and Country Code: Black & Veatch 
(UP) 

(b)(6) l Instructor s ~ame and ~mru 

Course lnfonnation 
Oat~: Submitted to CBEP: 2018-02-27 

List ( :nurse Number(s) and Name(s): 
Pmhogen Asset Control System v5 Administration TRNHAS-001 5~; 

CIT 12-TO I PACS Administrating; 
Pathogen A,;~et Control System vS Usage, TRNHAS-00157:. 
CITl l -TO I PAC'S Csing; 

Type ofTrainin~: Qn-thc-Jub Tn\ining 

SOW!TO!CDRL: EIDSS & PM 'S Implementation T09 

1......-Mit>n .... r TrAin inc-' l(b)(3):1 0 USC 130c 
(b)(3)10 USC 130c 

I 
Start Date: 2017-04- 16 
End Date: 2017-04-20 
Estimat~:d Cost: 

Ha~ the I)TRA ruhlie Affait·~ (PA} office aeeroved the lt·ainitlf: material? 
~Yes 0 1\n ** Jr 1\o, includ~ training material li>r P A approval. ** 

Has tftc Co~labm-ato•·'s PA office al!l!•·ovcd the lralnln:: matedal? 
Ill! Y~s 0 1\o "" If l\o, include training material for PA approval. "" 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In 

\!krainc 

I 

Page 1 

(b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Translation Services Provided bl· DTRA: 
0 Yes (lfYcs . specify language and ask COR for a Tr:mslation Request Form) 

lniernretatiun Scrvjces I:ruvjd~d bl' DTR,~: 

~ l'o 

0 Yes (If Yes. spt:cify l<mguah(t: <tnd ask COR for an lntt:rprdalion Request Fmm) ~ No 

Integrating Contractor Logistic Su~~ort: 
(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 

CTR Lu2istics Suooort CCLS): •• Comrlcrc CLS form ~nd submit via ¢11111ilto the Country Manag.¢r 
Attd tlic Travel T~~m; I• r,, h! \ ll ~ l . 1 I , 1, 1 <:1 ' " ' \" · ~; . : \1 ; .,,,, . '"' ... , 

(e.g., lodging, trav~ <U·.r:.angcmeots. ~f.lUnd tra.nsponation, airp011 pickup/drop-otl; food and 
bever:~ge) . Note; Jnl>tification rcquln:d f1:1Yf<1od and beverage at training events. 

A(mrovcd by Countt·v \ilnnngcr ot· Designee: 

Comments: 

Cfl EP Training Event Plan (February 2018) 
Distribution A. Approved for Public Release: Distr·ibution unlimited 

UnclassiOcd/ For Official Usc Only when Filled-In Page 2 

Obtained via FOIA by Judicial Watch Inc.



UNCLASSIFI ED 

Training Event Plan 
Cooperotive Threat Rcduclion (CTR) 

Participant Information 

First and la:\t name Nationality Position 
l. {b){6) Ukrainian Head of the National 

Ct:u t~r fur ~\1 din~ uf 

~ 
microorganisms 

Ukra In i;:m Head nf the ~Pctnr of 

development of 
technologies of 
lyophilization and 
~torage of strains of 

f---
microorganisms 

3. Ukrainian The controller of the 
sector of development 
of technolo(:les of 

lyophilization and 
st orage of strains of 

f---
mir.rnnre:~nl~m~ 

4. Ukrainian Junior researcher of 

biotechnology and 

Quality control viral 

1--
orugs 

5. ... ~""-\Yl<ra In Ian Head of the 

department of 
bactenological 

research and quality 

1--
control of the VID 

6. Ukrainian acting Head of the 
sector of maintainins 
r d~ren~~ wilure~ of 
microorganisms 

Cfl EP Training Event Plan (February 2018) 
Distr ibutiOn A. Approved for Pubhc Releast>: Distribution unl imited 

llnclassificd/For Official Usc Only when Filled-In 

Place of Duty 
b){3):10 usc b){5) 
130c 

r age 3 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2336 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

l llrliJ JL'I\'LJJr J)J .ml) :u.:h.:n·li'Ullllltv,/11 llllli Lll'JJI , 1 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

IHRIC!Gover nmenl Collal)orator's Name and Country Code: H&V- UA 
(b)(6) I 

Course Infortnation 

Datt! Submitted to CREP: 20190517 

List Course Number(~) and Name(s): P.2 - J> ACS Administrating (CIT12-TO I) 

Type of T raining: On-thc-joh (OJT) 

SOW{fO/Cl>RL: EIDSS & PACS lmplemenration T09 

Location of Training: 
rb)(3) 10 usc 130c 

Shtrt Dati.!: 20 1906 1 I 
t:mJ J)uC~: 20 I 906 I 3 

Estimated Co11C: 

Has the DTRA Publk Affairs (PA} office ~~~~rm•cd the training material? 
:81 Yes DNo u lfl\o, include training material for PA appHl\'al. ** 

lias th t! Collaborator' s PA office am:!rond the training material '! 
~ Yes 0 No ** If 1\o, indudc lr<~ining mlltcriill fi)J- PA <tpprov<tL ** 

Transla lion Services l'rovided bv I>TRA: 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

I 

(b)(5) 

Obtained via FOIA by Judicial Watch Inc.



0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

(lfYL'S, specify language and ask COR for a Translation Request form) 

lnterJ!retation Services Provided by DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request form) 

Integrating Contractor Logistic SU(!I!Ort: 

~No 

~No 

(e.g .. purchase items, training venues. translation. interpretation. and trainee coordination) 
Not required 

CTR Logistics Su~[!ort (PLS}: **Complete PLS form and submit via email to the Country 
Manager and the Al<:AS Project Lead 

(e.g .. lodging, travel arrangements, ground transportation, airport pickup/drop-off, food and 
beverage). Note: Justification required for food and beverage at training events. 
Approved hv Countrv \'lanager or l>esignee: 

Comments: 

CREP Training Event Plan (August 2018) 
Dis tribution A. Approved for Public Rei east>: Distribution unlimited 

Unclassif1cd;For Official lise Only when Filled-In Page 2 

Obtained via FOIA by Judicial Watch Inc.



l.>'SI'$t., first, :\-11 
b){6) 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

1\ationalitY r osition 
Ukrainian TliD 
Ukrainian TBD 
Ukrainian TBD 
Ukrainian '1'1-3() 

Ukrainian TBD 
Ukram1an l'HD 
Ukrainian TBD 
Ukrainian TBD 

~·' , ... Ill' nut..· 
b){3)10 usc 
130c 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In ragc3 

{b){5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2238 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnagcriCHEP Training Cmm.linal(lr via email a 11linim1 1111 qf 60 dtty1' prior to fht ~wnt : 
d, .. _h • lr_" ; mh ·h. •n . I"''";", IJL 11l' a . ll l 

NOTE: Canceled events - l\otify the training team via the emai l above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRI(:tGnv~rnmenl Coli 's Name and Cot ntry Code: H&V- UA 
b){6) 

Course Infortnation 

Datt! Submitted to CREP: 201 81228 

List Course Number(~) and Nam~(s): P.2 - 1> ACS Administrating (CIT12-TO I) 

Type of T raining: On-thc-joh (OJT) 

SOW{fO/Cl>RL: EIDSS & PACS lmplemenration T09 

1 ,r T... Jb){3)1 0USC 130c 
n"Mi nn n .,.; n inn• 

b){3)1 0 USC 130c 
I 

Start l>au~: 20190 I 22 
End Da te: 20 I 90 124 

Estimated Cost: 

Has th~ DTRA Public Affairs {P A) offic~ a12~roved th~ training material? 

Zl Yes ONo ... lf l\o, include training ma!L'rial for Pt\ approval. ++ 

lias tht! Cullaboratur's PA office aeeruvt!d the trainin;;: material '! 
Xl Yes 0 No ** If 1\o, include training material for PA <tpproval. ** 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

b){5) 

I 

Obtained via FOIA by Judicial Watch Inc.



UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Translation Services Provided by DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request rorm) 

Inter[!retation Services Provided by DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request form) 

Integrating Contractor Logistic Su~l!ort: 

lXI No 

~No 

(e.g .. purchase items, training venues. translation. interpretation. and trainee coordination) 
Not required 

CTR Lo~:istics SuJ!uort (PLS}: **Complete PLS form and submit via email to the Country 
Manager and the i\&AS Project Lead 

(e.g .. lodging, travel arrangements, ground transportation, airport pickupidrop-off. food and 
beverage). Note: Justification required for food and beverage at training events. 
A~l!l'OVed hl:' Countrv \1ana2er or l>esi2nee: 

Comments: 

CREP Training Event Plan (August 2018) 
Dis tribution A. Approved for Public Rei east>: Distribution unlimited 

Unclassified/For Official lise Only when Filled-In Page 2 

{b){5) 

Obtained via FOIA by Judicial Watch Inc.



I l .asf. First. MI I 
(b)(6) 

I I 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Participant Information 

Nationali ty Position 
Ukrainian . Lab\~atory M;$"istant 

\) f the Mi~;robi\)1\lgy 
Laboratory 

Ukrainian !lead of the 
Diphtheria 
LahrrreiJury 

Ukrainian JuniM Re!:earch 
Scientist of the 
Diphtheria 
Labonu orv 

Ukrainian Research Scientist tlf 
the ltickettsiosis 
I .Hhnra tnrv 

Ukra in inn !lead of the 
Rickettsiosis 
I .ahnmtorv 

Ukrainian Leml Rt!St!cm:h 
Scientist of the Q-
Fever Laboratorv 

Ukrainion Research Scientist of 
the Q-Fcvcr 

. Laboratory 
Ukminian St!nior Research 

Scientist of the TVI 
LaboratorY 

Ukrainilln Senior Rcsc:~rch 

Scientist of the TV! 
. Laboratory 

Place of D u fv 
(b)(3)1 0 USC 130c 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In r agc3 

b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2270 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
M!lnagt:riCHEP Training Coordin11 1<1r via email a minim11111 qf 60 dtty1' prior to fht ~wnt : 
d1 n1 lwh !Il l' p1 mh\ L·h,·n-Lnlininllltt nll li lll'di J 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

KTRIC!Governmenl Collal)orator's Name and Country Code: H&V- UA 
(b)(6) I 

Course Infortnation 
l>ate ~ubmitted to ~REP: 20190305 

List Course Numbcr(s) and Namc(s): P.2 - f' AC'S Admini:>trating (CITI 2-TO I) 

T:n:!e of Training: Initial 

SOWrTOICORL: EIDSS & P/\CS lmpiL'mcntation T09 

Location ofTraininu (b)(3)10 USC 130c 

Start Dllt4:': 20 19031 
End Date: 20190322 

Estimated Cost: 

lias tht! JlTRA Public Affairs (P A} oftkt! am~ roved tht! training material'! 
5<l Yc~ 0 )\t) ** If No, incluJ~ training malt:rial u.>r P A approval. ** 

Has I he ( :ollsborator's I' A office ll~~roved the tntinin2 material'? 
~ Yes Dl'o **If No. include training material for PA approval. ** 

Translation Ser\'ices Provided by DTRA: 
0 Yt:~ (lfYc:s ~pcdfy hmguugc and a~k COR tl:.)r a Translation Rcquc:st furm} 181 Nu 

CflEP Training Event Plan (january 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official lise Only when Filled-In Page 1 

(b)(3)10 USC 130c 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

lnterJ;!retation Services Provided by DTRA: 
0 Yc,; (I f v~~. specify language and ask COR for an Interpretation Request Fmm) 

Integrating Contractor Logistic Su~11ort: 

Xl No 

(e.g., purchase items, training venues. translation. interpretation. and trainee coordination) 

Approved hy Country Manager m· l>esignee: 

Comment~: 

Participant Information 

I La~t First Ml Nationality Position Pla~e of Duty 
(b)(6) Ukrainian nm b)(3)10 usc 

Ukrainian TBD 130c 

Ukrainian TBD 
Ukrainian THD 
Ukrainian TBD 
Ukrainian TBD 
Ukrainian TDD 
Ukrainian TBD 

CflEP Training Event Plan (january 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 

(b)(3)10 USC 130c 
1-

1-

1-
1-

1-

1-

1-
1-

Obtained via FOIA by Judicial Watch Inc.



A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2271 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), a ll training events require a TEP. Submit the TEP to the Country 
M!lmw~r/CHEP T rain inu Coordinator via ~m:1 il a minim u111 o f (\{) days pl'ior to 0Jt ~Vent: 
~ltraJwkoir_ ui . mb.x .ch~·n-traininu:o mai l.mi I. I 
NOTE: Canceled events - l\otify the training team via the email above. 

Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Governmenl Collal)orator's Name and Country Code: H&V- UA 

l b)(6) I 
Course Infortnation 

Datt! Submitted to CREP: 20190305 

List Course Number(~) and Name(s): P.2 - J> ACS Administrating (CIT12-TO I) 

Type of T raining: On-thc-joh (OJT) 

SOW{fO/Cl>RL: EIDSS & PACS lmplemenration T09 

Location ofTraininc:[b)(3) 1 o usc 130c 

Shtrt Datt!: 20 190325 
t:mJ J>ut~: 201 90327 

Estimated Co11C: 

Has the DTRA Publk Affairs (PA} office ~~~~rm•cd the training material? 
:81 Yes DNo u lfl\o, include training material for PA appHl\'al. ** 

lias th t! Collaborator' s PA office am:!rond the training material '! 
~Yes 0 No ** If 1\o, ind udc lr<~ining mlllcriill fi)J- PA <tpprov<tl. ** 

Transla lion Services l'rovided bv I>TRA: 

CflEP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist1·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

I 

(b)(5) 

Obtained via FOIA by Judicial Watch Inc.



A 
• 0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Redurtion (CTR) 

(I f Yell, !Specify language and ask COR t(.w a Translation Request f(ll'ffi) 

InterJ!retation Services Provided b:Y DTRA: 
0 Yes (If Yes, specify language and ask COR for a Translation Request f orm) 

lntcgratlnt.: Contractor Lo~o:lstic Su(!J!Ort: 

IZI No 

~ No 

(e.g., purchase Jtems, traimng venues. translatJon. mterpretation. and trainee coordmation) 
Nor required 

CTR Logistics Su~[!ort (PLS'!: **Complete PLS form <J nd submit via email to the Country 
Manager and the M<:. AS Project Lead 

(e.g .. lmlging, trmrel arrangements, ground tnmspomnion, airport pickup/drop-ofT, food and 
beverage). Note: Ju::;ti fication required for fMd and beverage at training events. 
Ape roved hy Country :\1anager or l>e~ignee: 

Comments: 

Participant Information 

La~t. First, Ml Nationali ty Position Place of Duty 
(b)(6) Ukrainian nm b)(3)1 0USC 

1 Jkrllini:m TRO 130c 

Ukr11iniun nm 
Ukrainian Ttm 
Ukrainian TBD 
Ukrainian TBD 
Ukrainian THD 
Ukrainian. TBD 

CflEP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 2 

(b)(5) 

-· 

-
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Redurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2297 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
Manager/CHEP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

t iLrn llL'h 0 11' ~ 111 1111_1, t.:_h,•n· l1:l1111lllt111111:l11 111 il,l 

NOTE: Canceled events - l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC!Gover nment Collahorator's Name and Country Code: H&V- UA 
rb)(6) I 

Course Information 

Date Submitted to CBEP: 20190320 

List Course Number(s) and Name(s): P.2 - PACS Administrating (CIT 12-TO I) 

Type of Training: On-the-job (O.IT) 

SOW/TO!(:I>RL: EIDSS & PACS Implementation T09 

Location of Traininl!~b)(3) 10 USC 130c 

Start Oate: 20 I 90401 
End Date: 20 I ?0405 

Estimated Cost: 

Has the IHRA J>uhlic Affairs (PA} oflice ll(:!l:!rm·ed the traininJi: material? 
Xl Ye<> 0 No u lfl'\o, i11c.lu<le traininc material for PA appmval ... 
Has the Collaborator's PA office a1mroved the training material? 
Zl Yes DNo u lfl\o, include training material for PA appr(wal. ** 

Translation S~rYices Provided bv DTRA: 

Cfl EP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

UnclassiOcd/For Official lise Only when Filled-In 

I 

Page 1 

b)(5) 
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0 Yes 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

(I f Yes, specify language and ask COR fbr a Translation Request f(llm ) 

lnter~retatlon Services Provided br DTRA: 
0 Yes (I f Yes, specify language and ask COR for a Translation Request f orm) 

Integrating Contractor Logistic Su~~ort: 

12$1 No 

~ No 

(e.g., purchase 1tems, tra inmg venues. translation. mtcrprctation. and trainee coordmation) 
Nor required 

CTR Logistics Su~~ort {PLS!: **Complete PLS form <J nd submit via email to the Country 
Manager and the M<:.AS Project Lead 

(e.g .. l<lClging, travel arrangements, ground transportati<m, airpon pil;kup!<.lrop-ofT, food and 
beverage). Note: Ju::;ti fication required for fMd and beverage at training event~. 

A~~roved hl': C ountr y :vlana~er or l>e~i~nee : 

Comments: 

Participant Information 

First and last name 1\ationality Position 

1 (b)(6) Ukrainian t1ead of the ICiboratory for the 
study of anthrax 

2 Ukrainian Senior Research Scientist, 
Laboratory of Mycotoxicology 

~ Ukrainian Leading veterinarian, 

- Laboratory of Mycotoxicology 

" Ukrainian Junior Researcher, laboratory 

~ Ukrainian 
of leptospirosis 

Junior Researcher, Laboratory 
of lepto~p lrosls 

~ Ukrainian Researcher, Laboratory of the 
study of anthrax 

7 Ukrainian laboratory assistant, 

----a Ukrainian 
Neurolnfectlon laboratory 

Senior Researcher, Laboratory 
of Anaerobic Infections -

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist•·ibution unlimited 

llnclassiOcd/For Official Usc Only when Filled-In 

Place of 
Durv 

b)(3) 10 
USC 130c 
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9. {b){6) 

r------w 
!-

11 

~ 

!-
13 

~ 

1-
15 

~ 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

Ukrainian Leading Researcher, Laboratory 

of Anaerobic Infections 

Ukrainian Senior Researcher, Laboratory 
of Anaerobic Infect ions 

Ukrainian Researcher, Laboratory o f 
anaerobic infections 

Ukrainian Leading veterinarian, 

Laboratory o f Anaerobic 
Infections 

Ukrainian Senior Researcher, Laboratory 
of Bacterial Animal Diseases 

Ukrainian Leading veterinarian, 

Laboratory of bacterial animal 
diseases 

Ukrainian Leading veterinarian, 
Laboratory of bacterial animal 

diseases 
Ukr;oini;on Spccl;oli$t of Sector of 

in ternational relations and GIS 

CREP Training Event Plan (August 2018) 
Distribution A. Approved for Public Release: Dist •·ibution unl imited 

llnclassiOcd/For Official Usc Only when Filled-In 

{b){3):1 0 b){5) 
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A 
• 

UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Rcdurtion (CTR) 

Part I: Training Event Plan (TEP) 
Event# 2735 

Instructions 
In accordance with the Stakmcnt of Work (SOW), Task Order (TO). or Contract Data 
RcquircmL'nts List (CDRL), all training events require a TEP. Submit the TEP to the Country 
ManageriHTRP Training Coon.linator via email a minimum of 60 days prior t<l the event: 

t iLt'B iiL•_I\ 1111' l ' l inll\ l 't•hll]'l• I I':I ICtlllU 'f/ l t t:lil IIHl l 

NOTE: Canceled events · l\otify the training team via the email above. 
Rescheduled events - Send an updated TEP to the email above. 

HTRIC/Govt>rnml'nt Col' 's. Nami.utnd Countrv Cf!CIC: 
~lack & Veatch fb)(6) I 

Course Information 
D11tc Submitted h1 PTRP: 202 11109 

l.i"t (:our~e Numhet·(~) :tntl N:~mt>(s) : CIT I ?-TOI PACS Admin i~trating (O.IT) 

Type of T raining: Refresher 

SOWffO/CDRL: EIDSS & PAC'S lmplcmontntion T077 

11
A(b)(3) 10 usc 130c 

I Location of'Trainin 
I 

Start l>ate: 2021 11 29 
End Date: 2021 1130 
Eulmntcd Cod: 

Has the DTRA Public Affairs {PA} otlke ap(!ro,•ed the training material'! 
Gl:l Yes 0 l'o '"' Jfl\o, include training material tor PA approval. '"' 

lias thi! Collaborator's PA offi ce a1mroved the training material'! 
~Yes 0 1\o ** lfl\o, include training material for Pt\ approval. ** 

Translation Services rr·nvided ll~ I>TRA: 
0 Yes (If Yes, specify language and ask COR for a Tran~lation Request Form) li.lll\o 

lntc.-l!•·etation Sci·vlccs f>I·o..-idcd by I>TR,\ ; 
0 Yes (If Yes. specify languaJ)e and ask COR for an Internretation Reque~t Form) 181 1\o 

BTRP Training Event Plan (January 2019) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

UnclassiOcd/For Official Usc Only when Filled-In Page 1 

(b)(5) 
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UNCLASSIFIED 

Training Event Plan 
Cooperative Threat Reduction (CTR) 

lnte~rutin" Contractor lo"istic Suunort: ~/A 
(e.g .. purchase items, tritining venues, lr<mslittion, inte111rditlion, ;md tr<tince coordination) 

CTR Logistics Su~l!ort (PLS}: •• Complete i•LS furm untl submit via email to the Country Manager 
anti the A& AS J•rujcct Lcatl 

(e.g., lvdging. travel atTimgcmcnt:.. grvun~ tran:;p~1rtativn . airp<Jrl pichtp1drvp-<Jfl: fvvd i:lllU 
heveral.!t:). Nole: Justi fication required f<>r food and bever<tj!e at tmininl.! events. 
Approved by Countrv \tanager or Designee: 

Comments: 

Participant Information 

It I .,.d J;"lrd 1\111 Nationalltv Position Place of Dutv 
(b)(6) Ukrainian !lead of Avian b)(3)1 0 USC 130c 

Diseases Lab 
Ukrainia~ Head of Virology lab 
Ukrainian . Head of genetics of 

microorganisms Jab 

BTRP Training Event Plan (January ZO 19) 
Distribution A. Approved for Public Release: Distt•ibution unlimited 

llnclassiOcd/ For Official Usc Only when Filled-In 
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TOP-BVC0-0183 
REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 

AKT nEPEliA Ill np AB BJ1ACHOCTI YPJillY CUJA 

TUI'·BVCU·OliJ 

This Act Is concluded by the undersigned feP.!!!Ielltatives of the Defense 'Threat Reduction A enc 
Dc:feusc: oftlx; Unil.ed States of Amcric.und (b)(3) 10 USC 130c 

· USC 130c According to the report DTJ;:RAri""=trans=~en;=th""'"e-o~wn---ersru"""~""'·'""'p-o'l"p""'"J-:-O'"""perty-=-spe---c~i~""ed~in=tbe~in""'"v--e""'"ot:-o,...ry'""'"":s~t a-.ttac::--hl"'"cd=-and--:;--' 
, ~L(~) 10 acknowledges receipt on behalf of National Academy of Agr.uian Scieo.c:ea of Ulaa.ine on the basis of the foltowing 

re erences; Agreement Between the United States of America and UkraiDe CoacemU!g AAiiltaace to UlcraJae iD the Flimlutjoo 
of Stmcgi~; Nuclear Arms. IUld the Prev.::ntion of Proliferation of Weapons of Maaa Destruction, da~ October ZS, 1993, u 
amended and extended to December 31, 2020, as per the Diplomatic Note of the Ministty of A..ffairs ofUlaaine #414/23-196/54-
2540, dated December27, 2013 (U.S. - Ukraine CTR UmbreUa AJtreement); "ARrcement Between the Department of Defense of 
the United Statell of America and che Ministry of Health of Ukraine Con~niing Cooperation in the Area of Prevention of 
Proliferation ofTechnology, Pathogens and Expertise that Could Be Used iD the Dc:velopmc:nt ofBiolocical Weapons" dated 
Augu~t 2q, 2005 Rio1C1gica1 Threat Reduction Jmplemenling Agreement - BTR!A. 

b)(3)1 0 USC 130c 

The undersigned partJ.cipanLS acknowlcd&e tha.t the United States of America retains ripts of audit and ex.amination of tbe 
transferred material and related records and documentation in accordance with the procedures defmed in Article X of tbe 
Agreement. 

HH*'te BKMaHi npellCTaiiHKKH 18C:BUN}'lO"n mo Cnony'leHi WraTH AwepHJCH 36epir&I01'!. 3a cooo10 opaao H& ay.1urr i oman 
nepeJ~AHHX NaTepiania i ai.lllloBiJXHKX unlfci.B ta Ao~cy~o~eHrauli' ai.anoaiA:Ho 3 npoueA)'paMH BnllUUOo(H a crani X Yro.tut. 

b)(3)1 0 USC 130c 

b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-BVC0-0203 
REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 

AKT nEPE.LIAlJI llPAB BJIACHOCTI YP1111Y CIUA 

TOP-BVC0 -0203 

This Act is com:lull~:ll oy th~ unll~:rsigocll n;~rrsrnpujws or !ht• Dt•!j•nsr Thn•m Rr <hwrjon Au,•n<·v <DTRA> - Dt•pllrrmem Of' 

Dcfcns~ (If the united States nr America and Lh b)(3) 10 usc 13°C I 
f b)(3):1 0 USC 130c 1-\cconiing to the repllrl DTRA transfers the ownersh1p of property specified in the inventory list attached und 

JVM acknowledges receipt on nchalf t•f National Academy nf Agrarian Sdences of Ukraine <m the ba~b of the following 
references: Agreement Between the United States nf Amerh:a and Ukraine Concerning Assistance tl) Ukraine in the Elimination 
of Strak·gie Nuclear Arms. and the Prevention llf ~ml.iJcri>ili\ln lJf Wt.'~:t,.~n;;. of Mass Destruction. dated Octohcr 25. 1991. as 
amenued and extended w Deeemher :II . .2020. as p~r the Diplomatic Note of the Ministry or AITairs or Ukraine #414/2 .~· 196/54· 
2540. duted December 27. 2013 (U.S.- Ukraine CTR Umhrdla Agreement): "Agreement Between the Department (lf De fens~ (lf 

the United Stat~s of An1t:ril:a and the Ministry of Health of Ukraine Com:crnin~ Co{lperation in the Area of Pn:vention of' 
ProliferalJ()Q tll Tcchnul<•gy. Pathogen~ anti Exper11~c that CPu ltl Be Used m the Development ol Biologtcal Weapons .. dated 
Au~ust 29. 2005 Biological Threat Redm.:tilln lmpJ.:menting Agro.:cmcnt - STRIA. 

(b)(3):1 0 USC 130c 

b)(6) 

The undersigned participants acknowledge that the United States of America retains rights of audit and examinaJinn nf the 
transferred material and rdatcd records and documentation in acc<lrdancc with the procedures dctined in Article X of the 
A~re.:nwnt. 

HH'>I\'IC BKaJnHi npcacraBHtnw Jacsin.•J)'lQTb wo Cnony'ieHi WraTH AMcptnw >ikpiratOTb Ja co6oKI npaso na ay!liiT i Ol'mtA 

nepe.'lamtx Marepia'liR i Ri .'lnnRi.'lHHX Janucie ra llOK)'MeHraui'i eianoainHo 3 npouenypaMH BKaJaHHMII a crani X Yronw. 

Th~ property listed in Altachment I. in total valu~ of$ 1.754.05 has h~c:n dc:livc:rc:d Ill (YM and the: invc:ntt1ry insp<:ch:d and 
confirmed accurate oy the IVM representative. 

Obtained via FOIA by Judicial Watch Inc.
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TOP-B VC0-0204 

:ll£PORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT flEPEllA 'II flPAB BJIACHOCTI YPRliY CUI A 

TOP-BVC0-0204 

This Al' l is condudcd hy tht! unth!rsign t!d repn!St!n\ativcs of the L>t!fense Thrcut Rcdul: til)n Al!.:ni.: lDTRA} - Oc anmcm of 
b 3 10 USC 130c 

ccording to the report DTRA transfers the 
L~~~ ~~,:-::.~n~::-::'r~s~tp~t~l r:p~r::-:o~p~cr:::-t }:-:-, "':"s~pi:~'c':":'· tr.t~c ~Jn:;-;"'t ~lc:-:t~n~v~c n;;-;t~o';lry~t~str:a:;"''ti'!'ta:-::c=c ~a~n ~(rEi~ ~\7)(,...3'3)i7'11iCO~a:-::c,.,.,~no~"'m,r.c~ges receipt on tlehal f of National A eadem y 
or Agrarian Sl:icni.:c:. of Ukraine on the basis of the ft•llowing rdcrcnces: Agreement Between the United St::ues of America anJ 
Ukruine Concerninc; Assistuncc to Ukruinc in the Eliminatio n <•f Strategic Nuclear Arms. and the Pre\'ention of Proliferation or 
Weapons of Mas.~ Dcstructittn. dated Octtlhcr 25. 1 91l~ . as amcndcd and extended to December 31. 2020. as pcr the Diplomatic 
Note of the Ministry of Affairs of Ukraine #414/2]-19ti/54-2540. datt!d Dt!cemht!r 27. 201.:\ (U.S. - Ukraine! CTR Umhrclla 
A!fr<:cmcnt); "Al_!r<:cment Between the Dcpurtmcnl of Defense of the United Stutes of Amem:a unJ the Mini~try of Heulth of 
Ukraine Con~.:rning Coop..:rati<IO in the Area ur Prevention (Jf Prulifcratiun llf Technology, Pathogl!ns and Expcni:.c that Could 
BL· Ust:tl in thL' Oo:vdopm~nt or Biologit:ltl Wcapun~" tlatt:tl Au!(USl 29. 2005 Bic)((l~ical Threat R~duction Implementing 
Agreement - STRIA. 

(b)(3)10 USC 130c 

The undcr<;igncd participants acknowledge that the Unitt:d Statcs of America retains righb of audit and examination of the 
transferred material and related records and documcntmion in accnrdancc \\'ith the procedures defined in Article X of th~ 
Agrc:~rncnt. r )(.l) 10 usc ,,, 

rb)(3)10 usc 130c 

b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-B VC0-0.::!05 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT nEl'ELIAlJIIIPAB BJIACHOC J'l YPW.IY l:WA 

TOP-BVC0-0205 

Thil> t\1.·1 i:. concluded by 1hc undcr~igncd rc rl!scmati ves of 1he Defense Threat Reduction A em: 
Defense of the Uni1cd States or America an (b)(3) 10 usc 130c 

(b)(3)10 USC 130c 

of property specified in the invcmnry Ji~l attached und ~bJ~~ 10 USC tcknowlcdgcs rcccip1 \10 l'lchalf of the Minis1ry of Health l>f 
Ukraine on the basis nf the following references: A)!rccment ctwecn the United Stah:s of America and Ukraine Concerning 
Assistance to Ukraine in the El imination of Slnllegic Nuclear Arms. and the Prevention of Proliferation of Weapons of Mass 
Destruclion. dmcd Oc10her 25. I 99~. a:; amended and ex1cndcd to Decernhcr 31. 2020. us pt:r the Dipl\•matic Note of the Minis1ry 
of AlTair~ t•f Ukraine #414/2:\- 196/54-2540. dated December 27. 20 I~ (U.S.- Ukraine CTR Umbrella Agreement): "Agreement 
Between 1he Department of Defense of the United Slate~ of America and the Ministry of Health uf Ukrain.: Concerning 
Coop~ration in the Area of Prevention of Prolifera1ion of Technology. Pathugens and Expertise 1hat Could Be Used in the 
D~vclopment of Biological Weapons" dutcd August 29. 2005 Biological Threat Reduction Implementing Agreement - BTRIA. 

b)(3) 10 USC 130c 

The undou$igned par1icipant~: ackn(\wlcdge lhat the Uniroo Stntes of A1'fh:rica retains right~ of audi1 and examination of the 
\ransfcm:d material and n:latcd rcconh und ducumcrllation iu uccluduno..:c with lhe pwcedurcs ddined in Arli~:lc X nf the 
Agreem~n t. 

Hna;~e BKaJaHi npencnaHIII\11 ·Jacai.!l'I)'IOTb wo Cno.l)"'CHi WTaTH AMepHKI1 J6epiratOTb Ja co6o10 npaao Ha ay!lnT i OfJIH.l 
nepeJiamtx MaTepia.'liB i BiilnosinHnx 1am1cia ra !lOKyMeuTauii' ni.~tnoaiAHO 3 npoueeypaMu BKaJawnMu B crarri X Yronu. 

The property listed in Auachment I. in total value of$ $2.40 t .. , I has hcen delivered l( ~bJ~~ 10 usc and 1hc inventory inspcclcd 
01nd conllrml!d accurall! by the RI EH LNMU representative. 

rb)(3)1 0 usc 130c 

(b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-BVCQ..0229 

UPORT OJ' TRANSFER OF U.S. GOVERNMENT rROFEKTY OWNERSHIP 
AJn' OEUllt\IJI DPAtBJIACBQCTJ YPMY CW.A 

TOP-BV~ 

1'llil Ad it 0011eluded by tho undenipcd of 
Driwe u - o( A.merica and 

{b )(3) 1 o usc 130c A«ordios 10 the report DTR.A ODifcrf die 
ownmhlp of' property .,ec:ified ill lhe .invenrory ti• -.:bed b){3) 10 ldaJowtcdp.lf m:eipc on bebaJfofNidonal Nademy 
of A.arwiu Sdences ofUbaioe oo the basis oflhe following reftl'eOCel: A,leemeot Belween the United Sta~et of America ad 
U\raiDe COIICCIIIifl6 Anil'all(li'IIO lJkni. ill the Eliraiaatioa f:/Ksntqpc Nuear Alas, -'the Prevention ofProlif'erarioa o( 
Weapoas ot'Mau Datrucdoa. dltcd OCiober 2$. 1993. • UDeaded aad mended 10 Oec:ember n.1m0. u per till Diplomldc 
Note of' die MilliiUY of AftiirJ of'umine 1414123-196fS4-ZS40, dlred December 27 • .2011 (US.- Ukraine CJ1l Umbrd.la 
Aareem•>: "AIJ.eemem Betwec • Deputmeat. of'De~eMe orm. uaited 9bllee o1 AaMric:a u11 tbe MiniiiJ}' otllellth ot 
UkniDc Coaccnliq Coopcnboca ialbc AI-. of PrcvabJa aC Prolifaariao of Tcdmotogy. ht.lqpas a ~ dial Could 
Be UMIII ia tile De\lelopiDeal of ~ W..,_.. dlled ~ 29. 200S Biololical 11aal ReciiiCtioo ~mg 
.. .RTRJA. 

{b){3)1 0 USC 130c 

The 1JIIdeniped Jlll1icipaals ~ lblt 1111 Uailed s~a~a or America Rlains ~ or audit and examiutioa or l.be 
ti'UlSfenai ..mal Uld ~ __. _. ~ ill accordance widl tbe proccdutes defifted ill Miele X ol tiJe 
AF w 

H.......e Jala1alli t1pQCt'Utlltll'll ~ ..o c..,....n IJ.Ira-nl AMeplml 36epinuon. 3a c:o6olo npuo Ill &y.QII'f i orJIIIIA 
n~ ..repiui• i BiJinoeiJuta __. ft ~ aiJulo.W.O 3 rtpoUCII)'pUOf ....,..,"a cnni X Ynwr. 

The property litted io Attacbmem l. ioldll wiDe o( Sl. t74.00 lllllleea detivereci ~ lbe inva~tory inlpa:lrd and 
c:onfinn~Nhecur.t•lly lh{b){3) 10 1 ... ,,,,.--.... ' 

i ){3) 10 usc 1300 

b){6) 

Obtained via FOIA by Judicial Watch Inc.
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;' / 

TOI>-BVC0-0232 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSIIIP 
.AKT DEPEM'JI DrAB BJIACHQCTI )'PII.llY CWA 

Thi• Ad is conduded by the undcniped ~ives of the Ocf'eme Threat Reduction A 
Oefenae of the United States of~ and the (b)(3) 1 o usc 130c 
b)(3) 10 USC 130c According to the report DftX"'iit wiilienfti~oiiiiiiim!liipi'OioF'lprir.onipet~rtyiTtpea;u:Wiiliftliiitnii"ili~alnnv;vent;ttt;oinryiliilsti'"iiiiMJWI"-' 
and (b)(3) 1 acknowlodp r~pt on behalf of the Minil&ry of Health ofllk.raint on the bali. orthc following references; 

A&reement Btcween the United Sttta of America and Uknine Conurning Allistance to Uk.Wne in the Elimination of Sltl&ttlic 
Nu,lear Atms, and the Prevention "fPr~ ofWapons of Mus Oettruction. dated Oetober 2~. IQ9J, as amended and 
extended to December J I, 20ZO, as per the Diplomlclc Note of lhe Ministry of Affairs of Ukraine IY4J4/23· 196/S4-2S40, dlled 
December 27. 2011 {U.S.- UkraineCTR lfllllwlla A8reement): .. Agreement Betw~ the Department ofDefense of the United 
Scate. of Amai(;& and the Ministry ofHcaldl of'Ukraine Com:cming Cooperation in the Area ofPrevenlion ofProlifc:ndion of 
Technology. l'llhogenl and Expertiw thai Could Be Uled in the Oevdo~Jment of Biological Weapon~" dated Au!IUJI29, 200S 
Biologieat Threat ~uetion lmpletnentifttJ Aareement - STRIA. 

b)(3)1 0 USC 130c 

The uhdenigned pilticipants acknowleqe thll tbe United Slales of America retains rights of audit and examination of the 
traNfcrrcd nwerial and relaccd records lind documentation in accordance with the procedures defined in Anic:Je X of 1he 
AJVec:mt:nl. 

HHJ«'fe IU3&Hi "~"""" ~eUt'I)'JOno lllo CIJOJJy'teHi lDTaTH AMepHIIH :Mlepir.IOT• :Ja co6oto npuo tta ayAKT i orJUUl 
nepeAaH~ ~· i lllanoliAH~ 1111HCia T1 M¥YMCKT~uii Bi.llnoeiJ:tKO 3 npoueJIYPIMH lka31MHWII • ettni X YroJUI. 

The property lil&ed in A . I, in total value ofS 1,114.JS hu been ddivmd col~b)(3) 1 I and the inventory inlpcaed and 
confirmed ICQJrate by IL.I(b )(3) 1 0 !representative. 1"1lJSC: 

(b)(3)1 0 USC 130c 

b)(6) 
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TOP-S VC0-023 3 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT flEPEJlA'II fiPAB BJIA.CHQCTI YPMY CWA 

TOP-BVC0-0133 

This Act is concluded by the undersigned representatives of the Defense Thrt~t Reduction A enc 
Defense of the United States of America and the b 3 10 USC 130c 

(b)(3) 10 usc 130c According to the rcpon DTRA transfers the 
owners tp o property specified in the inventory list attached and b~(~) 1 o acknowledges receipt on behaJf of National Academy 
of Agrarian Sciences of Ukraine on the basis of the following references: Aarcement Between the United States of America and 
Ukraine Conceminw Assisumcc t0 Ukraine In the Elimination ot' Strategic Nuclear Anns. and the Prevention of Prolltenuion of 
Weapons ofMil!ls Destruction. dated October 25, 1993, as amended and extended to Dect!mb~r 31, 2020, as per the Diplomatic 
Note of the Ministry of Affairs of Ukraine #414/23-196/S4-2540, dated December 27, 2013 (U.S. - Ukminc CTR Umbrella 
Agreement); --A~reemem Between the Oepanment of Defense of the Unitell States of America and the Ministry of Health of 
Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of Technology. Pathogens and Expertise that Could 
Be Used in the Devclopm~:nt of BiologicaJ Weapons" dated August 29, 2005 Biological Threat Reduction Implementing 
Agreement - BTRIA. 

b)(3)1 0 USC 130c 

The undersigned participants acknowledge that the United States of America retains riahts of audit and examination of the 
transferred material and related records and documentation in accordance with the procedures defined in Article X of the 
Agreement. 

HKlK'te BKil'Jatti npc.AcTaBHHKK :mcai.attyM>Tt> wo Cnony'feui lliTaTH AMcpHKH l6epiriUOTb 18. co6mo npaao HD ayAMT i oriUIJl 

nepc.QBHHX M8TepianiB i Bi.anOBiJlHHX 38nHCiB T8 .aOK)'MCHT8Ui'IBi.llnOBUIHO l npoue.aypaMH IK81AIIHMH II CTaTTi X Yro.aH. 

The property listed in Atta.$g!.;!!!, I, in total vaJue of $3,029.45 has been delivered t }~~~! 10 and the inventory inspected and 
continned accurate by thel(b)(3) 10 representative. 

rb)(3)1 0 usc 130c 

b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-BVC0-0234 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT nEPEllA 'II nPAB BJIACHQCJI YPJiliY CWA 

TOP-BVCO-tl34 

This Act is concluded by the undersigned represen~· ~~~~#J:IK..Ib.iall..BJ:duicllili.D.....!w!U:lL.LI.,;!.IE:.A.l...::...J:b:DIIdiw:tll...O:[, 
Defense: of the United States of America and the b)(3)l 0 USC 130c 
According to the report DTRA transfers the: ownlioersh~!""ip-o~f~pr_o_pc_rt_y_spcc-,~. ti!""'cd~in~th!""'e""'!"in-v-en_t_ory-l!'!'is_t_a ... ttac""""'!'h-e"!"d -an- d"!"''!!'(b"!"!)('!!'!3)-;1:\:.0--. 

~know~~ges receipt on behalf of of the Ministry of Health of Ukraine on the basis of the following references: Agreement-
Between lhe UfJii~ Sta~ of Am.'Wiltlatnd Ukraine Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear 
Anns, and the Prevention of Proliferation of We.apons of Mass Destruction, dated October 25, 199J,as amended and extended 
to December 31, 2020. as per the Diplomatic Note of the Minil'try of Affairs of Ukraine #414/23-196/S4-2S40, dated 
~mber 27; 2013 (U.S. - Ukraine CTR Umbrella Agreement): .. Agreement Between the Department of Defense of the 
United States of America and the Mini5try of Health of Ukraine Concerning Cooperation in the Area of Prevention of 
Proliferation ofTechnoloi)', Pathogens and Expertise that Could Be Usc:d in the Development of8ioloaic:al Weapons" dated 
AuQust 29. 2005 Biological Threat Reduction Implementing Agreement - STRIA. 

b)(3)1 0 USC 130c 

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the 
transferred material and related records and documentation in accordance with the procedures defined in Article X of the 
Agreement. 

HH*-.c BKauaHi npe.a.c-raaHHKH 'laCBi.Q'IytOT~o UlO CnonY'feKi UhaTH AMepKKH 36cpinuon. 3a co6o10 npa.oo Ha ay.IUIT i orruu1 
nc:pc:,lla.HHX M8Tepiania i Bi;oiOBiJ:lHHX 18..1UICi8 Ta JlOK)'MCHTaL.tit BiJ\noBiJlHO 'liiJ)OUCayp&MH BKa:JaJIHMH II CTaTri X YrO.D.H. 

The property listed in Attachment 1, in total value of $1,814.77 has been delivered t+bJ<3) I and the inventory inspected and 
confinned accurate by the PHC representative. 

1 

(b)(3) 10 USC 130c 

b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-B VC0-0235 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT OEPEMIJI OPAB BJIACHOCTI )'PJIID' CWA 

TOP.BVCO.Ol3~ 

(b)(3) 10 usc 130c ceo mg tot c repon TRA 
trans crs e owners sp o property spcc1h m t mventory 1st anoc e acknowledges rc<:eipt on behalf of the 
Stnt~ Vet~rinary and Phytosanitary Service of Ukraine on the basi~ of the followin" referenc.ei: Agreement Between the United 
States of America and Ukraine Conccming Assistance to Ukraine in the Elimination ofStr11tcgic Nuclear AmlS, and the 
Prevention of Proliferation of Weapons of Mass Destruction. dated October 25, 1993, as amended and extended to December 31. 
2020. as per the Diplomatic: Note of the Ministry of Affail'l of Ukraine 11414123-196/54-2540. dated December 27.2013 (U.S.
Ukraine CTR Umbn:ll11 Agreement); "Agreement Between the Department of Defense of the United States of America a.nd the 
Ministry of Health of Ukraine Concerning Cooperation in the Area of Prevention of Proliferation ofTechnology, Pathogens and 
Expertise that Could Be Use<! in the Development of Biological Weapons" dated Ausust 29, 2005 Biolosic:al Threat Reduction 
Implementing Agreement - BTRIA. 

b)(3)1 0 USC 130c 

The undersigned participants acknowl.edse that the United States of America retains rights of audit and examination of the 
transferred material and related records and documentation in accordance with the procedw-es defined in Article X of the 
Agreement. 

HHlK<te BKB111Hi npe.llCTaBHHKH JaCBUt'iYIOTb wo Cnony'feHi LUnTH AMepKKH "J6epinooTb 'JII co6u10 npaao Ha ay.wn i l ii'JtJUt 

nepe.llllHHX MaTepiania i BilmoaillHHX '.!al1HciB Ta.lloxyMeHTauii' ai.nnoaiJtHO 1 npoue.nypaMH atca:saHKMH B cmni X YroJUt. 

The propeny listed in Attachment 1. in total value of SI.S37.12 has been delivered t }bb(~) 1~n and the inventory inspected and 
confirmed accurate by th~(b )(3) 1 o I representative. 

1 1 
,.. 

rb)(3)10 usc 130c 

(b)(6) 

Obtained via FOIA by Judicial Watch Inc.
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TOP-BVC0-0266 

REPORT OF TRANSFER OF U.S. GOVERNMENT PROPERTY OWNERSHIP 
AKT DEPE1IA lJI DPAB BJIACHOCTI }'PHliY CIUA 

TOP-BVC0-0266 

b)(3) 10 USC 130c According to the report DTRA lnmsfers the 
ownership of property specified in the inventory list attached and , ~~(~) 10 cknowledges receipt on behalf of National Academy 
of Agrarian Sciences of Ukraine on the basis of the following references: greement Between the United States (}Jy Atrte~a ar~ 
Ukraine Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the Prevention of Proliferation of 
Weapons of Mass Destruction. dated October 25. 1993. as amended and extended to December 31. 2021. as per the Diplomatic 
Note of the Ministry of Affairs of Ukraine #414/23-194/56-5462, dated December 30, 2020 (U.S. - Ukraine CTR Umbrella 
Agreement); "Agreement Between the Department of Defense of the United States of America and the Ministry of Health of 
Ukraine Concerning Cooperation in the Area of Prevention of Proliferation of Technology, Pathogens and Expertise that Could 
Be Used in th.e Development of Biological Weapons" dated August 29, 2005 Biological Threat Reduction Implementing 
Agreement - BTRJA. 
b)(3) 10 USC 130c 

The undersigned participants acknowledge that the United States of America retains rights of audit and examination of the 
transferred material and related records and documentation in accordance with the procedures defined in Article X of the 
Agreement. 
HK)J(l{e BlC83aHi npe.!lCTallHHKH 3acui.a'I}10Tb. mo CnOJTY'ieHi WraTH AMePHKH 36epiraroTI> 3a co6o10 npauo Ha ay.nHT i ormlll 
nepe.lla.HHX Marepianis i aiJmoBi.llHHX Janucis ra .llOK)'MeHrauii' Bi.!lnosinHo 3 npoue.llypaMii BKa3aiUIMU B crani X Yro.nu. 

(b)(4); (b)(6); (b)(3) 10 USC 130c 
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